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CISSE PUBLICATION EDITORIAL POLICIES

PUBLICATION ETHICS AND MALPRACTICE STATEMENT

CISSE is dedicated to following best practices on ethical matters, errors and retractions. The
prevention of publication malpractice is one of the important responsibilities of the editorial
board. Any kind of unethical behavior is not acceptable, and the CISSE does not tolerate plagiarism
in any form. Authors submitting articles or books to CISSE affirm that manuscript contents are
original. Furthermore, they warrant that their article has neither been published elsewhere in any
language fully or partly, nor is it under review for publication anywhere.
The following duties outlined for editors, authors, and reviewers are based on the COPE Code of
Conduct for Journal Editors.

DUTIES OF EDITOR

1. Publication Decisions: Based on the review report of the editorial board, the editor can
accept, reject, or request modifications to the manuscript.

2. Review of Manuscripts: Editor must ensure that each manuscript is initially evaluated by
the editor for originality, making use of appropriate software to do so. After passing this
test, the manuscript is forwarded to two reviewers for single-blind peer review, each of
whom will make a recommendation to accept, reject, or modify the manuscript. The review
period will be up to 30 days.
3. Fair Play: The editor must ensure that each manuscript received by the Journal is reviewed
for its intellectual content without regard to sex, gender, race, religion, citizenship, etc. of
the authors.
4. Confidentiality: The editor must ensure that information regarding manuscripts
submitted by the authors is kept confidential.
5.

Disclosure and Conflicts of Interest: The editor of the Journal will not use unpublished
materials disclosed in a submitted manuscript for his own research without written consent
of the author.
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DUTIES OF AUTHORS

1. Reporting Standards: Authors should present an accurate account of their original
research as well as an objective discussion of its significance. Manuscripts will follow the
submission guidelines of CISSE publications.
2. Originality: Authors must ensure that they have written entirely original work.

3. Multiple, Redundant, or Concurrent Publications: Author should not submit the same
manuscript to more than one journal concurrently. It is also expected that the author will
not publish redundant manuscripts or manuscripts describing same research in more than
one journal.
4. Acknowledgement of Sources: Authors should acknowledge all sources of data used in
the research and cite publications that have been influential in research work.
5. Authorship of the Paper: Authorship should be limited to those who have made a
significant contribution to conception, design, execution or interpretation of the reported
study. Others who have made significant contribution must be listed as co-authors.
Authors also ensure that all the authors have seen and agreed to the submitted version of
the manuscript and their inclusion of names as co-authors.
6. Data Access and Retention: Authors should provide raw data related to their manuscript
for editorial review and must retain such data.
7. Disclosure of Financial Support: Sources of financial support, if any, must be clearly
disclosed.
Details for the above duties, responsibilities and policies to follow

FOR AUTHORS

The CISSE Publications do not require all authors of a research paper to sign the letter of
submission, nor do they impose an order on the list of authors. Submission to CISSE publication
is taken by CISSE to mean that all the listed authors have agreed all of the contents, including the
author list and author contributions statements. The corresponding author is responsible for
having ensured that this agreement has been reached, that all authors have agreed to be so listed
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and approved the manuscript submission to the journal, and for managing all communication
between the journal and all co-authors, before and after publication. Any changes to the author
list after submission, such as a change in the order of the authors, or the deletion or addition of
authors, needs to be approved by every author.
The author list should include all appropriate researchers and no others. Authorship provides
credit for a researcher’s contributions to a study and carries accountability. The CISSE publications
do not prescribe the kinds of contributions that warrant authorship but encourage transparency
by publishing author contributions statements. CISSE Publications editors are not in a position to
investigate or adjudicate authorship disputes before or after publication. Such disagreements if
they cannot be resolved amongst authors should be brought up to the relevant institutional
authority.
The editors at the CISSE publications assume that the corresponding author and on multi-group
collaboration, at least one member of each collaborating group, usually the most senior member
of each submitting group or team, has accepted responsibility for the contributions to the
manuscript from that team. This responsibility includes, but is not limited to: (1) ensuring that
original data upon which the submission is based is preserved and retrievable for reanalysis; (2)
approving data presentation as representative of the original data; and (3) foreseeing and
minimizing obstacles to the sharing of data, materials, or algorithms described in the work.

Author contributions statements

Authors are required to include a statement of responsibility in the manuscript that specifies the
contribution of every author. CISSE publications also allow one set of up to six co-authors to be
specified as having contributed equally to the work or having jointly supervised the work. Other
equal contributions are best described in author contributions statements. Corresponding authors
have specific responsibilities (described below) and are usually limited to three.

Corresponding author - prepublication responsibilities

The corresponding author is solely responsible for communicating with CISSE and with managing
communication between coauthors. Before submission, the corresponding author ensures that all
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authors are included in the author list, its order has been agreed by all authors, and that all authors
are aware that the paper was submitted. (Check box in submission process)
The corresponding author also must clearly identify at submission any material within the
manuscript that has previously been published elsewhere by other authors (for example, figures)
and provide written permission from those authors and/or publishers, as appropriate, for the reuse of such material.
After acceptance, the author is allowed an editing pass, in which they circulates it to all coauthors
and deals with the journal on their behalf and submits their proof according to CISSE’s publishing
format. CISSE will not necessarily correct errors after publication if they result from errors that
were present on a proof that was not shown to coauthors before publication. The corresponding
author is responsible for the accuracy of all content in the proof, in particular that names of
coauthors are present and correctly spelled, and that addresses and affiliations are current.

Corresponding author - responsibilities after publication

CISSE regards the corresponding author as the point of contact for queries about the published
paper. It is this author's responsibility to inform all coauthors of matters arising and to ensure such
matters are dealt with promptly. The name and e-mail address of this author is published in the
paper.

Correcting the record

Authors of published material have a responsibility to inform CISSE promptly if they become aware
of any part that requires correcting. Any published correction requires the consent of all
coauthors, so time is saved if requests for corrections are accompanied by signed agreement by
all authors (in the form of a scanned attachment to an email, or as one combined email containing
agreement messages from all the authors). In cases where one or some authors do not agree with
the correction statement, the coordinating author must include correspondence to and from the
dissenting author(s) as part of the scanned attachment or composite email.
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A confidential process

CISSE’s editors treat the submitted manuscript and all communication with authors and referees
as confidential. Authors must also treat communication with CISSE as confidential:
correspondence with CISSE, reviewers' reports and other confidential material must not be posted
on any website or otherwise publicized without prior permission from the editors, whether or not
the submission is eventually published. Our policies about posting preprints and post prints, and
about previous communication of the work at conferences or as part of a personal blog or of an
academic thesis, are described at the section of this guide about confidentiality policies.

Referee suggestions

Authors are welcome to suggest suitable independent reviewers when they submit their
manuscripts, but these suggestions may not be followed by CISSE. Authors may also request CISSE
to exclude a few (usually not more than two) individuals, governments or business reviewers. CISSE
sympathetically considers such exclusion requests and usually honors them, but the editor's
decision on the choice of peer-reviewers is final.

Consortia authorship

If a consortium is listed as a collective of authors, all members of the consortium are considered
authors and must be listed in the published article as such. If not all members of the consortium
agree to the responsibilities of authorship, the members that are authors will be listed separately
from those who are not. (To facilitate submission of manuscripts with large author lists, please
consult the CISSE editor before submission.)

Duplicate Publication

Material submitted to a CISSE publication must be original and not published or submitted for
publication elsewhere. This rule applies to material submitted elsewhere while CISSE contribution
is under consideration. Authors submitting a contribution to CISSE who have related material
under consideration or in press elsewhere should upload a clearly marked copy at the time of
submission, and draw the editors' attention to it in their cover letter. Authors must disclose any
such information while their contributions are under consideration by CISSE - for example, if they
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submit a related manuscript elsewhere that was not written at the time of the original CISSE
publication submission.
If part of a contribution that an author wishes to submit to a CISSE publication has appeared or
will appear elsewhere, the author must specify the details in the covering letter accompanying the
CISSE submission. Consideration by the CISSE publication is possible if the main result, conclusion,
or implications are not apparent from the other work, or if there are other factors, for example if
the other work is published in a language other than English.
The CISSE publications are happy to consider submissions containing material that has previously
formed part of a PhD or other academic thesis which has been published according to the
requirements of the institution awarding the qualification.
The CISSE publications allow and encourage prior publication on recognized community preprint
servers for review by other scientists in the field before formal submission to a journal. The details
of the preprint server concerned and any accession numbers should be included in the cover letter
accompanying submission of the manuscript to CISSE. This policy does not extend to preprints
available to the media or that are otherwise publicized outside the scientific community before or
during the submission and consideration process at CISSE.
CISSE allow publication of meeting abstracts before the full contribution is submitted. Such
abstracts should be included with the CISSE publication submission and referred to in the cover
letter accompanying the manuscript. This policy does not extend to meeting abstracts and reports
available to the media or which are otherwise publicized outside the scientific community during
the submission and consideration process.
CISSE is happy to consider submissions containing material that has previously formed, and
continues to form, part of an online scientific collaboration such as a wiki or blog, provided that
the information has not been publicized outside the scientific community, and is not publicized
until the publication date of the work in a CISSE publication.
In case of any doubt, authors should seek advice from the editor handling their contribution.
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If an author of a submission is re-using a figure or figures published elsewhere, or that is
copyrighted, the author must provide documentation that the previous publisher or copyright
holder has given permission for the figure to be re-published. The CISSE journal editors consider
all material in good faith that their journals have full permission to publish every part of the
submitted material, including illustrations.

Plagiarism

Plagiarism is when an author attempts to pass off someone else's work as his or her own. Duplicate
publication, sometimes called self-plagiarism, occurs when an author reuses substantial parts of
his or her own published work without providing the appropriate references. This can range from
getting an identical paper published in multiple journals, to 'salami-slicing', where authors add
small amounts of new data to a previous paper.
Plagiarism can be said to have clearly occurred when large chunks of text have been cut-andpasted. Such manuscripts would not be considered for publication in a CISSE publication. But
minor plagiarism without dishonest intent is relatively frequent, for example, when an author
reuses parts of an introduction from an earlier paper. The CISSE editors judge any case of which
they become aware (either by their own knowledge of and reading about the literature, or when
alerted by referees) on its own merits.
CISSE publications, use plagiarism software to help editors verify the originality of submitted
manuscripts. As part of this process, selected submitted manuscripts are scanned and compared
with published databases.
If a case of plagiarism comes to light after a paper is published in a CISSE publication, CISSE will
conduct a preliminary investigation. If plagiarism is found, CISSE will contact the author's institute
and funding agencies. A determination of misconduct will lead the CISSE publications to run a
statement, bidirectional linked online to and from the original paper, to note the plagiarism and
to provide a reference to the plagiarized material. The paper containing the plagiarism will also
be obviously marked on each page of the PDF. Depending on the extent of the plagiarism, the
paper may also be formally retracted.
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Image integrity and standards

Images submitted with a manuscript for review should be minimally processed (for instance, to
add arrows to a micrograph). Authors should retain their unprocessed data and metadata files, as
editors may request them to aid in manuscript evaluation. If unprocessed data are unavailable,
manuscript evaluation may be stalled until the issue is resolved. All digitized images submitted
with the final revision of the manuscript must be of high quality and have resolutions of at least
300 d.p.i. for color, 600 d.p.i. for greyscale and 1,200 d.p.i. for line art.
A certain degree of image processing is acceptable for publication (and for some experiments,
fields and techniques is unavoidable), but the final image must correctly represent the original
data and conform to community standards.

CISSE COMPETING FINANCIAL INTEREST’S POLICY

In the interests of transparency and to help readers to form their own judgements of potential
bias, CISSE publications require authors to declare to the editors any competing financial interests
in relation to the work described. The corresponding author is responsible for submitting a
competing financial interest’s statement on behalf of all authors of the paper. Authors submitting
their manuscripts using the publications online paper tracking system are required to make their
declaration as part of this process and to specify the competing interests in cases where they exist.
In other cases, usually for articles that have been commissioned by an editor, the CISSE office will
send the author a form to complete and sign before publication of the article. Authors who have
made a competing financial interest declaration as part of the online manuscript submission
process do not need to complete and send a separate form.
Authors are required to include a statement at the end of their article to declare whether or not
they have any competing financial interests. If the statement is more than a few lines long, the
details will be made available in the online version of the article.
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For the purposes of this statement, competing interests are defined as those of a financial nature
that, through their potential influence on behavior or content or from perception of such potential
influences, could undermine the objectivity, integrity or perceived value of a publication.
They can include any of the following:
•

Funding: Research support (including salaries, equipment, supplies, reimbursement for
attending symposia, and other expenses) by organizations that may gain or lose financially
through this publication.

•

Employment: Recent (while engaged in the research project), present or anticipated
employment by any organization that may gain or lose financially through this publication.

•

Personal financial interests: Stocks or shares in companies that may gain or lose
financially through publication; consultation fees or other forms of remuneration from
organizations that may gain or lose financially; patents or patent applications whose value
may be affected by publication.

It is difficult to specify a threshold at which a financial interest becomes significant, but note that
many US universities require faculty members to disclose interests exceeding $10,000 or 5% equity
in a company (see, for example, B. Lo et al. New Engl. J. Med. 343, 1616-1620; 2000). Any such
figure is necessarily arbitrary, so we offer as one possible practical alternative guideline: "Any
undeclared competing financial interests that could embarrass you were they to become publicly
known after your work was published."
We do not consider diversified mutual funds or investment trusts to constitute a competing
financial interest.

Application to authors

Unless/until the article is published, authors' declarations will be considered confidential, and will
not be disclosed to peer-reviewers.
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The published article (Article, Letter, Brief Communication, Review, Perspective, Insight) indicates
the authors' response using one of the following standard sentences:
•

The authors declare competing financial interests: details accompany the full-text HTML
version of the paper at (www.acamedics.com).

•

The authors declare no competing financial interests.

The online declaration should include an itemized list of the competing financial interests.
For publications with more than one author, the corresponding author (the person responsible
for communication with the journal) should provide a declaration on behalf of all authors.
We recognize that some authors may be bound by confidentiality agreements. In such cases the
editors will investigate further and may at their discretion invite the authors to state in the online
version, in place of itemized disclosure: “The authors declare that they are bound by confidentiality
agreements that prevent them from disclosing their financial interests in this work."
We do not require authors to state the monetary value of their financial interests.

Application to referees

CISSE invite peer-reviewers to exclude themselves in cases where there is a significant conflict of
interest, financial or otherwise. However, just as financial interests need not invalidate the
conclusions of an article, nor do they automatically disqualify an individual from evaluating it. We
ask peer-reviewers to inform the editors of any related interests, including financial interests as
defined above that might be perceived as relevant. Editors will consider these statements when
weighing reviewers' recommendations.

CONFIDENTIALITY

CISSE publications keep confidential all details about a submitted manuscript and do not
comment to any outside organization about manuscripts under consideration by CISSE while they
are under consideration or if they are rejected. The CISSE editors may comment publicly on
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published material, but their comments are restricted to the content itself and their evaluation of
it.
After a manuscript is submitted, correspondence with the CISSE publications, referees' reports and
other confidential material, whether or not the submission is eventually published, must not be
posted on any website or otherwise publicized without prior permission from the editors. The
editors themselves are not allowed to discuss manuscripts with third parties or to reveal
information about correspondence and other interactions with authors and referees.
Referees of manuscripts submitted to CISSE journals undertake in advance to maintain
confidentiality of manuscripts and any associated supplementary data.

PRE-PUBLICITY

Our policy on the posting of particular versions of the manuscript is as follows:
1. You are welcome to post pre-submission versions or the original submitted version of the
manuscript on a personal blog, a collaborative wiki or a preprint server at any time (but
not subsequent pre-accept versions that evolve due to the editorial process).
2. The accepted version of the manuscript, following the review process, may only be posted
6 months after the paper is published in a CISSE publication. A publication reference and
URL to the published version on the paper website must be provided on the first page of
the post print.
3. The published version — copyedited and in CISSE publications format — may not be
posted on any website or preprint server.
For open access content published under a Creative Commons license, authors can replace
the submitted version with the final published version at publication as long as a publication
reference and URL to the published version on the CISSE website are provided.
Posting of articles on authors', institutions' and funders' websites after publication is explained in
CISSE’s license to publish/copyright policy.

 49004 Packard Ct., Belleville, MI 48111

 askCISSE@cisse.info

 www.cisse.info

THE COLLOQUIUM FOR INFORMATION SYSTEM
SECURITY EDUCATION
More details about the CISSE Publications' pre-publicity policy

CISSE authors must not discuss contributions with the media (including other scientific journals)
until the publication date; advertising the contents of any contribution to the media may lead to
rejection. The only exception is in the week before publication, during which contributions may
be discussed with the media if authors and their representatives (institutions, funders) clearly
indicate to journalists that their contents must not be publicized until the publication's press
embargo has elapsed. Authors will be informed of embargo dates and timings after acceptance
for publication of their articles.
Presentation and discussion of material submitted to a CISSE publication at scientific meetings is
encouraged, but authors must indicate that their work is subject to press embargo and decline to
discuss it with members of the media. Authors are free to publish abstracts in conference
proceedings and to distribute preprints of submitted or 'in press' papers to professional
colleagues, but not to the media.
Occasionally, journalists and editors hear about work at talks given at scientific meetings and
mention this work in meeting reports or editorials in their journals. In these cases, a CISSE
publications will assess the extent to which authors have solicited this interest or cooperated with
journalists. If, in the judgement of the editors, the journal's embargo policy has been broken, the
submitted paper may be rejected, even if it is technically 'in press'.
Contributions being prepared for or submitted to a CISSE publication can be posted on
recognized preprint servers (such as CISSE Preceding’s), and on collaborative websites such as
wikis or the author's blog. The website and URL must be identified to the editor in the cover letter
accompanying submission of the paper, and the content of the paper must not be advertised to
the media by virtue of being on the website or preprint server. Material in a contribution submitted
to a CISSE publication may also have been published as part of a PhD or other academic thesis.
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CISSE COPYRIGHT AND AUTHOR LICENSE POLICY

This publishers' policy applies to all publications published by the CISSE, The Colloquium for
Information System Security Education. CISSE policies are compatible with all major funders open
access and self-archiving mandates.
CISSE does require authors of original (primary) research papers and commissioned articles to
assign copyright of their published contributions. Authors grant CISSE an exclusive license to
publish, in return for which they can reuse their papers in their future printed work without first
requiring permission from the publisher of the journal.
Am I restricted from using the ideas or facts contained in my work? It is fundamental to copyright
law that copyright protects only the particular form of expression of a work, and not the ideas or
the facts contained in that work. For example, a fact that could be gleaned from a scientific work
might be that a particular chemical compound has a particular quality at a particular temperature,
which fact was observed during an experiment reported and described in the work. Under
copyright law, that particular fact does not "belong" to the author (and ownership is not
transferred to the publisher under the publishing agreement), only the specific way that the article
was written to describe the experiment and the results. The author is always free (as is anyone
else) to include this particular fact in any future work.
CISSE grants permission for authors, readers and third parties to reproduce material from its
publications and online products as part of another publication or entity. This includes, for
example, the use of a figure in a presentation, the posting of an abstract on a web site, or the
reproduction of a full article within another journal. Certain permissions can be granted free of
charge; others incur a fee.

Types of permission request

Permission can be obtained for re-use of portions of material - ranging from a single figure to a
whole paper - in books, journals/magazines, newsletters, theses/dissertations, classroom
materials/academic course packs, academic conference materials, training materials (including
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continuing medical education), promotional materials, and web sites. Some permission requests
can be granted free of charge, others carry a fee.
CISSE rarely grants free permission for PDFs of full papers to be reproduced online, however eprint PDFs can be purchased as commercial reprints. If you wish to purchase multiple stand-alone
copies of a CISSE paper, which is then printed and shipped to you, please contact CISSE at
askCISSE@CISSE.INFO

Permission requests from authors

The authors of articles published by CISSE, or the authors' designated agents, do not usually need
to seek permission for re-use of their material as long as the CISSE publication is credited with
initial publication. For further information about the terms of re-use for authors please see below.

Author Requests

If you are the author of this content (or his/her designated agent) please read the following.
Ownership of copyright in in original research articles remains with the Authors, and provided
that, when reproducing the Contribution or extracts from it, the Authors acknowledge first and
reference the CISSE publication, the Authors retain the following non-exclusive rights:
a) To reproduce the Contribution in whole or in part in any printed volume (book or thesis)
of which they are the author(s).
b) They and any academic institution where they work at the time may reproduce the
Contribution for the purpose of course teaching.
c) To reuse figures or tables created by them and contained in the Contribution in other
works created by them.
d) To post a copy of the Contribution as accepted for publication after peer review (in Word
or Text format) on the Author's own web site, or the Author's institutional repository, or
the Author's funding body's archive, 12 months after publication of the printed or online
edition of the CISSE publication, provided that they also link to the CISSE article when
available on the CISSE web site (e.g. through the DOI).
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CISSE encourages the self-archiving of the accepted version of your manuscript in your funding
agency's or institution's repository, 12 months after publication. This policy complements the
recently announced policies of the US National Institutes of Health, Welcome Trust and other
research funding bodies around the world. CISSE recognizes the efforts of funding bodies to
increase access to the research they fund, and we strongly encourage authors to participate in
such efforts.
Authors wishing to use the published version of their article for promotional use or on a web site
must request in the normal way.

PEER-REVIEW POLICY

The policy outlined on this page applies to CISSE publications (those with the word CISSE in their
title).

General information

The following types of contribution to CISSE publications are peer-reviewed: Articles, Letters, Brief
Communications, Communications Arising, Technical Reports, Analysis, Resources, Reviews,
Perspectives, Progress articles and Insight articles. Correspondence and all forms of published
correction may also be peer-reviewed at the discretion of the editors.
Other contributed articles are not usually peer-reviewed. Nevertheless, articles published in these
sections, particularly if they present technical information, may be peer-reviewed at the discretion
of the editors.
For any general questions and comments about the peer-review process, the publications or its
editorial policies that are not addressed here, we encourage reviewers to contact us using the
feedback links provided.
Questions about a specific manuscript should be directed to the editor who is handling the
manuscript.
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Online manuscript review

We ask peer-reviewers to submit their reports via our secure online system by following the link
provided in the editor's email.

Criteria for publication

CISSE receives many more submissions than they can publish. Therefore, we ask peer-reviewers
to keep in mind that every paper that is accepted means that another good paper must be
rejected. To be published in a CISSE publication, a paper should meet four general criteria:
•

Provides strong evidence for its conclusions.

•

Novel (we do not consider meeting report abstracts and preprints on community servers
to compromise novelty).

•

Of extreme importance to academics in the specific field.

•

Ideally, interesting to researchers in other related disciplines.

In general, to be acceptable, a paper should represent an advance in understanding likely to
influence thinking in the field. There should be a discernible reason why the work deserves the
visibility of publication in a CISSE publication rather than the best of the specialist journals.

The review process

All submitted manuscripts are read by the editorial staff. To save time for authors and peerreviewers, only those papers that seem most likely to meet our editorial criteria are sent for formal
review. Those papers judged by the editors to be of insufficient general interest or otherwise
inappropriate are rejected promptly without external review (although these decisions may be
based on informal advice from specialists in the field).
Manuscripts judged to be of potential interest to our readership are sent for formal review,
typically to two or three reviewers, but sometimes more if special advice is needed (for example
on statistics or a particular technique). The editors then make a decision based on the reviewers'
advice, from among several possibilities:
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•

Accept, with or without editorial revisions

•

Invite the authors to revise their manuscript to address specific concerns before a final
decision is reached

•

Reject, but indicate to the authors that further work might justify a resubmission

•

Reject outright, typically on grounds of specialist interest, lack of novelty, insufficient
conceptual advance or major technical and/or interpretational problems

Reviewers are welcome to recommend a particular course of action, but they should bear in mind
that the other reviewers of a particular paper may have different technical expertise and/or views,
and the editors may have to make a decision based on conflicting advice. The most useful reports,
therefore, provide the editors with the information on which a decision should be based. Setting
out the arguments for and against publication is often more helpful to the editors than a direct
recommendation one way or the other.
Editorial decisions are not a matter of counting votes or numerical rank assessments, and we do
not always follow the majority recommendation. We try to evaluate the strength of the arguments
raised by each reviewer and by the authors, and we may also consider other information not
available to either party. Our primary responsibilities are to our readers and to the academic
community at large, and in deciding how best to serve them, we must weigh the claims of each
paper against the many others also under consideration.
We may return to reviewers for further advice, particularly in cases where they disagree with each
other, or where the authors believe they have been misunderstood on points of fact. We therefore
ask that reviewers should be willing to provide follow-up advice as requested. We are very aware,
however, that reviewers are usually reluctant to be drawn into prolonged disputes, so we try to
keep consultation to the minimum we judge necessary to provide a fair hearing for the authors.
When reviewers agree to assess a paper, we consider this a commitment to review subsequent
revisions. However, editors will not send a resubmitted paper back to the reviewers if it seems that
the authors have not made a serious attempt to address the criticisms.
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We take reviewers' criticisms seriously; in particular, we are very reluctant to disregard technical
criticisms. In cases where one reviewer alone opposes publication, we may consult the other
reviewers as to whether s/he is applying an unduly critical standard. We occasionally bring in
additional reviewers to resolve disputes, but we prefer to avoid doing so unless there is a specific
issue, for example a specialist technical point, on which we feel a need for further advice.

Selecting peer-reviewers

Reviewer selection is critical to the publication process, and we base our choice on many factors,
including expertise, reputation, specific recommendations and our own previous experience of a
reviewer's characteristics. For instance, we avoid using people who are slow, careless, or do not
provide reasoning for their views, whether harsh or lenient.
We check with potential reviewers before sending them manuscripts to review. Reviewers should
bear in mind that these messages contain confidential information, which should be treated as
such.

Writing the review

The primary purpose of the review is to provide the editors with the information needed to reach
a decision but the review should also instruct the authors on how they can strengthen their paper
to the point where it may be acceptable. As far as possible, a negative review should explain to
the authors the major weaknesses of their manuscript, so that rejected authors can understand
the basis for the decision and see in broad terms what needs to be done to improve the
manuscript for publication elsewhere. Referees should not feel obliged to provide detailed,
constructive advice regarding minor criticisms of the manuscript if it does not meet the criteria
for the CISSE publication (as outlined in the letter from the editor when asking for the review).
Referees should be aware that authors of declined manuscripts may request that referee
comments be transferred to another CISSE publication or presentation where they can be used to
determine suitability of publication.

 49004 Packard Ct., Belleville, MI 48111

 askCISSE@cisse.info

 www.cisse.info

THE COLLOQUIUM FOR INFORMATION SYSTEM
SECURITY EDUCATION
Confidential comments to the editor are welcome, but it is helpful if the main points are stated in
the comments for transmission to the authors. The ideal review should answer the following
questions:
•

Who will be interested in reading the paper, and why?

•

What are the main claims of the paper and how significant are they?

•

Is the paper likely to be one of the five most significant papers published in the discipline
this year?

•

How does the paper stand out from others in its field?

•

Are the claims novel? If not, which published papers compromise novelty?

•

Are the claims convincing? If not, what further evidence is needed?

•

Are there other experiments or work that would strengthen the paper further?

•

How much would further work improve it, and how difficult would this be? Would it take
a long time?

•

Are the claims appropriately discussed in the context of previous literature?

•

If the manuscript is unacceptable, is the study sufficiently promising to encourage the
authors to resubmit?

•

If the manuscript is unacceptable but promising, what specific work is needed to make it
acceptable?

Other questions to consider

We appreciate that reviewers are busy, and we are very grateful if they can answer the questions
in the section above. However, if time is available, it is extremely helpful to the editors if reviewers
can advise on some of the following points:
•

Is the manuscript clearly written?

•

If not, how could it be made more clear or accessible to non-specialists?

•

Would readers outside the discipline benefit from a schematic of the main result to
accompany publication?
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•

Could the manuscript be shortened? (Because of pressure on space in our printed pages
we aim to publish manuscripts as short as is consistent with a persuasive message.)

•

Should the authors be asked to provide supplementary methods or data to accompany
the paper online? (Such data might include source code for modelling studies, detailed
experimental protocols or mathematical derivations.)

•

Have the authors done themselves justice without overselling their claims?

•

Have they been fair in their treatment of previous literature?

•

Have they provided sufficient methodological detail that the experiments could be
reproduced?

•

Is the statistical analysis of the data sound, and does it conform to the journal's guidelines?

•

Are the reagents generally available?

•

Are there any special ethical concerns arising from the use of human or other animal
subjects?

An example of a review form: www.cisse.info/pdf/CISSE Review Form.pdf

Timing

CISSE is committed to rapid editorial decisions and publication, and we believe that an efficient
editorial process is a valuable service both to our authors and to the scientific community as a
whole. We therefore ask reviewers to respond promptly within the number of days agreed. If
reviewers anticipate a longer delay than previously expected, we ask them to let us know so that
we can keep the authors informed and, where necessary, find alternatives.

Anonymity

We do not release reviewers' identities to authors or to other reviewers, except when reviewers
specifically ask to be identified. Unless they feel strongly, however, we prefer that reviewers should
remain anonymous throughout the review process and beyond. Before revealing their identities,
reviewers should consider the possibility that they may be asked to comment on the criticisms of
other reviewers and on further revisions of the manuscript; identified reviewers may find it more
difficult to be objective in such circumstances.

 49004 Packard Ct., Belleville, MI 48111

 askCISSE@cisse.info

 www.cisse.info

THE COLLOQUIUM FOR INFORMATION SYSTEM
SECURITY EDUCATION
We ask reviewers not to identify themselves to authors without the editor's knowledge. If they
wish to reveal their identities while the manuscript is under consideration, this should be done via
the editor, or if this is not practicable, we ask authors to inform the editor as soon as possible after
the reviewer has revealed his or her identity to the author.
We deplore any attempt by authors to confront reviewers or determine their identities. Our own
policy is to neither confirm nor deny any speculation about reviewers' identities, and we
encourage reviewers to adopt a similar policy.

Double blind peer review

All CISSE publications offer a double-blind peer review option. Authors who choose this option
at submission remain anonymous to the referees throughout the consideration process. The
authors are responsible for anonymizing their manuscript accordingly.

Editing referees' reports

As a matter of policy, we do not suppress reviewers' reports; any comments that were intended
for the authors are transmitted, regardless of what we may think of the content. On rare occasions,
we may edit a report to remove offensive language or comments that reveal confidential
information about other matters. We ask reviewers to avoid statements that may cause needless
offence; conversely, we strongly encourage reviewers to state plainly their opinion of a paper.
Authors should recognize that criticisms are not necessarily unfair simply because they are
expressed in robust language.

The peer-review system

It is editors' experience that the peer-review process is an essential part of the publication process,
which improves the manuscripts we publish. Not only does peer review provide an independent
assessment of the importance and technical accuracy of the results described, but the feedback
from referees conveyed to authors with the editors' advice frequently results in manuscripts being
refined so that their structure and logic is more readily apparent to readers.
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CISSE publications are appreciative of its peer-reviewers, of whom there are many tens of
thousands. It is only by collaboration with our reviewers that editors can ensure that the
manuscripts we publish are among the most important in their disciplines of scientific research.
We appreciate the time that reviewers devote to assessing the manuscripts we send them, which
helps ensure that we publish only material of the very highest quality. In particular, many
submitted manuscripts contain large volumes of additional (supplementary) data and other
material, which take time to evaluate. We thank our reviewers for their continued commitment to
our publication process.

Peer-review publication policies

All contributions submitted to CISSE that are selected for peer-review are sent to at least one, but
usually two or more, independent reviewers, selected by the editors. Authors are welcome to
suggest suitable independent reviewers and may also request that CISSE excludes one or two
individuals, laboratories, governmental agency or business. The journal sympathetically considers
such requests and usually honors them, but the editor's decision on the choice of referees is final.
As a condition of agreeing to assess the manuscript, all reviewers undertake to keep submitted
manuscripts, associated data, and their own peer review comments confidential, and not to
redistribute them without permission from CISSE. If a reviewer seeks advice from colleagues while
assessing a manuscript, he or she ensures that confidentiality is maintained and that the names
of any such colleagues are provided to the journal with the final report. By this and by other
means, CISSE endeavor to keep the content of all submissions confidential until the publication
date other than in the specific case of its embargoed press release available to registered
journalists. Peer review comments should remain confidential after publication unless the referee
obtains permission from the corresponding author of the reviewed manuscript and CISSE
publication the comments were delivered to. Although we go to every effort to ensure reviewers
honor their promise to ensure confidentiality, we are not responsible for the conduct of reviewers.
Reviewers should be aware that it is our policy to keep their names confidential, and that we do
our utmost to ensure this confidentiality. Under normal circumstances, blind peer-review is
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protected from legislation. We cannot, however, guarantee to maintain this confidentiality in the
face of a successful legal action to disclose identity in the event of a reviewer having written
personally derogatory comments about the authors in his or her reports. For this reason as well
as for reasons of standard professional courtesy, we request reviewers to refrain from personally
negative comments about the authors of submitted manuscripts. Frank comments about the
scientific content of the manuscripts, however, are strongly encouraged by the editors.

CORRECTION AND RETRACTION POLICY

We recognize our responsibility to correct errors that we have previously published. Our policy is
to consider refutations (readers' criticisms) of primary research papers, and to publish them (in
concise form) if and only if the author provides compelling evidence that a major claim of the
original paper was incorrect. Refutations are peer-reviewed, and where possible they are sent to
the same referees who reviewed the original paper. A copy is usually also sent to the
corresponding author of the original paper for signed comments. Refutations are typically
published in the Events section of our website or the Correspondence section of the following
Edition of the publication, sometimes with a brief response from the original authors. Some
submitted refutations are eventually published as retractions by the paper's authors. In both cases,
the published refutation or retraction is linked online to the original paper, and the published
paper is linked online to the refutation or retraction.
Complaints, disagreements over interpretation and other matters arising should be addressed to
the editor of the CISSE publication concerned. Because debates over interpretation are often
inconclusive, we do not automatically consider criticisms of review articles or other secondary
material, and in the event that we decide to publish such a criticism we do not necessarily consult
the original authors. Editorial decisions in such cases are based on considerations of reader
interest, novelty of arguments, integrity of the publication record and fairness to the parties
involved. Publication may take various forms at the discretion of the editor.
Corrections are published for significant errors in non-peer-reviewed content of the CISSE
publications at the discretion of the editors. Readers who have identified such an error should
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send an email to the general email address of CISSE, clearly stating the publication reference, title,
author and section (e.g. News, Essay) of the article, and briefly explaining the error.
The CISSE publications operate the following policy for making corrections to the print and online
versions of their peer-reviewed content.
Publishable amendments requested by the authors of the publication are represented by a
formal printed and online notice in the publication because they affect the publication record
and/or the scientific accuracy of published information. Where these amendments concern peerreviewed material, they fall into one of four categories: erratum, corrigendum, retraction or
addendum, described here.

Erratum

Notification of an important error made by the publication that affects the publication record or
the scientific integrity of the paper, or the reputation of the authors, or of the publication.

Corrigendum

Notification of an important error made by the author(s) that affects the publication record or the
scientific integrity of the paper, or the reputation of the authors or the publication. All authors
must sign corrigenda submitted for publication. In cases where coauthors disagree, the editors
will take advice from independent peer-reviewers and impose the appropriate amendment, noting
the dissenting author(s) in the text of the published version.

Retraction

Notification of invalid results. All coauthors must sign a retraction specifying the error and stating
briefly how the conclusions are affected, and submit it for publication. In cases where coauthors
disagree, the editors will seek advice from independent peer-reviewers and impose the type of
amendment that seems most appropriate, noting the dissenting author(s) in the text of the
published version.
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Addendum

Notification of a peer-reviewed addition of information to a paper, usually in response to readers'
request for clarification. Addenda are published only rarely and only when the editors decide that
the addendum is crucial to the reader's understanding of a significant part of the published
contribution.

Editorial decision-making

Decisions about types of correction are made by the editors of the journal that published the
paper, sometimes with peer-reviewers' advice. This process involves consultation with the authors
of the paper, but the editor makes the final decision about the category in which the amendment
is published. Each CISSE publication states the details of its procedure in the guide to authors on
its own website, but all operate a broadly similar process.
When an amendment is published, it is linked bi-directionally to and from the article being
corrected. For CISSE, if the correction is significant, for example if a new figure is published, a PDF
version of the correction is appended to the last page of the original article PDF so that the original
article PDF will remain a facsimile of the printed page and readers downloading the PDF will
receive the original article plus amendment.
Authors sometimes request a correction to their published contribution that does not affect the
contribution in a significant way or impair the reader's understanding of the contribution (a
spelling mistake or grammatical error, for example). CISSE publications do not publish such
corrections, in print or online. The online and print versions of the article are both part of the
published record and hence their original published version is preserved. CISSE publications do,
however, correct the online version of a contribution if the wording in the html version does not
make sense when compared with the PDF version ("see left" for a figure that is an appropriate
phrase for the PDF but not for the html version, for example). In these cases, the fact that a
correction has been made is stated in a footnote so that readers are aware that the originally
published text has been amended.
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Reprints/Update

As soon as CISSE has agreed to publish a correction to a published paper, the author can contact
CISSE by email, including the full publication reference in the message. Reprints/Updates can be
altered to provide the corrected version if notification is received in time.

Supplementary information

In the CISSE publications, authors' corrections to supplementary information (SI) are made only in
exceptional circumstances (for example major errors that compromise the conclusion of the
study). Published corrections to SI are usually accompanied by a printed Corrigendum note.
Authors cannot update SI because new data have become available or interpretations have
changed, as the SI is a peer-reviewed and integral part of the paper, and hence part of the
published record.
SI cannot be amended between acceptance and publication unless a change made for technical
reasons by CISSE in order to publish the material on the website has introduced a significant error.
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