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Abstract — Traditional lecture-based approach with laboratory-based
exercises is commonly used to teach cybersecurity. It is useful to provide hands-
on experience to students. However, it fails to provide students an opportunity to
completely explore the multi-faceted and ill-defined problems prevalent in the
real-world cybersecurity scenarios. Problem-based learning is a student-
centered pedagogy in which students are presented with complex, open-ended,
real-world problems to promote learning of concepts and principles, contrary to
the traditional lecture-style presentations. Over the years, the model has been
adopted to teach concepts in other disciplines including economics, business
administration, architecture, law, engineering and social work, however, there
has been little work done in the field of cybersecurity. This paper illustrates the
use of problem-based learning for cybersecurity education. The authors believe
that such a student-focused and active learning pedagogy will not only provide
students an opportunity to learn relevant concepts, tools and techniques
applicable to the given problem but also improve focus, interest, motivation, and
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foster lifelong learning skills, essential to survive in ever-changing cybersecurity

field.

Keywords. Problem-based learning, cybersecurity education, problem-solving
skills, critical thinking

1. INTRODUCTION

Cybersecurity instructors combine traditional lectures with hands-on lab
exercises to improve the student learning outcomes. Based on our experience, an
overwhelming majority of the available cybersecurity hands-on exercises fall
well short of what is needed. They typically follow a cookbook approach and
consists series of steps presented to students to follow; they are rarely designed
to build problem solving skills and deep understanding of cybersecurity concepts
[14-19].

In our view, problem-based learning (PBL) holds considerable promise in
helping to improve learning outcomes in cybersecurity education. Problem-based
learning is a student-centered pedagogy in which students are presented with
complex, open-ended, real-world problems to promote learning of concepts and
principles, contrary to the traditional lecture-style presentations [1]. In addition
to covering domain-specific concepts, problem-based learning approach also
fosters critical thinking, develops problem-solving, writing, communication and
collaboration skills, enhances motivation to learn and retention of information,
and promotes self-directed and lifelong learning [2].

Problem-based learning was pioneered by Barrows and originally used for
medical education [3,4]. Over the years, the model has been adopted to teach
concepts in other disciplines including economics and business administration
[5], architecture, law, engineering and social work [5,6]. Unfortunately, problem-
based learning has not been explored systematically for cybersecurity education.

In problem-based learning, the teacher acts as a facilitator and a mentor rather
than the source of solution and presents the students with a problem instead of
lectures and assignments. As the students are not handed with any content, the
learning becomes more active and encourages students to explore and work with
the specific contents identified as important by the teacher to find a solution to
the problem.

In this paper, we illustrate a problem-based learning method (by Maastricht
[9]) in the context of cybersecurity education by mapping the working model of
the method to two cybersecurity scenarios. The authors believe that such an
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interactive and student-focused learning environment will not only help students
to understand the complex nature of attack and defense mechanisms but will also
give them a holistic view of multi-faceted real-world scenarios, in-turn
promoting critical thinking and problem-solving skills.

The remainder of the paper is organized as follows. Section 2 discusses the
related work followed by the section 3 to describe problem-based learning
pedagogy and its implementation details on two cybersecurity scenarios. Section
5 provides summary and directions for future work in this area.

2. RELATED WORK
This section discusses the current state of the problem-based learning.

2.1 Existing Use of Problem-based Learning

According to Wood [7], utilization of resources and tutor facilitation are the
issues which makes it difficult for schools or colleges to adapt PBL. It requires
the educators to take an active role in facilitation where some of them find this
more frustrating. On the other hand, it is resource-intensive because it requires
more physical space and more accessible computer resources.

In 1969, the medical school at McMaster University has introduced an
approach to teach medicine using problem-based learning'. The course focuses
on providing the groups with realistic case thus expecting the students to study,
research and come up with findings in the following week. By using this method
in their postdoctoral program, it helps the students to identify their strengths and
weaknesses in that content area. University of Missouri School of Medicine did
a research for 10 years and indicated that PBL has a positive effect on the
student’s competency as physicians after graduation®.

PBL is introduced across wide areas of studies. Problem-based learning was
introduced in the field of Engineering and Humanities lectures in the University
Tun Hussein Onn Malaysia in the collaboration with the Aalborg University
Denmark [8]. This project involved 30 academic staff who were selected from
six faculties and two academic centers, 220 undergraduates were selected using

! https://mdprogram.mcmaster.ca/mcmaster-md-program/overview/pbl---
problem-based-learning
2 https://medicine.missouri.edu/news/students-take-active-role-education-pbl
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purposive sampling. It was revealed that students not only were benefited in the
content area but also in generic skills such as leadership, analytical thinking,
conflict management and decision making. Students said that despite of greater
amount of work, it was compensated with the knowledge and skills they
obtained. They further added that it would have been depriving if the teaching
had been conducted using the conventional way.

2.2. Effectiveness of Problem-based Learning

The effectiveness of the problem-based learning is dominantly evaluated in
the field of medicine [9]. For instance, it is explored in nursing education to
prepare nursing professionals for a growing range of patient care services. Shin
and Kim reported that problem-based learning has positive effects on student
satisfaction with training, clinical education, and skills development [9,10].
Furthermore, Oja reported a positive impact on nursing students’ critical
thinking [11]. More recently, Loyens et al. [12] compare the effectiveness of
three pedagogical methods: problem-based learning, traditional lecture-based,
and self-study. They randomly assign students to one of the three group types,
and use conceptual tests immediately after the lesson and post-test after one
week. The evaluation results conclude that the students in problem-based
learning group have a higher likelihood of conceptual change. Strobel and
Barneveld [13] perform meta-analysis on problem-based learning by
quantitatively synthesizing research results of previously separate but related
studies, involving various statistical methods to retrieve, select, and combine
effect sizes and results of the studies. They conclude that problem-based learning
is an effective approach to "train competent and skilled practitioners and to
promote long-term retention of knowledge and skills acquired during the
learning experience".

3. PROBLEM-BASED LEARNING FOR CYBERSECURITY

3.1. Motivation

The authors possess more than 10 years of combined cybersecurity teaching
experience in five universities spanned across three countries. They have taught
a broad spectrum of cybersecurity courses including network security, ethical
hacking and vulnerability management. Generally, these course have been
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offered in more-or-less a traditional setting which combines lecture-based
pedagogy with some laboratory-based hands-on assignments. Some of the
common feedback comments from the students on the course content and
instruction methodology are: more theory and less hands-on component, very
specific lab assignments, and insufficient real-world scenarios. Some of the
students have also mentioned the lack of problem-solving, critical thinking,
communication and collaboration skills.

Problem-based learning is promising to address the challenges in
cybersecurity education. Unfortunately, the pedagogy has not been explored
systematically in cybersecurity. We only found one study on problem-based
learning in the context of cybersecurity. The study is performed in the United
Kingdom. However, the teaching material, implementation, and student
experiences are not publicly available®. Thus, in this paper, we demonstrate how
a problem-based learning method can be utilized for cybersecurity education.

3.2. Problem-based Learning Pedagogy
We use Maastricht’s method on problem-based learning, which is divided
into a seven-jump process [9]:

1. Clarify terms and objects: Identify and clarify unfamiliar terms presented in
the scenario.

2. Defining the problem: Define the problem or problems to be discussed.

Brainstorming: Aspects on basis of prior knowledge are collected.

4. Structuring and hypothesis: Review steps 2 and 3 and arrange explanations
into tentative solutions. During the fourth step, which forms the core of the
analysis, the problem is explained on different ways.

5. Learning objectives: Formulating learning objectives; group reaches
consensus on the learning objectives; tutor ensures learning objectives are
focused, achievable, comprehensive, and appropriate.

6. Independent Study: Self-independent learning; during this phase students
can go home and study. This phase is supposed to provide answers to the
questions evoked in the problem-analysis phase and offer students
possibility to acquire a more profound knowledge of theories at the root of
the problem.

98]

3 https://www.heacademy.ac.uk/system/files/downloads/alastair_irons_-
_problem_based_learning_in_cybersecurity.pdf
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7. Synthesis: Group shares results of private study. The tutor checks learning
and may assess the group. So, the final step is synthesizing and testing the
newly acquired information.

Meet the Problem

|

List Known
Facts

Research List
Unknowns Unknowns

l

Generate Possible
Solutions

l

Choose most
valuable solution

Report Solution

Figure 1: Problem-based Learning Working Model

Figure 1 presents the working model of a problem-based learning approach.
There are various advantages of problem-based learning. PBL is student-focused,
which allows for active learning, better understanding with integration of
experience and knowledge, and retention of knowledge. It also helps to develop
life skills that are applicable to many domains. It further enhances skills like
communication and teamwork, critical thinking and questioning, problem
solving and self-reliant learning.

3.4. IMPLEMENTING PROBLEM-BASED LEARNING IN
CYBERSECURITY

We demonstrate how Maastricht’s method of problem-based learning can be
applied on two different cybersecurity topics for illustration.

Cybersecurity Problem 1:

To begin we will start with the top layer of OSI model (Figure 2), by introducing
an email phishing example at the beginner level. Phishing is the most common
way to gain sensitive information. Company staff like front desk operator, IT



The Colloquium for Information System Security Education (CISSE)
June, 2019

employee, managers and directors receive emails on daily basis. Many of these
emails purporting to be from reputable companies to induce individuals to reveal
personal information. In a traditional teaching approach, the instructor would
present the concept and workings of a phishing email and the associated data loss
with an example. Students rarely get an opportunity to create and launch phishing
attacks and explore countermeasures if they receive such mails.

Phishing, DNS Poisioning,

APPLICATION LAYER — SQL Injection

PRESENTATION LAYER

SENDER SESSION LAYER

TCP Attacks, Routing
TRANSPORTLAYER ¢ ‘ Attacks, SYN Flooding ‘
NETWORK LAYER — ‘ Ping, ICMP Flood ‘
RECEIVER
ARP Spoofing, MAC
DATA LINK LAYER B — ‘ Flooding ‘
PHYSICAL LAYER

Figure 2 — Attacks on Layers of OSI Model

On the contrary the problem-based learning approach gives students complete
knowledge over phishing with the help of the seven-jump process and an ill-faced
example.

Problem Description: Suppose all front desk operators in a company receive an
email from reputable ecommerce website. This email further asks the users to
click on the link to activate a $150 coupon code. Following this event, the
organization saw a rapid change in their database. How can an attacker create
such emails?
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Step 1: Clarifying terms and objects gives the students a basic idea on the concept
they are going to study which is phishing for this example. Groups can be created
in this process with students of different background to help increase the quality
of the research.

Step 2: Defining the problem, as the problem is ill-structured the above example
is discussed by the instructor without revealing enough information.

Step 3: Brainstorming, by learning from the above ill-structured example
students must bring their prior phishing knowledge on the table. This step helps
to identify how much Knowledge they have on the current topic.

Step 4: Structuring and hypothesis, students must think about the problem in
different ways like, what can be the factor behind this rapid change in the
database? What different tools the attacker could have used to create this phishing
mail and gain access over the database? Is there a possible malware/backdoor
present? With the help of different questions, students can create hypothesis for
the problem.

Step 5: Learning objectives can put on the table by the groups, instructor needs
to make sure that the students are not mislead and continue the correct path.

Step 6: Independent study, students can use objectives from the previous step to
find solutions for the problem. This step involves students to work individually.
Due to the ill-structure, students’ needs to find different tools to attack the victim
machines while they will now have various steps to secure the victim machine.

Step 7: Synthesis, this step individual work will be mapped together in the group
and discussed the class. The complete self-learning process is accomplished in
this step.

Cybersecurity Problem 2:

Based on the importance of vulnerability management in the field of
cybersecurity, we have created another example which targets the working
knowledge of different Linux tools, firewall management and TCP/IP ports. In a
typical vulnerability management or related course, students are given a brief
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introduction on ports numbers, firewalls, scanning tools and techniques, and they
are taught how to close certain open ports to avoid possible attacks. Learning
firewall configuration only in theory is not enough to prepare them for the real-
world scenarios. Misconfigured firewall has often led to many breaches in the
past. It is imperative that the students are taught different mechanisms of
firewalls such as OPEN, FILTERED and CLOSED and what they mean.

Problem-based learning helps students to think in a critical manner. They do
not keep themselves dependent on a single factor to protect a machine but try to
research and mitigate all possible vectors for the attack as illustrated in the
example below (Figure 3).

Get Execution Code
Exploit Module »| Execute Payload

Session Established Listening
Attacker’'s Machine Victim's Machine

Figure 3 — Attack on SMB Port

Problem Description: Mr. Mike is a company secretary and he is working on
company’s confidential data on his Windows desktop. He saved his work in a
folder name “Secret Information” and kept the system running. When he returned
to his office on the next day, he was surprised to see that the file was missing.
The investigating team claimed that the problem was in the SMB port of the
system. Using the attacker’s machine, perform the above scenario on a Windows
system. If successful, use various methods to protect the system and try the same
attack again to ensure that the system is safe.

Step 1: Clarifying terms and objects, working in groups students must research
on different terms like the port numbers, firewalls and its uses.

Step 2: Defining the problem, as the problem is ill-structured the above example
is discussed by the instructor without revealing enough information.

Step 3: Brainstorming, as the port is specifically given to be SMB, students can
share their knowledge on the SMB port and its usage with each other.

8



The Colloquium for Information System Security Education (CISSE)
June, 2019

Step 4: Structuring and hypothesis, in the above example the operating system is
mentioned as windows while a specific port has been mentioned, this makes
students think on different attack vectors on a single port with different flavors
of windows operating system. With the help of a structure they must come up
with different hypothesis in this step.

Step 5: Learning objectives, ideas can be described by the students as what they
have found out and their next strategy. Instructor needs to verify if they are on
track and not mislead.

Step 6: Independent study. They must work individually and try to find solutions
to the problem using a practical approach. With the help of different tools, they
can try to attack various flavors of Windows operating systems on its SMB port,
while they need to find a solution to protect against such attacks like properly
configuring the firewall, implementing a network based firewall apart from host
based, blacklisting or whitelisting of the ip addresses, etc.

Step 7: Synthesis, individual work will be mapped together in the group and
discussed in the class. Other groups can obtain information from this and
understand the missing points.

4. CONCLUSION AND FUTURE WORK

Cybersecurity education has traditionally been taught in a lecture-based
setting with laboratory-based exercises which has been proved useful to provide
students with hands-on experience. This approach, however, has failed to provide
students the much-needed opportunity to comprehensively explore the multi-
faceted and often ill-defined cybersecurity problems in real-world. Problem-
based learning is a student-centric and active learning pedagogy which presents
complex, open-ended and real-world problems to promote learning of concepts
and principles. This paper illustrates the use of problem-based learning for
cybersecurity education by mapping its working model to two cybersecurity
scenarios. Implementation of problem-based learning in the cybersecurity
curriculum at two universities, assessing its impact, and contrasting with the
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traditional instructional approach constitutes part of the future work in this
direction.
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