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Abstract - The mandate for cybersecurity crosses disciplines. The deficit
in the number of cybersecurity professionals required to fill current and
future positions represents a growing challenge. Cybersecurity readiness
presents significant ever-changing issues with possible long-term or perhaps
life-threatening consequences. Cybersecurity experts who possess critical
knowledge in another field such as healthcare where a combined or blended
understanding of key information is integral to the industry are in short
supply. In healthcare as is the case in a host of other sectors not only is it
necessary that systems and data are protected, but the business must be
compliant with existing law as well. It is imperative that action be taken to
address the problem in order not to limit access to healthcare. The focus of
this research is to study the serious shortage of cybersecurity professionals in
the field of healthcare, the impact that this issue has on the availability of
healthcare, and to suggest a solution that could provide immediate relief.
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1. OVERVIEW
The focus of this work is to examine the deficit of cybersecurity
professionals in healthcare, the direct and very real consequences that the
shortage has on access to healthcare, and to offer a solution to the problem.
The paper contains six sections that include the Overview, Introduction,
Problem Statement, Proposed Solution, Conclusion and References. The
Overview, the first section states the structure of the paper. The second
section, the Introduction, provides the context for the research. Section three,
Problem Identification, provides statistics and lays the groundwork for the
discussion needed to address the shortage of cybersecurity professionals in
healthcare. Section four, Proposed Solution, considers a potential resolution
and examines the impact on existing resources. The fifth section, the
Conclusion, summarizes issues raised in the study. The sixth and final
section is the References.
2. INTRODUCTION
The mandate for cybersecurity crosses disciplines. The deficit in the
number of cybersecurity professionals required to fill current and future
positions represents a growing challenge. Cybersecurity readiness presents
significant ever-changing issues with possible long-term or perhaps lifethreatening consequences. Cybersecurity experts who possess critical
knowledge in another field such as healthcare where a combined or blended
understanding of key information is integral to the industry are in short
supply. In healthcare as is the case in a host of other sectors not only is it
necessary that systems and data are protected, but the business must be
compliant with existing law as well. It is imperative that action be taken to
address the problem in order not to limit access to healthcare. The focus of
this research is to study the serious shortage of cybersecurity professionals in
the field of healthcare, the impact that this issue has on the availability of
healthcare, and to suggest a solution that could provide immediate relief.
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Today, a person’s digital identity or digital footprint encompasses
numerous multi-faceted activities and relationships. The impact extends
well-beyond online purchases, credit card transactions, social media, or email,
but rather spans every walk of life. An individual’s identity, integrally
related to personally identifiable information (PII) in the digital space,
provides the individual with access to resources that are uniquely available to
him or her. Smart-technologies combined with the Internet of Things (IOT)
allow users to connect to online content 24/7. Comprehensive information
associated with an individual such as address, place of employment, family
relationships, educational history, medical records, and financial documents
are available through a few screen-touches or key-strokes.
The expansion and development of evermore robust technical
infrastructure that supports continued investment in the Internet SuperHighway fuels the growth in e-commerce.
Mobile-computing provides
avenues to virtually deliver information anywhere Internet service exists.
Exponential growth in these emerging technologies provides great benefits in
the way of ready access to critical services and timely conveniences.
Because of enhanced infrastructure and advances in hand-held devices, in
many cases, long-standing barriers to time-critical data and expertise can be
eliminated. The advent of e-medicine is one example. Whether on the
battlefield, travelling in an ambulance, moving through a medical facility or
resting at home, a person’s medical records are available in nearly real-time.
Information that once was stored solely on paper in medical offices now
belongs to the digital realm and is transmitted across wireless networks.
Concurrently evolving with technical advances and the benefits
associated with them is the ever-increasing risk of compromise. System and
data breaches are reported on a regular basis. Unfortunately, it has become
common to learn of breaches at major institutions. Ransomware, espionage,
malfeasance, identity theft, phishing represent only a few of the harmful and
disruptive acts perpetrated by fraudsters and others who prefer to erode
society. The trend shows no sign of decreasing and, in fact, is growing at an
alarming rate. One consequence of the digital-age is the easy with which PII
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and privacy can be lost. Laws written and enacted to protect individuals exist.
However, unforeseen results afford new and desperate challenges.
3. PROBLEM STATEMENT
The healthcare field is ripe with lucrative opportunities for
cybercriminals to exploit. Data breaches affect the security and
confidentiality of patient records [2, 3, 5, 11, 16, 20,22,25,28, 34, 36, 37, 38].
HIPAA requires data protection compliance. [12] Solutions have been
proposed, but the challenges are vast and diverse as is the case in other
disciplines. Prevention and detection methods as well as professionally
trained cybersecurity specialists are needed to protect patient data, medical
devices and other sensitive healthcare systems.[1, 6, 7, 8, 9, 10, 15, 17, 19, 21,
23, 24, 26, 27, 29, 30, 31, 33, 35].
During a recent conversation with the Chief Security Officer (CSO)
from a third-party cybersecurity healthcare service-provider, a critical
problem in the healthcare industry came to light. The very real need exists
for individuals who possess a blended education in cybersecurity and medical
training. These cybersecurity-medical professionals are in extremely short
supply, since every healthcare facility must have employees with this
background. In addition to their responsibilities to protect and defend patient
records and medical facility resources, they are required to oversee HIPAA
compliance.
The discussion revealed a tragic, ethically challenging and potentially
life-threatening consequence that resulted due to the shortage of
cybersecurity-medical professionals. After acquiring a small rural hospital, a
substantial regional healthcare provider was forced to close the facility for a
period of time until an individual with the appropriate cybersecurity and
medical training could be put in place. The solution for this particular
problem was to hire a nurse and then send that person for training in
cybersecurity. In the meantime, the rural community was without a local
hospital while the facility remained closed.
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The CSO indicated that the existing opportunities for cybersecuritymedical specialists are not unique to rural environments and is pervasive
across the healthcare industry. In response to a request for information
regarding the salary-range for individuals with cybersecurity-medical
expertise, the answer given was $75K-$115K. Preliminary research confirms
that severe shortages exist for appropriately prepared cybersecurity-medical
experts and that the expected salary for these positions is in the stated range.
4. PROPOSED SOLUTION
The solution that we advocate is to provide a career option as a blended cybersecurity-medical professional. Individuals may opt to take this
avenue from the beginning, but it also represents a great alternative for
qualified students who are not accepted into a nursing program. We will
examine some statistics in the paragraphs that below. Currently, we are in
the process of preparing a survey to learn the size of the pool of possible
candidates who planned to become a nurse. We have learned of another
possible pool of students who intended to study physical therapy, but are not
accepted into program. We are researching is potential resource.
While the number of graduates of nursing programs has increased in
recent years, particularly in BSN programs, a shortage of qualified teaching
faculty, clinical sites, classroom space, budget constraints and other related
issues has resulted in insufficient capacity to accommodate students in
schools of nursing and many have been turned away. [4, 13, 18, 26, 32] Data
in Figures 1 and 2 reveal that the problem has continued over a period of time.
Figure 1 shows the Percentage of Programs that Turned Away Qualified
Applicants by Program Type in 2012 and 2014. Figure shows the Percentage
of Qualified Applicants Turned Away by Program Type in 2012 and 2014.
Both sets of data are alarming, due to the fact that projections suggest the
need for a greater number of nurses as baby-bombers age. [13] The data
speaks for itself and indicates a troubling bottleneck in the field of nursing.
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Figure 1: Percentage of Programs that Turned Away Qualified Applicants by
Program Type in 2012 and 2014 [14]

Figure 2: Percentage of Qualified Applicants Turned Away by Program Type in
2012 and 2014 [14]

According to AACN’s report on 2016-2017 Enrollment and Graduations
in Baccalaureate and Graduate Programs in Nursing, U.S. nursing schools
turned away 64,067 qualified applicants from baccalaureate and graduate
nursing programs in 2016 due to insufficient number of faculty, clinical sites,
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classroom space, and clinical preceptors, as well as budget constraints.
Almost two-thirds of the nursing schools responding to the survey pointed to
a shortage of faculty and/or clinical preceptors as a reason for not accepting
all qualified applicants into their programs. www.aacnnursing.org/researchdata [13]
In 2017 more than 56,000 qualified nurse applicants were turned away. A
sample of statistics from several institutions reveals a shortage of available
educational opportunities for applicants who want to enter a nursing program.
For example, from pools of 343, 262 and 200 qualified applicants, 60, 60 and
55 were accepted, respectively. Out of the pool of over 800 qualified
applicants less than 200 were accepted. In other words, approximately 22%
of the individuals who attempted to study nursing were able to do so, in spite
of the desperate and known deficit of active nurses in the field. [18]
However, the pool of applicants who were not accepted into nursing
programs affords a valuable resource if one is willing to think out-of-the-box.
The solution that we advocate is to tap into the pool of qualified
applicants to nursing programs who have not been accepted into programs to
offer them a career option as a cybersecurity-medical professional. These
students are well-prepared, possess solid GPAs of 3.5 or greater and have
strong community service credentials. They are excellent candidates for a
career in cybersecurity-medical opportunity. Due to the relatively few
clinical slots in nursing and the significant pool of qualified students who
might consider a modest career adjustment, moving these individuals in
slightly different direction in healthcare is straightforward. After completion
of a number of cybersecurity classes, these students would be ready to step
into a rewarding and challenging field. Further, due to the constraints
outlined in publications that address issues in nursing, the pool of qualified
candidates who would be suited for a career as a cybersecurity-medical I
professional will remain for some time to come. [13, 14, 18]
Our suggestion affords an alternative career path to students who
want to work in healthcare field, but might not have been accepted into a
nursing program.
Not all potential candidates will decide to shift to
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cybersecurity, but some will. This is good for the student and benefits
medical facilities that depend on cybersecurity-medical specialists to protect
patient data, computer systems and medical devices as well as see to it that
compliance with Federal Law is maintained. Finally, our suggestion does not
affect the field of nursing in adverse way, because it does not diminish the
pool of nursing student applicants. Rather it utilizes valuable resources that
remain in the pool in productively. It is a win for everyone involved.
5. CONCLUSION
Opportunities as cybersecurity-medical professionals are widespread
in the healthcare industry. Responsibilities include the protection of critical
patient information and key infrastructure. The deficit in the number of
adequately prepared individuals who ready to meet these challenges
represents a significant vulnerability to the healthcare system on multiple
fronts. We offered a potential solution to help to mitigate the problem. Given
the strong interest in the healthcare field as a career path due to the solid
earning potential and the continued high demand for qualified cybersecurity
professionals, blended cybersecurity-medical specialist opportunities
represent an option for well-prepared and motivated individuals. Certainly
not every qualified applicant to a nursing or physical therapy program that is
not accepted will elect to move in a different direction to pursue a career in
cybersecurity, but some will. It is our hope that programs can be developed
to prepare students for challenging and rewarding careers as cybersecuritymedical professionals. The need is great as is the opportunity to make a
difference. A focus to address the critical shortage of cybersecurity-medical
specialist will be of benefit to all parties, the individual, medical facility and
community. It is a win all the way around.
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