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• Manufac turing is  one of the 16  c ritic al infrastruc ture 
sec tors .

• R ecent dec ades of transform ation toward Industry  
4 .0 .

• C loud connec ted resources  ( e.g ., sensors , 
applic ations , real- tim e data from  industrial hardware) .

• P rec ise operation of suc h equipm ent and system s is  
im portant, and in the c ase of m alfunc tion, vendors  
( e.g ., partners  or suppliers)  m ay have quic k  access  
through bac kdoor m ethods to system s that are 
norm ally  protec ted ( Melnyk et al., 20 22) . 

• A  partner that is  com prom ised could be exploited for 
their trusted network access  -  lead to the 
propagation of a  c yber inc ident to other connec ted 

 ( A  20 19  S ili   l  20 20 )  

Intro d uc t io n
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• Levy  and G afni ( 20 21)  proposed the Theory  of 
C ybersec urity  F ootprint; defined as  “ the potential 
m alic ious  im pac t to an entity  and/or its  c asc ading 
effec ts  on interconnec ted entities , w hic h m ay result 
from  a c ybersec urity  inc ident from  exploits”  ( p. 725) .

• Manufac turing com panies  continue to experience 
data theft, data leaks , operational disruptions , and 
m onetary  loss  due to extortion ( IB M, 20 23) .

• A rgue the c ritic ality  of the C ybersec urity  F ootprint.

• P rovide recom m endations  for assess ing c ybersec urity  
posture of m anufac turing com panies  by  determ ining 
the risk  exposure from  interconnec ted entities  w ithin 
their supply  c hain.

Intro d uc t io n



5

• Targeting the Manufac turing Industry
• R easons inc lude c ritic al nature of produc tion operations , proprietary  

inform ation, dependenc ies  on integrated supply  c hains , and diverse 
use of tec hnologies .

• I4 .0  Tec hnologies  for autom ation and inform ation 
integration/exc hange appear to inc rease system  com plexities , 
vulnerabilities , and sec urity  c hallenges  that traditional IT  sec urity  is  
insuffic ient to protec t ( E lhabashy, 20 20 ; Masum , 20 23) .

• In 20 22, the m anufac turing sec tor represented 58 % of c yber inc idents  
rem ediated by  X-F orce, w ith 28 % of the inc idents  involving bac kdoor 
deploym ents  and 14 % involving external rem ote services  ( IB M, 20 23) .

• E ase of access ibility  and exploitation in open connec ted system s 
ac ross  the enterprise has  been exacerbated by  unsupported software, 
w hic h in turn extended vulnerabilities  beyond norm al tim e periods  
( A ni et a l., 20 17; O uellette, 20 23) .  

• W eak sec urity  for industria l networks , highly  spec ializ ed equipm ent 
requiring constant Internet access  to c loud resources , and an 
expanded attac k surface us ing partners  to m anage the infrastruc ture 
has  c reated a highly  attrac tive environm ent for threat ac tors  ( S ailio et 
a l., 20 20 ) .

L ite ra ture  R ev iew
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• Threats  to Manufac turing

• P rior to the tec hnology convergence in m anufac turing, the 
prim ary  issues  of concern were perform ance, reliability, and 
safety  of produc tion operations  ( A ni et a l., 20 17) .

• Manufac turing is  one of the m ost frequently  com prom ised 
industries  due to I4 .0  tec hnologies , w hic h inc lude Industria l 
Internet of Things ( IIoT )  m ac hines  as  well as  c loud-based 
control and sensing system s ( W u et a l., 20 18 ) . 

• C ulot et a l. ( 20 19 )  observed com pany controls  and prac tices  
had becom e ineffec tive in address ing the inc reased 
connec tivity  of IT  and OT  networks  as  workloads shifted to 
public  c louds. 

• K ey c ategories  of c yber threats  to I4 .0  tec hnologies  inc lude 
direc t external attac ks , indirec t attac ks  through trusted service 
providers  w ho have been granted access , com prom ise through 
interconnec ted networks , m alic ious  software to im pair 
func tionality, and z ero-day attac ks  ( F latt et a l., 20 16 ; Mullet et 
a l., 20 21) . 

L ite ra ture  R ev iew
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• Im pac ts  to Manufac turing

• C yber-attac ks  on m anufac turing system s could result in 
stopped produc tion, a ltered produc tion, physic al dam age, or 
injury  to workers . 

• C orallo et a l. ( 20 21)  contended, “ there are several areas  of 
im pac t as  a  result of c yber-attac k: f inanc ial theft/ fraud, theft 
of intellec tual property  or strategic  plans , business  disruption, 
destruc tion of c ritic al infrastruc ture, reputation dam age, 
threats  to life/safety, and regulations”  ( p. 4 ) . 

• B ham are et a l. ( 20 20 )  stressed the high costs  of c ybersec urity  
breac hes  to industrial system s translate into lost revenues, 
f inanc ial im pac ts , and environm ental im pac ts . 

• A ni et a l. ( 20 17)  conveyed econom ic  and soc ial im pac ts  that 
result from  a c ybersec urity  attac k on m anufac turing and its  
supply  c hains  could result in s ignific ant harm  to the entire 
industry. A ttac ks  m ay have a  greater sc ale im pac t on hum an 
life rely ing heavily  on produc ts  to m eet essential needs.

L ite ra ture  R ev iew
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• Third P arty  C om prom ise
• D ependenc y on converged infrastruc ture in m anufac turing has  

resulted in a  grow ing concern about c yber threats  due to introduced 
vulnerabilities  and exploits  ( A ni et a l., 20 17) . 

• R esearc h conduc ted by  D eloitte and The Manufac turers  A lliance for 
P roduc tivity  and Innovation ( MA P I)  em phasiz ed the need to evaluate 
third-party  c yber risks  ( D eloitte, n.d.) . 

• In 20 17, there were 6 20  separate data breac hes  in the m anufac turing 
industry  out of 1,579  breac hes  reported ( nearly  4 0 %)  for a ll sec tors  in 
the U.S . ( de G root, 20 20 ) . 

• The S ik ic h R eport ( 20 19 )  found 54 % of 310  m anufac turing com panies  
surveyed were confident in their ability  to w ithstand the effec ts  of a  
data breac h. 

• However, the survey  found 38 % of 24 5 sm aller com panies  ( revenue 
less  than $ 50 0 M)  perform ed c yber audits  ( S ik ic h, 20 19 ) . 

• P onem on Institute ( 20 17)  in 20 17 found:

• N early  56 % ( 350  of 6 25)  respondents  confirm ed a data breac h was  c aused by  one 
of their vendors .

• N early  4 2% ( 26 3 of 6 25)  respondents  indic ated c yber-attac ks  against third parties  
resulted in m isuse of their sens itive or confidentia l inform ation

L ite ra ture  R ev iew
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• The Theory  of C ybersec urity  F ootprint
• Levy and G afni ( 20 21)  argued the need to identify  risks  that 

organiz ations  are unaware of dow nstream  in their supply  c hain; 
proposed the Theory  of C ybersec urity  F ootprint to prevent the 
“dom ino effec t”  ( p. 725)  by  im proving risk  assessm ents . 

• V ast data from  digital ac tivities  and organiz ation s iz e are not the only  
fac tors  contributing to the im pac t of data breac hes , but also the 
c asc ading effec t c yber-attac ks  c an have on interconnec ted entities  
( Levy  & G afni, 20 21) .

• R ationale for understanding the im portance of the “ ripple effec t”  
c aused by  supply  c hain disruption im pac ting partners  and other areas  
of the supply  c hain has  been well established ( D olgui et a l., 20 18 ; Hsu 
et a l., 20 22; Ivanov et a l., 20 14 ) . 

• Levy and G afni ( 20 22)  proposed the quantif ic ation of the 
C ybersec urity  F ootprint Index ( C F I)  based on s ix  dom ains  from  Level 
1 of the C ybersec urity  Maturity  Model C ertif ic ation 2.0  ( C MMC  2.0 )  
and 26  assoc iated elem ents  for universal perspec tive, not spec if ic  for 
m anufac turing or any other industry. 

• C MMC  2.0  Level 1 dom ains  are des ignated as  foundational consisting 
of A ccess  C ontrol ( AC ) , Identif ic ation and A uthentic ation ( IA ) , Media 
P rotec tion ( MP )  P hysic al P rotec tion ( P E )  S ystem  and 

L ite ra ture  R ev iew
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• Many assessm ent m ethods foc us  on the organiz ation’s  risk  to devise 
m itigation plans  and em ploy sec urity  controls  rather than assess ing 
the third-party  vendors  the organiz ation is  dependent upon that are 
interconnec ted to their network ( K eskin et a l., 20 21) . 

• Measure the c asc ading effec ts  of interconnec ted entities  to 
acc urately  quantify  an organiz ational c ybersec urity  posture ( Levy  & 
G afni, 20 21) .

• Levy and G afni ( 20 22)  asserted a  self-assessm ent m ethod that is  
easy  to com prehend and allows for industry  benc hm arking w ill be 
an im portant contribution. 

• K eskin et a l. ( 20 21)  conc luded that data-driven em piric al tools  
provide organiz ations  w ith the m eans to better understand their 
c ybersec urity  landsc ape. 

• D evelop a  m easurem ent index by  engaging S ubjec t Matter E xperts  
( S ME s)  to identify  and validate weights  for tiers  of interconnec ted 
entities , weights  for the C MMC  2.0  dom ains , as  well as  weights  for 
the C ybersec urity  F ootprint elem ents  to aggregate and quantify  an 
organiz ational c ybersec urity  posture for m anufac turing com panies , 
referred to as  C ybersec urity  F ootprint Index for Manufac turing ( C F I-

      

P ro p o s e d  R e s e a rc h
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P ro p o s e d  Me tho d o lo g y
• P hase 1 w ill consist prim arily  of exec uting the Delphi m ethod to 

ac hieve S ME  consensus  on the num ber of tiers  of the C F I-Mfg, 
and the weights  of the tiers , dom ains , and elem ents . 

• P hase 2 w ill foc us  on conduc ting a pilot w ith a  controlled group 
of m anufac turing com panies  to validate the C F I-Mfg 
m easurem ent index and a survey  instrum ent consisting of 26  
questions  proposed by  Levy  and G afni ( 20 21)  representing the 
26  elem ents  and s ix  dom ains  from  C MMC  2.0  Level 1. 

• P hase 3 w ill collec t data from  interconnec ted entities  of 
m anufac turing com panies  us ing the survey  instrum ent. The 
collec ted data from  eac h interconnec ted entity  w ill have the 
weights  confirm ed in the Delphi m ethod for the elem ents  and 
dom ains  applied to the survey  responses  to c alc ulate a  C yber 
O rganiz ational R isk  E xposure ( C O R E )  score for eac h 
organiz ation. 

• The C O R E  score of eac h interconnec ted entity  w ill serve as  input 
into the m easurem ent index to c alc ulate a  C F I-Mfg score for 
eac h top-tier com pany. 
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P ro p o s e d  Me tho d o lo g y
R Q 1: W hat are the spec ific  S ME s 

identif ied set of weights  for the dom ains  
and elem ents  of the C F I-Mfg?

R Q 2 : W hat are the spec ific  S ME s 
identif ied num ber of tiers  of 
interconnec ted vendors/suppliers  of the 
C F I-Mfg?

R Q 3 : W hat are the spec ific  S ME s 
identif ied weights  for the tiers  of 
interconnec ted vendors/suppliers  of the 
C F I-Mfg?

R Q 4 : W hat is  the spec ific  C F I-Mfg that 
provides  a  m easurable organiz ational 
c ybersec urity  posture for com panies  and 
their interconnec ted vendors/suppliers?

R Q 5 : A re there any statistic ally  
s ignific ant m ean differences  to the C F I-
Mfg based on the num ber of 
interconnec ted suppliers/ vendors?

R Q 6 : A re there any statistic ally  
s ignific ant m ean differences  to the C F I-
Mfg based on the num ber of tiers  of 
interconnec ted suppliers/ vendors?

R Q 7: A re there any statistic ally  
s ignific ant m ean differences  to C F I-Mfg 
based on attac k surfaces , to nam e a few : 
( a)  num ber of workstations  and laptops, 
( b)  num ber of network f ile  servers , ( c )  
num ber of applic ation servers , ( d)  num ber 
of public  c loud instances , I num ber of 
f irewalls  and sw itc hes , ( f )  num ber of 
m ulti- func tion printers , ( g)  num ber of 

      

Fig. 1. Proposed Research Design Process 



13

D is c us s io n a nd  C o nc lus io ns
• N ém eth et a l. ( 20 19 )  referred to Multi-c riteria  Dec is ion A nalys is  

( MC DA ) , a lso know n as  Multiple C riteria  Dec is ion Making 
( MC DM) , as  “ the collec tive nam e of form al approac hes  that 
support dec is ion m aking by  taking into account m ultiple c riteria  
in an explic it and transparent way”  ( p. 19 5) . 

• A s presented by  Dean ( 20 22) , the key  elem ents  of MC DA  are 
options , objec tives , c riteria , c riterion weights , and perform ance 
scores . 

• The applic ation of MC DA  is  a  justif ied approac h to satis fy  the 
objec tive to c alc ulate a  C O R E  score based on the c riterion of 
C MMC  2.0  – Level 1 dom ains , the proposed C ybersec urity  
F ootprint elem ents , and their assoc iated weights .

• N ém eth et a l. ( 20 19 )  asserted the problem  c an be desc ribed 
visually, w here the objec tive, c riteria , and sub-c riteria  are 
arranged in a  hierarc hy.

• The conceptual C F I-Mfg hierarc hic al index m odel is  antic ipated 
to provide a  c learer understanding of the interconnec ted 
entities ’ influence on c yber posture at different levels  and the 

l  f  h  d  d l
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D is c us s io n a nd  C o nc lus io ns

Fig. 2. Association of Elements, Domains, and Weights Toward a CORE Score For a Given Organization
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Fig. 3. Conceptual CFI-Mfg Hierarchy Index Model

D is c us s io n a nd  C o nc lus io ns
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D is c us s io n a nd  C o nc lus io ns
• The c alc ulation of the C F I-Mfg score for the orig inating ( Tier 

0 )  m anufac turing com pany is  quantif ied to indic ate a  risk  
posture on a  sc ale from  0  being “Low ” to 10 0  being “High” .

• Levy and G afni ( 20 22)  indic ated to aid com panies  in the 
effort to self-assess  and com m unic ate easy-to-understand 
inform ation.

• B urke et a l. ( 20 19 )  noted indexes  are used for evaluation 
based on a  series  of questions  weighted by  im portance to 
determ ine an overall score. 

• P rior studies  of D uo ( 20 21) , L i and C hen ( 20 21) , as  well as  
L iang and A nni ( 20 21)  determ ined the “ influence weight”  of 
distinc t fac tors  enabling the m easurem ent of risk , safety, and 
perform ance, respec tively. 

• The recom m endation to establish weights  for the dom ains , 
elem ents , and tiers  spec ific ally  for the m anufac turing industry  
w ill be key  f indings  essential to the determ ination of a  C F I-
Mfg score. 



17

Fig. 4. An Example of CORE Scores and CFI-Mfg Score

D is c us s io n a nd  C o nc lus io ns
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