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Introduction

• Privacy definition -> different preferences
• Privacy v.s. Security -> not the same
• Privacy protection is needed (data breach incidents)
• More critical in the era of big data
• The lack of privacy educational materials
• Target younger generations -> hands-on based learning



Project Objectives

Develop privacy curriculum for undergraduate students and explore the 
best way to integrate privacy into cybersecurity education. Specifically, 
design and develop:
• self-contained privacy learning modules used not only for privacy 

course but also other related courses, such as Web Development, and 
Computer Network. 

• effective hands-on labs for different learning modules
• designing and implementing labware to learn privacy related 

concepts 



Topics of Privacy

• Data Privacy
• De-anonymization
• Relationship Privacy in Online Social Networks
• Image Privacy
• Location Privacy in Location Based Services (LBS)
• Web Tracking
• IoT Security & Privacy



Location Based Services (LBS)

• Software services using location (geographical) data to control features 
(ref. wikipedia)

• Widely used in social networks, often accessible with mobile devices 
(e.g., Facebook, Foursquare, etc)

• Question: should a client always trust a LBS?



Anonymization Mechanisms in LBS

• Anonymization prevents from exposing user’s exact location to LBS
• Mechanisms we implemented include

• No Anonymization
• Shift-based Anonymization 
• Area-based Anonymization



Privacy-aware LBS System

I.  Android Client II. LBS Server

Requests 
with user 

location info

Responses  
with retrieved  

landmark 
location info

Three components: (i) Android Client, (ii) semi-honest LBS Server,  (iii) trustable Analytic Server



Shift-based Anonymization 



Area-based Anonymization
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Tradeoff - Privacy Protection and Utility Cost

• Extreme case: disable location tracking on the phone, but no LBS!
• Utility definitions

• different in different contexts
• e.g., money or accuracy of inquired information

Privacy Utility





The Analytic Server 
The distribution of user preferences on anonymization

User preference changes over time



Workshop

• Faculty virtual workshop in summer 2022
• 29 faculty from twenty institutions nationwide
• 10 Full Professors (34%), 8 Assistant Professors (28%), 6 Associate 

Professors (21%), 4 lecturers (14%), and 1 part-time instructor (3%)
• Customized Ubuntu VirtualBox images for the labs
• 25 participants completed both the pre and post workshop surveys
• A survey after each lab session



Awareness of the Topics Survey responses to a 5-point scale



Interest in Teaching the Topics
Survey responses to a 5-point scale



Responses to 7 Statements

on a 6-point Likert-Scale (1 = Strongly disagree, 2 = Disagree, 3 = Slightly disagree, 4 = Slightly Agree, 5 = 
Agree, 6 = Strongly Agree).

(1) This lab increased my knowledge 
and skills in [session topic]. 
(2) I learned how to teach [session 
topic] more effectively. 
(3) The session was well organized. 
(4) The session objectives were 
stated clearly and met. 
(5) The information provided and/or 
skills presented were relevant and 
useful. 
(6) The presenter(s) provided 
adequate time for Q&A. 
(7) The session materials provided 
were useful.



• Results show that almost all participants agreed that the 
sessions increased their knowledge and skills in the privacy 
technologies. They learned how to teach the topics effectively. 

• Participants reported that the sessions were well organized, 
objectives were stated clearly and met, the information provided 
and/or skills presented were relevant and useful, presenter(s) 
provided adequate time for questions and answers, and the 
session materials were useful.



Conclusions

• Introduced the project (NSF IUSE 1712496)
• One example of the lab – location privacy in LBSs
• Faculty workshop feedback
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