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Abstract—It has been widely admitted by researchers and 
educators that hands-on activities are a core component in 
digital forensics education to help students gain practical skills 
that are needed in real-world forensic investigations. However, 
it is not clear in existing works about what kinds of hands-on 
activities are recommended to be integrated into a digital 
forensics course and how to design and develop them. 

In our teaching practice, hands-on activities for a digital 
forensics course are designed in three categories: 1) activities 
that assist students in learning how to use common digital 
forensics tools; 2) activities that help students gain in-depth 
understanding of the basic concepts and fundamental 
knowledge that are presented in class lectures; 3) activities that 
promote students the development of mindsets and data 
analytical skills that are needed for a digital forensic 
investigator. Various formats are employed to develop these 
hands-on exercises in different categories. The educational 
objectives and student learning outcomes map well to the CAE-
CD (Centers of Academic Excellence - Cyber Defense) 
outcomes by completing their forensic knowledge units. 

In this paper, we share our idea and experience to design 
and implement such hands-on assignments in each category for 
meeting specific educational objectives. Sample exercises are 
briefly described to explain our idea in each category. Open 
source tools and data sets are introduced for references. 
Experiences, lessons, and sample feedback from students are 
discussed. Our results will provide a point of reference for 
those who teach digital forensics courses at a college or 
university, or are developing a digital forensic curriculum. 

Keywords—Digital Forensics; Education; Lab; Hands-on 
Activities 

I. INTRODUCTION 
Computer forensics (a.k.a. digital forensics) emerged as 

a branch of forensic science in early 1980s when the 
practitioners of law enforcement recognized the need to 
examine electronic data for identifying relevant digital 
evidence from a computer that was confiscated at a criminal 
scene [1]–[4]. With the growing use of the Internet and 
electronic devices, digital forensic investigations play an 
important role in most investigations of criminal and civil 
cases [5]–[7], the management of information technology 
(IT) systems to understand the 5-W and one H questions after 
an incident [8]–[12], and several other disciplines [6], [13]. 

As such, the U.S. Bureau of Labor Statistics has projected a 
strong growth in the need of digital forensics-related 
professionals [14], [15]. To meet this high demand for 
professionals with the expertise in the collection, 
examination, and analysis of electronic data, digital forensics 
has been offered as multidisciplinary courses in many 
colleges and universities world-wide [16]–[20] for both 
undergraduate and graduate students. 

Similar with other branches of cybersecurity education, 
an important component for a digital forensics course is 
hands-on activities [20]–[22]. Lots of efforts have been 
invested by researchers, educators, and publishers to develop 
a variety of hands-on exercises. Examples include hands-on 
practices that come along with textbooks [23], [24], 
published lab manuals [25], [26], and commercial online labs 
[27], [28]. These existing materials have been used by many 
educators and helped them with developing and teaching 
courses on digital forensics. By following the step-by-step 
instructions described in the lab assignments, students will 
learn how to use common forensic tools for locating specified 
files (“catch the flag”). However, they cannot help students 
develop their analytic mindsets and problem-solving skills. 
One general comment from students is: “It is interesting to 
find the file. However, I am curious about why I want to do 
so.” As pointed out by earlier researchers [1], analytic 
mindsets and problem-solving skills are critical for a 
professional in digital forensic investigations. 

Through an extensive review of existing literature in 
digital forensics education as outlined in Section II, we have 
discovered a lack of clear answers to the following questions: 

1. What kinds of hands-on activities are needed for 
digital forensics education? 

2. What are the educational objectives? 

3. What are the specific learning outcomes associated 
with each lab? 

With many years’ experience of teaching digital forensics 
at both undergraduate and graduate levels in a 4-year college, 
we have developed hands-on lab assignments in three 
different categories as briefly described in Table I. Although 
we update and develop new labs every year in the last several 
years, all updated and newly developed labs fall into these 
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three categories. Students feedback has been positive and the 
learning outcomes are promising. 

TABLE I.  THREE CATEGORIES OF HANDS-ON ACTIVITIES 

Tool Use: 

Students will learn how to use the tools that are used to complete the 
tasks for a digital forensic investigation through hands-on lab activities 
in this category. 

Knowledge Reinforcement: 

Labs in this category are designed to reinforce the basic concepts and 
fundamental knowledge that are presented in class lectures. 

Mindset Development: 

Lab assignments in this category are designed to help students develop 
the mindsets that are needed for an effective digital forensics 
investigator. 

 

In this paper, we will explain the idea to design and 
develop such lab assignments for a digital forensics course, 
describe the educational objectives of the lab assignments in 
each category, elucidate how the learning outcomes of our 
lab assignments can be mapped to the outcomes through the 
completion of forensics knowledge units adopted by the 
CAE-CD (Centers of Academic Excellence - Cyber Defense) 
knowledge units [29], outline sample lab assignments that 
have been used in our classes, discuss our experiences and 
lessons, and share some student’s feedback. Results of this 
work will be helpful to those who are teaching or going to 
teach a digital forensics course at a college or a university. 
Our experience can also be a point of reference for the 
curriculum development in digital forensics. 

The rest of the paper is organized as follows. After 
introduction in this section, we will give a brief review of 
related works in the next section. Then we present the design 
and development of hands-on activities in each category in 
Section III. Sample assignments are also described briefly in 
this section to further expound our ideas and approaches for 
designing and to developing these lab assignments in each 
category. The educational objectives and learning outcomes 
of our proposed hands-on exercises are mapped well to the 
outcomes through the completion of CAE-CD forensics 
knowledge units in Section IV. We conclude our work and 
discuss our experiences and lessons in Section V. Finally, our 
thoughts for future work are briefly described in Section VI. 

II. RELATED WORKS 
Universities and colleges started to offer digital forensics 

courses in the early 1980s as a complement of computer 
security because the results of digital forensic investigations 
offered insights into why and how security system failed 
[19], [30]– [32]. As a new discipline in the education of 
forensic science and cybersecurity, earlier research works on 
digital forensics education were mainly focused on course 
development [33], [34], curriculum design and 
implementation [19], [31], [35]– [38], and textbook 

evaluation and selection [18]. With the fast increase in the 
demand for digital forensic professionals, degrees, programs, 
and concentrations in digital forensics have been offered at 
many colleges and universities around the world [39]–[43]. 
Liu [22], [44] gave a very comprehensive review on 
baccalaureate programs in computer forensics. Dafoulas et 
al. [45] presented a review of computer forensic programs in 
the United Kingdom, Europe, and the United States of 
America. Blauw and Leung [46] have developed a mobile 
adventure game to encourage student engagement and 
balance the theory and practice in computer forensics 
education. 

A curriculum in digital forensics may cover different 
topics according to how it is taught and who its audience are. 
A program of digital forensics might have various emphases 
and be implemented in different ways depending on the facts 
of resource availability (such as expertise of faculty 
members, equipment, and software tools), student 
demography, budget allocation, and so on [22], [44], [47], 
[48]. However, hands-on activities are an important 
component in all proposed and implemented curricula and 
programs. Early researches [30], [33] have outlined lab 
development and its challenges in digital forensics education. 
Institutions have invested funds to build a designated forensic 
environment in which students can conduct hands-on 
activities to collect, preserve, examine, and analyze 
electronic data. Some universities developed designated 
physical laboratories [31]. Some others implemented a 
virtual environment where forensic tools were installed and 
data containing intended digital evidence was loaded [49], 
[50]. Due to the sensitivity of digital forensic data and the 
nature of the destructive tendency of a forensic investigation, 
all data sets used in education were simulated data. 

Some textbooks come with short descriptions of hands-
on activities on specific topics [23], [24], [51]–[53]. Several 
sponsored projects have generated “realistic” forensic data 
sets to support digital forensics and cyber security education 
[54]–[56]. Most of them are so-called “catch the flag” (CF) 
activities. These exercises are helpful for the students to learn 
how to use common software tools for catching the intended 
artifacts. 

More recently, Wang et al. [20] explained the idea to 
develop student’s analytic mindsets with course projects. 
Gupta et al. [57] proposed a framework and format for 
developing digital forensics lab assignments. A set of shared 
instructional materials for digital forensics education is 
presented by Xu et al. [58]. Their recent works have been 
posted in a GitHub page and are publicly available [59]. 
Morris et al. provide an overview of what makes digital 
forensic examiners suffice from the viewpoints of different 
disciplines. The National Centers of Academic Excellence in 
Cybersecurity (NCAE-C) [29] has updated knowledge units 
of digital forensics and the corresponding outcomes. In the 
Centers of Academic Excellence - Cyber Defense (CAE-CD) 
document [29], the topics of digital forensics are classified 
into five disciplines (knowledge units): Device Forensics 
(DVF), Digital Forensics (DFS), Host Forensics (HOF), 
Media Forensics (MEF), and Network Forensics (NWF). Xu 
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et al. have recently proposed the concept of Digital Forensic 
Artifact Generator (DFAG) and the DFAG-based knowledge 
units. They also define five principles to design digital 
forensics labs: real-world scenarios, comprehensive labs, 
problem-driven labs, self-paced learning, and an integrated 
open-source lab environment. 

III. DESIGN AND DEVELOPMENT  
OF HANDS-ON ACTIVITIES 

The main tasks of a digital forensic investigation are to 
collect, preserve, examine, and analyze electronic data, and 
finally present digital evidence related to a specific case. 
These can be effectively done only using appropriate tools 
along with relevant knowledge and the right mindsets and 
analytic skills. With our extensive experience of teaching 
digital forensics, we have designed and developed a set of 
hands-on assignments to help students achieve this goal. In 
this section, we will detail the design and development of 
these hands-on activities in the three categories that are 
briefly described in Table I. Example exercises will be given 
to further explain our ideas to design and develop them. 

A. Labs for Tool Use 
We have introduced a variety of software tools in the 

domain of free software that are widely used by digital 
forensic investigators and IT professionals. Examples 
include: 

• FTK® Imager: FTK Imager [60] is introduced 
mainly to create a forensic friendly image of a 
physical disk or a logical disk (a partition), dump a 
snapshot of RAM memory, overview an existing 
forensic image to understand disk architectures, file 
systems, and file properties, export relevant files, 
and practice hash functions for data verification. It is 
also a good tool for beginners to recover deleted files 
from a physical disk and a partition. 

• Autopsy: The Autopsy® Digital Forensics [61] is a 
widely used digital forensics tool in the domain of 
open source that provides the core features that are 
built in commercial forensic tools. It provides a 
graphical user interface to the Sleuth Kit® [62] and 
other digital forensics tools. We have used it in the 
labs of Windows forensics, Linux forensics, 
Photographic forensics, and Email forensics as a 
premier software tool for examining digital forensic 
images. Main functions include data carving, 
keyword search, timeline analysis, categorization of 
artifacts, Web artifacts, EXIF properties, 
bookmarking, report generation, file signature 
detection, and so on. 

• Volatility: The Volatility Framework [63] is 
developed and well maintained by the Volatility 
Foundation. It is a widely used software package in 
the domain of open source for investigating memory 

dumps. We have used it in the labs of memory and 
malware forensics. In addition, we also introduced 
the Linux utility strings [64], which is included in 
a Kali Linux [65] installation. It is a very neat utility 
to convert binary files into human readable “strings”. 
The results can be saved and searched for specific 
patterns. 

• Registry Viewer: Access Data Registry Viewer [66] 
is commonly used for Windows registry forensics. 
We introduced it in one lab to examine Windows 
registry files. 

• OpenPuff: The OpenPuff [67] software package is 
introduced as a steganography tool to investigate 
photographic files that may have hidden data. 
Although there are many other steganography tools 
for Windows [68] and for Linux [69], the OpenPuff 
stands out for educational purposes because of its 
support for a variety of file formats, including 
different formats of photographic image files, audio 
files, PDF files, and so on. You can also choose to 
use different percentages of bits in each pixel with 
bit selection options. Multiple files can be used to 
hide data in different formats (e.g., plain text, 
graphics, or other files). Encryption is supported 
with the option of three different encryption keys. It 
is straightforward to learn to use it, even by a 
beginner, with its self-explainable instructions on the 
tabs and buttons. The screenshot shown in Fig. 1 
exhibits a GUI for hiding data. As it is depicted, you 
can type in three different encryption keys in the 
left-top window. Multiple carrier files can be added 
to the left-lower dialogue box by clicking on the 
Add button. The percentages of the bits in each pixel 
you would like to use can be chosen under the ”Bit 
selection options” tab in the right-lower window. 

In addition to the above standalone tools, we have also 
introduced commonly used Linux commands/utilities for the 
purpose of digital forensic investigation. Examples [70], [71] 
can be found from various posts on the Web. 

The main educational objectives of the labs in this 
category are to help students learn how to use common 
forensic tools to examine a dataset and understand the 
functions the tools provide. We assume that students never 
used them when such labs were developed. In a lab for these 
purposes, we usually start with a high-level introduction to 
the tool. Then, a web link to the user manual (if available) is 
given. Good articles about the utilization of this tool are given 
if available. Then, we will give the download web page and 
ask students to download it directly from the Web and install 
it themselves on a virtual machine (VM) provided by the 
university. This exercise will help students understand where 
the tool can be obtained, the current version should be 
adopted, and learn how to use the tool themselves. 
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Fig. 1. The GUI of OpenPuff for Data Hiding 

 

Fig. 2. A Demo of FTK Imager 
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Fig. 3. A Diagram of Slack Space/Drive Slack, RAM Slack, and File Slack 

 

After software installation, detailed instructions are given 
with a dataset to help students get started with this tool. 
Screenshots with highlighted marks are used to show 
students what can be found and from where they can be seen. 
For example, the screenshot shown in Fig. 2 is given in a lab 
to help students learn how to use FTK Imager to view a file 
that is recovered from a given forensic image. The Evidence 
Tree window and File List window are highlighted. When a 
file is chosen, the contents of the file can be viewed in the 
bottom-right window with IE, a text viewer, and a hex 
viewer, respectively, by clicking on the corresponding button 
on the task bar. At the same time, the property values of this 
file can be viewed in the bottom-left window by clicking on 
the Properties tab. 

B. Labs for Knowledge Reinforcement 
The main educational objective of the labs in this 

category is to help students gain in-depth understanding of 
essential concepts and fundamental knowledge that are 
presented in class lectures. Labs are usually given after these 
materials have been covered in class. One way to develop 
such labs is to ask informative results after related 
information has been observed. For example, when students 
have observed the sizes of a sector and a cluster along with 
the physical and logical sizes of a file, a lab question can ask 
students to calculate the sizes in Bytes of drive slack, RAM 
slack, and file slack. After this exercise, students will gain a 
better understanding of these fundamental concepts about a 
disk architecture and learn the fact that disk space is allocated 

to a file cluster by cluster by the operating system and data is 
written to the disk sector by sector from the RAM memory. 

Drive Slack = RAM Slack + File Slack (1) 
 

It is usually not easy for students to understand those 
concepts because they are not visible on a disk and the topic 
can be dry when it is presented in a lecture. From the 
student’s feedback and the outcome of the course, such 
hands-on activities are a good way to help them comprehend 
these concepts and knowledge about the relationship between 
drive slack, RAM slack, and file slack, as expressed in 
Equation 1 and depicted in Fig. 3. 

Another example in this category is to demonstrate the 
concepts of I-node, hard link, and soft link in a Linux system. 
We ask students to conduct a short experiment by creating a 
hard link and a soft link to an existing file. Then, we ask them 
to display the information of associated I-node, file size, and 
time stamps with the Linux command ls -il. Finally, we 
ask them to observe the results and summarize their 
discovery. 

C. Labs for Mindset Development 
With advanced technology and well-developed software 

tools, it is not very difficult to identify an artifact in a digital 
forensic investigation if an instigator knows what the artifact 
is and how to use the tools. However, the question is what are 
the artifacts I am looking for and how can I get started. This 
is especially true in the condition where an investigator faces 
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a huge volume of data. Therefore, certain mindsets are 
needed for future digital forensic investigators to carry out 
their work. From the existing works [72]–[74] and our long-
time teaching experience, the key mindsets include: 

• Analytic Thinking: Digital forensic investigators 
need to think critically and analytically to examine 
electronic data, identify relevant evidence, and draw 
accurate conclusions. They must have a keen eye for 
details and the ability to connect various pieces of 
information to form a complete picture. 

• Technical Curiosity: A digital forensic investigator 
should possess a natural curiosity and enthusiasm for 
new technology. They must keep up with the latest 
trends, tools, and techniques in the field of digital 
forensics. Being eager to learn and explore new 
technologies helps in staying ahead of the curve. 

• Objectivity: Maintaining objectivity is crucial in 
digital forensics investigations. Investigators must 
approach their work without biases or preconceived 
notions. They should rely on facts, evidence, and 
scientific methodologies along with their knowledge 
to draw conclusions rather than personal beliefs or 
assumptions. 

• Patience and Persistence: Digital forensics 
investigations can be time-consuming and require 
patience. Investigators often encounter complex 
challenges, encrypted data, or situations where data 
recovery is difficult. Having the persistence to 
overcome obstacles and the patience to meticulously 
analyze large amounts of data is vital. 

• Ethical Mindset: Digital forensic investigators must 
adhere to a strict code of ethics. They deal with 
sensitive and confidential information. It is essential 
to maintain confidentiality, integrity, and 
professionalism throughout the investigation 
process. Upholding ethical standards is crucial for 
the credibility of the investigation and the legal 
proceedings that may follow. 

• Self-Learning: Technology and techniques in the 
digital forensic field are constantly evolving. 
Investigators need to stay updated with the latest 
developments and methodologies by attending 
training sessions, conferences, and participating in 
professional forums. A commitment to lifelong 
learning ensures they remain effective in their role. 

• Collaboration and Teamwork: Digital forensics 
investigations often involve working with various 
stakeholders, such as law enforcement, legal 
professionals, and IT teams. Each one has special 
expertise. Having strong interpersonal and 
communication skills is essential to collaborate 
effectively with others and work as part of a team. 

Sharing knowledge and expertise can lead to more 
successful outcomes. 

• Adaptability: Future digital forensic investigators 
must be adaptable and flexible in their approach. 
Each investigation presents unique challenges, and 
they may need to adjust their methods and strategies 
accordingly. Being able to adapt to changing 
circumstances is crucial in this ever-changing field. 

After the hands-on exercises in the first two categories, 
we design and develop hands-on activities in this category to 
help the future digital forensic analysts develop the mindsets 
they need to perform their work effectively. These activities 
are designed either as case studies or course projects. Both 
are implemented as teamwork. Case studies usually take one 
or two weeks, while a course project needs 4-6 weeks to 
complete. A lab of case study consists of a brief description 
about the case and the requirements to complete the 
investigation. An existing forensic image is provided, and 
hints may be given based on the difficult level of the case. 

As an example, the following case study is derived from 
a course project in a previous class. The case has a short 
description as follows: 

There is strong evidence to believe that Bob, 
CEO of Example Inc., colluded or conspired 
with Alice, the manager of Some Inc., in 
their business on illegal drugs and trades for 
high profits. A server belonging to the 
Example company has been seized with a 
warrant and an image has been created. 

We believe a central server has been used 
for communication between the two persons. 
However, nothing of substance was found to 
show they were even aware they were on the 
same shared system. Any communication 
regarding either of the individuals should be 
considered evidence that we need to gather. 

When the case was given as an assignment, the first 
question was where to start the investigation since the image 
contained several hundreds of files. With the hint of the time 
period when the events might occur, students usually start 
with a timeline analysis using Autopsy [61] to narrow down 
the target files, most of which were manipulated by their 
owner. For example, some of the file extensions were 
modified or changed on purpose. In addition, students found 
a steganographic tool that was widely used to hide data. As 
discussed in class, this type of clue itself might indicate that 
these files were suspicious. According to the recovered file 
signatures, they converted those modified files into correct 
file extensions and found that most of them were graphic 
files. An example of such image files is shown in Fig. 4. At 
first glance, they were all ordinary photographs. 
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Fig. 4. An Example Image Recovered from the Case 

 

Since those pictures looked like normal photographs 
without any evidentiary information, they suspected that the 
owner might hide sensitive data in these image files. Then, 
they tried to recover hidden data using the steganographic 
tool that was identified in the given image. They were finally 
excited to discover critical evidence with the steganographic 
tool for this case. From there, they were able to successfully 
recover more relevant evidence. 

IV. A MAP TO THE CAE-CD OUTCOMES 
The knowledge units and outcomes by the completion of 

these knowledge units described in the document of the 
National Centers of Academic Excellence in Cybersecurity 
(NCAE-C) [75], sponsored by the National Security Agency 
(NSA), are widely accepted as a good reference to design, 
develop, and deliver a curriculum in cybersecurity [58]. This 
section provides a map of the educational objectives and 
learning outcomes of the hands-on activities proposed in this 
paper to the CAE-CD outcomes by completing knowledge 
units in Device Forensics (DVF), Digital Forensics (DFS), 
Host Forensics (HOF), and Media Forensics (MEF) that have 
been recently updated in the CAE Cyber Defense Knowledge 
Units [29]. We do not cover much about network forensics 
(NWF) in hands-on activities due to the limits of time and 
equipment. 

TABLE II.  A MAP OF LEARNING OUTCOMES THROUGH THESE 
HANDS-ON ACTIVITIES TO THE CAE-CD OUTCOMES 

Labs for tool use: 

“Use one or more common digital forensics tools, such as EnCase, FTK, 
ProDiscover, Xways, SleuthKit.” 

“Students will be able to understand how to acquire a forensically sound 
image.” 

Labs for knowledge reinforcement: 

“Describe what can/cannot be retrieved from various Operating 
Systems.” 

“Describe the methodologies used in host forensics.” 

Labs for mindset development: 

“Students will be able to understand how to identify forensic artifacts 
left by attacks.” 

“Describe the steps in performing digital forensics from the initial 
recognition of an incident through the steps of evidence gathering, 
preservation and analysis, through the completion of legal proceedings.” 

 

As shown in Table II, the design of our hands-on 
activities maps to the CAE-CD outcomes very well. We 
introduce several commonly used digital forensics tools in 
the category of tool use activities, including FTK Imager 
[60], Autopsy (SleuthKit) [61], and Volatility [63]. Through 
one of the labs, students have learned how to acquire a 
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forensically friendly image of a logical disk and how to make 
a memory dump. Fundamental concepts and essential digital 
forensics knowledge are reinforced through the hands-on 
activities in the category of knowledge reinforcement. After 
completion of these hands-on exercises, students will be able 
to understand what can and cannot be recovered from various 
operating systems, including Windows, Linux, and MacOS. 
From the students’ feedback we know that they have learned 
a lot through the hands-on activities in the category of 
mindset development. As described in the previous section, 
they have learned how to start a digital forensic investigation, 
how to examine the data to identify relevant artifacts, what 
the steps are for a digital forensic investigation through the 
development of analytic thinking, technical curiosity, and 
objectivity. 

V. CONCLUSION AND DISCUSSION 
We have proposed to design and develop hands-on 

activities in three categories for digital forensics education 
for meeting the needs of an effective digital forensics 
investigator, including tool use, knowledge reinforcement, 
and mindset development. The development of these 
exercises has been briefly described in each category. The 
educational objectives and learning outcomes of these hands-
on activities map to the CAE-CD outcomes very well. 
Although some of the assignments are challenging, the 
course evaluation has been highly positive along with these 
labs. Students’ feedback has been positive. We quote some 
of them here. 

• “The course presented ideas in lectures then allowed 
us to work through a real-world example. I felt like I 
learned when I completed labs, and they made me 
think.” 

• “The project is the perfect way to utilize what we 
learned in class as well as incorporate other forensic 
tools that we learned outside of class. Overall, it is 
fun to create the evidence.” 

Labs in the first category are designed to assist students 
in gaining hands-on experience with commonly used digital 
forensics tools, including FTK Imager [60], Autopsy 
(SleuthKit) [61], Access Date Registry Viewer [66], 
Volatility [63], and others. In this category, step-by-step 
instructions are given in a lab assignment. Like existing 
exercises [25]– [28], lab assignments can be developed with 
the techniques of “Catch the Flag” (CF) questions. As a new 
discipline, digital forensics has its own uniqueness [76] and 
fundamental knowledge units [29], [58]. Hands-on activities 
in the category of knowledge reinforcement are designed to 
help students gain in-depth understanding of the fundamental 
concepts and knowledge that have been discussed in class 
lectures. These concepts can be dry when presented in a class 
lecture. On the other hand, hands-on exercises create an 
active learning environment for students to understand them. 
As argued by Naqvi et al. [77], a good digital forensics 
investigator needs not only good understanding of related 
technologies but also excellent skills in problem solving and 
a strong mind-set in analysis. Hands-on activities in the 
category of mindset development are designed to promote the 

development of the mindsets needed by a digital forensic 
investigator that are summarized in Section III-C. Similar 
with existing works, these exercises are developed either as 
case studies [58], [59] or a course project [20]. To develop 
these assignments, we have downloaded data sets from 
Digital Corpora [78], [79], which have been used by early 
researchers [54]–[56], [80], and Volatility Foundation 
memory samples [81]. Although most of the data sets are old, 
they are fine for educational purposes. 

In practice, we can certainly combine the hands-on 
activities in different categories in a single lab assignment, 
especially the activities in both categories of tool use and 
knowledge reinforcement. The key in the design and 
development of a lab is how to ask questions and why a 
question is asked. We do not want to ask a question for 
simply asking a question. Each question should be asked with 
a special educational objective that falls in one of the three 
categories listed in Table I. 

VI. FUTURE WORK 
Due to the limit of time and facilities, we have not 

covered network forensics and device forensics as defined in 
the CAE-CD knowledge units [29]. Materials developed by 
Xu et al. [59] can be a good resource for us to cover such 
topics in the future. The ideas and principles of zero-trust 
digital forensics [82] have been recently proposed and 
recognized to be helpful in various digital forensics 
investigations [83]– [85]. The main guideline for zero-trust 
digital forensics is to perform multifaceted verification 
before an artifact can be trusted because digital evidence can 
be easily modified, changed, and composed on purpose. We 
would like to design and develop hands-on activities to 
implement such guidelines in the future. 
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