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Abstract—This paper addresses the need for incorporating 
global virtual team (GVT) projects into cybersecurity 
education curricula in an effort to develop students’ 
understanding of different cultures and hone their abilities to 
work across multiple time zones, communicate using digital 
communication platforms as well as improve their virtual 
project and time management skills. An example of a GVTs 
project, Virtual Business Professional, is presented in order to 
illustrate how collaborative online international learning 
(COIL) can be embedded into IT-related coursework. It is the 
authors’ intention to encourage instructors and administrators 
at institutions of higher learning to support and carry out 
transdisciplinary GVT projects in order to best prepare 
graduates for the challenges of the 21st century global 
workplace. 
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I. INTRODUCTION 
Before the Covid-19 pandemic and especially post-

pandemic, institutions of higher learning have incorporated 
digital tools into their curricula, taking advantage of access 
to expertise outside the region and bringing colleagues as 
well as students together on collaborative projects. Through 
virtual learning, students benefit from exposure to professors 
and peers from other countries. By engaging in global virtual 
teams (GVT) projects using collaborative digital 
communication tools, students develop their skills in 
language, virtual intelligence, and intercultural 
competencies. Copious research exists on the benefits of 
embedding Collaborative Online International Learning 
(COIL) into curricula [1] [2] [3] [4]. These benefits include 
imparting the above-mentioned competencies in order to 
better prepare graduates for the digital workplace, as well as 
offering students international exposure, who might not 
ordinarily be able to go abroad due to financial, family or 
health constraints. 

Despite the opportunities provided through virtual 
learning or COIL, GVT projects are often limited to 
interested colleagues willing to invest the time and energy, 
and who have developed relationships with similarly 
motivated colleagues through partnerships or networking. A 
look over the literature regarding COIL projects reveals a 

stronger prevalence of projects initiated in the social sciences 
and business disciplines [5]. Despite calls for increased 
digitalization across all disciplines, a large number of areas 
of higher learning such law, medicine and STEM are 
reluctant to alter their approach to education [5] [6]. The 
reasons are multifaceted; resistance to change, time 
restraints, or lack of support from department administrators 
might explain some reticence. However, partly to blame may 
be underestimating the benefits of virtual exchange, 
especially in the context of transdisciplinary learning. 

Traditional IT coursework emphasizes primarily subject 
areas such as mathematics and software engineering but often 
neglects soft skills. This has been found to be particularly true 
of cybersecurity education, which is considered a purely 
technical discipline. Costigan refers to cybersecurity 
education as a “geek ghetto” [5], or an academic silo, 
regardless of the wide range of competencies expected of 
graduates of cybersecurity programs. According to experts, 
educators must be mindful of the kinds of jobs cybersecurity 
professionals enter into and thus must include social as well 
as transdisciplinary skills in addition to technical expertise 
[5]. 

Furthermore, virtual learning incorporated in the 
curricula facilitates virtual intelligence, develop students’ 
resilience, practice-readiness, as well as frustration tolerance 
and empathy [6]. Essential for cybersecurity professionals 
are teamwork skills, which enable them to collaboratively 
search for solutions to cyberthreats [7]. Communication 
skills and the ability to interact in a team, as well as to 
ascertain individual team members’ strengths when 
delegating or assigning tasks are critical to their work. These 
abilities include communicating across digital channels and 
building rapport within relatively short time periods [7]. 
Experiential learning through GVT projects allows students 
to hone these essential skills in order to best prepare for the 
challenges they can expect in their professional lives. 

In the following paper, the authors substantiate the need 
for including intercultural competencies in cybersecurity 
education. Furthermore, we underline the relevance of GVT 
projects for meeting that need. Finally, we emphasize the 
value of engaging students from various disciplines in GVT 
projects. To illustrate, we describe a study involving 
computer science students enrolled in an Information 
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Systems program at a German university, who engaged in a 
collaborative GVT project with peers from various study 
programs at universities across the globe. 

II. CYBERSECURITY EDUCATION 
Cybersecurity education plays a vital role in preparing 

students for careers in cybersecurity. According to the 
Cybersecurity and Infrastructure Security Agency (CISA), 
the demand for skilled cyber professionals is very high, 
congruent with the increase in cyber threats. The CISA is 
committed to strengthening the cybersecurity workforce in 
the United States by establishing standardized roles that can 
effectively address the skills gap in the field of cybersecurity. 
The objective is to improve the country's preparedness 
against cybersecurity threats and ensure effective cyberattack 
responses [8]. 

Higher learning institutions and universities offer 
cybersecurity education that provides students with 
comprehensive knowledge, skills, and ethical principles to 
safeguard digital assets and combat cyber threats. These 
programs are available at the certificate's, associate's, 
bachelor's, master's, and doctoral levels, and they cover a 
broad range of technical subjects such as network security, 
data security, cryptography, digital forensics, ethical 
hacking, risk management, etc. The curriculum is designed 
to provide students with the necessary expertise to handle 
complex cybersecurity challenges and address cyberattacks. 

Through the past decade, CYBER.ORG has developed an 
extensive K-12 cyber education program offering suitable 
content for different age groups. The Cyber.org program 
matches and aligns with different state education standards 
across the USA. This program's impact is significant and 
offered thousands of teachers and students with resources, 
training, and cyber content, which enhanced the future of the 
cyber workforce [9]. 

The National Centers of Academic Excellence in 
Cybersecurity (NCAE-C) program is a collaboration 
between the Cybersecurity and Infrastructure Security 
Agency (CISA), National Security Agency (NSA), and 
Federal Bureau of Investigation (FBI) aimed at reducing 
vulnerabilities in the national and critical infrastructure. The 
program promotes cybersecurity education and expertise by 
designating two- and four-year institutions as National 
Centers of Academic Excellence in Cyber Defense (CAE-
CD), Research (CAE-R), and Cyber Operations (CAE-CO) 
[10]. The NCAE-C program aims to develop and administer 
a cooperative cybersecurity education program in partnership 
with community colleges, colleges, and universities. The 
program has the following objectives: Setting cybersecurity 
curriculum standards and ensuring academic excellence, 
fostering competency development among students and 
faculty, emphasizing community outreach and leadership in 
professional development, as well as integrating 
cybersecurity practices across academic disciplines within 
the institution [11]. 

III. CYBERSECURITY AND CULTURE 
Multiple studies confirm the relationship between 

cybersecurity, data protection and culture. Cross-cultural 
comparative studies involving the United States and 
European countries point to the differences in approach to 
privacy, individual rights to and use of personal data, as well 
as trust in government. For example, when comparing the 
Dutch to American privacy perceptions, the former were 
found to have fewer privacy concerns and greater trust in the 
government [12]. This is related back to the stringent EU 
General Data Protection Regulation (GDPR) passed in 2016, 
which allows EU citizens significant control over their 
personal data and requires a high degree of company 
compliance to regulations involving the use of data. In 
comparison, only a few states offer data protection and there 
are no federal regulations guaranteeing US citizens’ rights to 
data privacy [12]. 

Drawing on Hofstede’s [13] cultural dimensions, 
members of more collectivistic societies such as Korea tend 
to be more trusting while highly individualistic cultures such 
as the United States tend to be suspicious of regulation [14]. 
In addition to differences in attitudes towards privacy, there 
also exist disparities regarding the perception of risk and the 
need for risk avoidance in various cultures. For example, 
cultures with a high uncertainty avoidance [13], in other 
words adversity to risk, such as France or Germany, may 
place greater emphasis on good security practices and 
avoiding risky behavior [15]. This coincides with the 
characterization of “tight” and “loose” cultures, the former 
emphasizing the propensity for regulating social behavior 
while the latter focusing on individual freedoms and distaste 
for strictly adhering to rules [16] [17] [18]. 

Divergences in perception towards privacy and risk are 
not limited to national cultures. Studies done in the United 
States have found disparities among various demographics as 
well. In the case of gender, women were found to exhibit 
divergent online behavior compared to men. White males 
were found to be less risk averse and be less trusting of 
regulatory systems than both women and people of color [15] 
[19]. 

Not only attitudes towards the likelihood of risk and the 
importance of protecting one’s data vary from culture to 
culture but also the understanding of what cybercrime is and 
how perpetrators are to be dealt with may vary depending on 
the cultural environment. Just as values may change 
depending on the culture, attitudes towards what constitutes 
a crime, a cybercrime or cyber-offense, as well as their social 
and cultural acceptability, may vary as well [20]. According 
to Kshetri and Alcantara [20], perpetrators may be viewed 
anywhere from passive acceptance to even patriotic heroes, 
depending on their motivations. Hackers in the United States 
tend to be seen as motivated by personal interests, while 
European or Russian hackers are often viewed as politically 
motivated in the interest of human rights, nationalism or, in 
the case of the Middle East, religion [20]. 

Furthermore, cybercriminals often invoke negative 
attitudes towards cultural “Others” when justifying the 
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victimization of, for example, wealthy Westerners, while 
sparing people from their own culture and region [20]. 
Cultural norms may dictate public perception in regard to 
how social behavior is sanctioned and offenders are 
persecuted [21]. To sum up, “cultural factors influence how 
issues around a cybercrime are constructed, and how a 
cybercrime is defined, conceptualized, theorized, measured, 
responded to and policed” [22]. The relevance of cultural 
factors for the nature of cybercrimes has made determining 
the cultural “footprint” an important element of 
investigations into the source of such crimes [20]. 

Just as cultural norms and perceptions influence the way 
in which individuals navigate through digital spaces, digital 
technology, in turn, impacts the direction in which cultural 
values and social behavior evolves. Algorithms, social 
engineering, and data collection as well as data analysis, 
guide people’s preferences, their decision-making and even 
their autonomy, encouraging some norms while discarding 
others, partially through the implicit biases of their creators 
[23].  

While country of origin and demographics play an 
important role in defining the approach to cybersecurity, 
nevertheless the standards developed to regulate 
cybersecurity are largely determined by Western countries, 
primarily the USA and Europe. According to Herbert et al. 
[24], studies underline privacy and security attitudes of 
Western societies as the “norm” whereas those of non-
Western cultures as “exotic”. Taking into consideration the 
cultural biases of software engineers, and policy-makers, as 
well as those that manage information security in regards to 
the perception of users, it is questionable whether a “one-
size-fits-all” approach to cybersecurity can be effective in 
fighting a global problem [25]. “Any framework which 
proceeds with the misconstrual that information is value 
neutral, and independent of its context, will prove to be 
inherently problematic, unethical and insufficient” [26]. 

Cross-cultural research has shown that culture manifests 
itself in all facets of cybersecurity, beginning with the 
development of digital technology, including its developers 
as well as users, the standards with which it is regulated, and 
the enforcement of standards and regulations [12] [24] [21]. 
Cybercrime is a global phenomenon, which all countries 
face, and for which cybersecurity professionals must find 
global solutions. Therefore, it is imperative that an 
understanding of cultural differences in norms and 
perceptions regarding trust, risk avoidance, the importance of 
self and government regulation, as well as determination of 
crime and punishment of offenders be an integral part of 
cyber-education. 

IV. GLOBAL VIRTUAL TEAM PROJECTS 

A. GVT projects in IT related work 
GVT project work has become standard practice for 

professionals working in the area of information technology. 
Partly responsible for this development has been the 
offshoring of IT jobs to India and other countries for more 
than a decade [27]. Projections for 2023 place ICT workers 

at 62 million worldwide [28]. Facilitating the rapid growth of 
remote and GVT project work has been the COVID-19 
pandemic as well as global disruptions through war and 
climate change [29]. 

Executing projects with heterogeneous teams over 
multiple time zones and entirely through the use of digital 
communication tools and collaborative platforms presents 
even the most computer savvy IT professionals with multiple 
challenges. Apart from language barriers, interconnectivity 
issues and diverse work schedules, teammates face 
challenges of developing rapport and trust with each other. 
Often they are unfamiliar with the context in which their 
fellow teammates are operating, and attribute characteristics 
to their team “Other” due to intrinsic biases [30]. Norms 
attributed to work and free-time, adhering to deadlines, 
delegating tasks, giving as well as receiving feedback, and 
decision-making may differ across cultures [30] [31]. Lack 
of understanding of cultural differences and skills to bridge 
these differences can cause unnecessary delays, a breakdown 
within the team, and in worst case, failure to complete the 
task. 

B. GVT projects at Higher Education institutions 
In order to better prepare graduates for the challenges of 

working in GVTs, institutions of Higher Education have been 
incorporating GVT projects in the classroom [4]. This affords 
students the opportunity to learn about the challenges they 
may face later on in their professional lives, as well as 
develop a set of best practices to assist them in overcoming 
these challenges. By engaging in short-term projects with 
peers in partner universities across the globe using 
collaborative platforms such as Slack or MS Teams, students 
acquire self-efficacy in the use of communication 
technology, develop an understanding of cultural differences, 
as well as feedback, conflict resolution, and intercultural 
communication skills [32] [33]. Furthermore, collaborating 
in heterogeneous teams with students of various academic 
disciplines provides them exposure to different problem-
solving approaches while offering an opportunity to 
contribute individual skill sets [34]. 

C. Virtual Business Professional Project 
The Virtual Business Professional (VBP) project takes 

place in the fall and summer terms and regularly involves 17 
institutions located in 10 countries (Colombia, China, 
Finland, France, Germany, India, Lithuania, Spain, Taiwan, 
and several states of the United States, ranging from New 
York to Hawaii) with over 500 students working in 90 
heterogeneous teams. The students are enrolled in Business 
Communication courses led by participating instructors, and 
are studying a wide range of disciplines from Business 
Administration, Media, IT and Management, Retail, 
Insurance, International Business and Management to 
Applied Informatics, Engineering and Veterinarian 
Medicine. Students communicate entirely via digital 
communication platforms such as Slack and Zoom as well as 
social media. The instructors share a mutual understanding of 
the objectives of the GVT projects such as developing 
students’ virtual project and time management skills, digital 
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communication abilities, as well as intercultural 
competencies. The project is embedded in course curricula, 
and the results of the collaborative project report make up a 
significant percentage of the students’ final grades. 

One such VBP project involved part-time students of 
Information Systems enrolled at a German university of 
applied sciences in the summer term of 2023. Over the course 
of six weeks, these students collaborated on a project in 
which they analyzed the online presence of an internationally 
operating company in terms of either their commitment to 
sustainability goals or to diversity and inclusion. Together 
with their teammates, they collected their findings and made 
recommendations in a final business report, which was 
evaluated by an international team of instructors. The top 
three reports were selected by a strategic advisory and 
consultancy agency that specializes in gender, race, 
workplace culture, and belonging. Participating students 
received microcredentials in the form of a certificate as well 
as a digital badge. 

Upon completion of the project, 21 students answered a 
short, anonymous survey in which they responded to 
questions regarding the challenges as well as the benefits of 
engaging in the VBP project. The majority had never 
participated in a GVT project before. The greatest challenge 
was seen as working across different time zones and 
conflicting schedules. Students considered the benefits to 
include improving virtual teamwork skills and learning how 
to work with people from other cultures. A large number of 
students agreed that GVT projects should be an integral part 
of IT-related study programs. Their reasoning included the 
ever-increasing reliance on remote work and the international 
nature of IT work. 

V. CONCLUSION 
With the rapid development of technologies, also referred 

to as the Fourth Industrial Revolution, including the 
advancement of Artificial Intelligence (AI), countries are 
facing both a closer dependency upon each other as well as 
increased security threats [35] [36]. The rise in breaches of 
personal data and disruptions to businesses has meant an 
increasing need for cybersecurity professionals. Institutions 
of higher learning are required to best prepare their graduates 
for careers in IT-security, cybersecurity and risk 
management, and this involves a transdisciplinary approach, 
bringing the areas of IT, Law but also Management, Social 
Sciences and Humanities together. One such method 
includes engaging students in collaborative GVT projects 
such as the VBP where they hone their virtual project 
management as well as digital communication skills, and 
develop their understanding of working across cultural 
differences. Through increasing students’ intercultural 
competencies, we can potentially reduce the risk of bias in 
the development and use of these technologies. At the same 
time, we encourage successful international collaboration 
and by doing so, increase the likelihood of global progress. 
Further research focuses on specific kinds of projects and 
how they develop the skills cybersecurity professionals need 
to meet 21st century challenges. 
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