
Developing Standards for IO  
Using CNSS as a Model

Abstract – The Information Assurance community has long 
benefitted from the development of standards as part of the 
CNSS process.  This paper summarizes efforts conducted over 
the last year to start a similar standards based methodology for 
Information Operations (IO) and to develop a framework for 
IO training and education. 

Index terms – Standards, Information Operations 

I. INTRODUCTION

Information Operations (IO) is defined as the integrated 
employment of the core capabilities of electronic warfare, 
computer network operations, psychological operations, 
military deception and operations security, in concert with 
specified supporting and related capabilities, to influence, 
disrupt, corrupt or usurp adversarial human and 
automated decision making while protecting our own.  As 
a relative newly defined activity, this publication 
proposed to revolutionise the manner in which warfare, 
diplomacy, business and a number of other areas are 
conducted.  Information is and always has been a 
somewhat a nebulous term, but in this new era it 
possesses a capability that is now considered crucial to 
the success of American national security.  However there 
are still many questions about the best method in which to 
most successfully utilise this element of power to the best 
extent by the United States government.  Because IO 
crosses so many boundaries within the interagency 
processes, it is often very difficult to quantify exactly 
what constitutes an information campaign.  Training and 
education in IO topics and areas are considered crucial to 
this warfare areas success, yet discussions at a recent 
International Conference on IO and Information Warfare 
held in the Naval Post-Graduate School in Monterey 
California in March 2007 identified the following gaps in 
that need to be addressed: 

Information Operations is a field that has no 
current standards.  
As a result of recent technological developments, 
the stakeholders of the Information Operations 
are not just nation states and military groups any 
more, but also commercial and governmental 
organizations that are members of the Critical 

National Infrastructure of a nation and of that 
nation’s allies. 
Information Operations is a cross disciplinary set 
of practices that bring together specialists in 
computer science, sociology, psychology, 
communications international relations and 
military science. 
There is a need for the stakeholders and their 
international partners to be able to cooperate and 
collaborate for producing standards and defining 
the practice and science of IO. 

This discussion was based on the widely perceived need 
for a coherent set of IO Standards that are recognized 
across the interagency and coalition organisations.  One 
of the reasons for this concern, and the basis of why the 
need for standards are so important, is that one must 
understand that there are many different IO or IO related 
courses in existence today, most of which are unrelated 
and uncoordinated.  Most of these courses are stovepipe 
or standalone entities, which do not entitle the student to 
any commonly recognized qualification.  This problem 
has evolved because there are no recognized IO standards 
today, which is a crucial step to the recognition of any 
education or academic curricula.  This is because 
standards provide credence or relevance to a course or 
area of study.  Examples of existing successful similar 
standards include the National Security Agency (NSA) 
Committee for National Security Standards (CNSS) 4011-
4016 series in Information Assurance (IA), which are 
recognized across not only the Department of Defense 
(DoD) but United States government as well.  These 
CNSS standards were developed as part of a methodology 
utilised through the National Information Assurance 
Training and Education Center (NIATEC) in conjunction 
with NSA and CNSS, to conduct a series of workshops 
entitled electronic Develop a Curriculum (eDACUM), to 
bring together IA experts from across the DoD, federal 
government, academia and private industry, to build these 
aforementioned IA standards.  The same process is 
proposed to build a set of recognized IO standards.   

II. THE DEVELOPMENT OF IO STANDARDS

Therefore, as a result of these discussions, it was decided 
to establish a working group with academic, military and 
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commercial industry members from a number of 
participating countries (United States, United Kingdom, 
Finland and Australia) to coordinate the stakeholders in 
this new organization and to help develop a set of 
requirements for the proposed group as shown below.  
Specifically it is desired that the IO Standards Working 
Group (IOSWG) will conduct the following activities: 

Creation of a statement of Goals, Motivation, 
Mission and Vision for the IO Standards 
Working Group  
Creation of relationships with the Police, the 
Military, professional bodies, other defense 
agencies, and the corporate world, in the 
participating countries 
Coordination of a series of International 
Information Operations Standards workshops  
Development and publication of a set of 
international standards for Information 
Operations 

The IOSWG’s goal is the creation of a virtual community 
bringing together the members of the working group for 
identifying and producing a course of action. This will 
involve the use of a web site, creation of mailing lists, and 
the use of existing scientific conferences for 
disseminating results. The steering committee of the 
Information Operations Working Group will be expected 
to promote the principles of Information Operations in 
their respective countries and to identify and establish 
relationships with stakeholders: the academia, 
professional bodies, the corporate world, the military 
forces, other defense agencies, and law enforcement. This 
involves organizing a series of meetings, organizing 
workshops and disseminating results following traditional 
publication approaches. At this stage, we expect that one 
annual workshop will be adequate.  

This first milestone in the creation of a virtual community 
will as hoped, serve to bring together the members of the 
working group for identifying and producing a course of 
action. This will involve the use of a web site, creation of 
mailing lists, and the use of existing scientific conferences 
for disseminating results. There are three international 
scientific conferences that examine specifically IO and 
Information Warfare, and these venues will be important 
time periods where the IOSWG will update the 
community on its progress: 

International Conference in Information Warfare 
European Conference in Information Warfare 
Australian Conference in Information Warfare 

Members of the IOSWG would be expected to attend 
these conferences, and furthermore, the steering 
committee of this effort will be expected to promote the 
principles of IO in their respective countries and to 

identify and establish relationships with stakeholders: the 
academia, professional bodies, the corporate world, the 
military forces, other defense agencies, and the police. 
This involves organizing a series of meetings, organizing 
workshops and disseminating results following traditional 
publication approaches. At this stage, it is considered that 
one annual workshop will be adequate.  

The second step is the development of the group’s public 
statement of its goals, intentions, and vision of 
International IO standards. Once the steering committee 
of the Information Operations Standards Working Group 
is established, it will produce a statement of its Goals, 
Mission and Vision, which will guide the future actions of 
the Group.  The Group goal is to develop a collaborative 
set of Information Operations standards that will be 
disseminated to the public via journal papers, 
conferences, workshops and press releases.   

The third step is the creation of relationships with the 
European Network & Information Security Agency, the 
United States Department of Defense, the United 
Kingdom and Finnish Ministry of Defence and the 
Research Network for a Secure Australia.  

Ultimately, the main outcome is the creation and release 
of International Information Operations standards, 
possibly as two sets, one for military operations and one 
for the public.  The establishment of an IO Standards 
Working Group is expected to greatly improve the 
capabilities to produce a coherent set of IO standards, 
especially across the United States and its federal 
bureaucracy. 

III. MODELING INTERNATIONAL IO PRACTICES

The lack of standardization in the IO training environment 
has hampered efforts to develop interagency and coalition 
support.  The liaison proposed as part of this effort will 
provide assistance and insight into the accomplishments 
to the disparate organizations involved in this effort.  The 
key will be to utilize a well-recognized standards 
development approach such as led by the National 
Security Agency (NSA) through its National IA Training 
and Education Center (NIATEC).  The latter is well 
recognized throughout the United States government as a 
leader in standardization efforts in the information 
assurance.  The desire is to translate this expertise in 
standardization methodology over to the IO community, 
through a series of workshops involving key joint IO 
organizations such as the Joint Forces Staff College, Joint 
IO Warfare Center, National Defense University, The 
Joint Staff and academia.  The IOSWG personnel will 
work alongside NIATEC in the administration of these 
workshops by coordinating with federal personnel with 
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experience in IA standardization efforts.  Specifically the 
IOSWG will gather all existing IO standards from 
disparate databases, to build a base level of information 
for the working groups.  The process for the development 
of standards has already been set by NSA, and this 
methodology could be followed here as well.  The 
outcome after a number of working groups would be to 
build a broad IO Standard, with an apprentice, 
journeyman and master subsets and specific smaller 
standards for the unique capabilities such as Deception, 
Psyop, etc.  Figure 1 shows an example of IO Standards 
and Training Levels. 

IO Standards

4011 - Information System Security Professionals
4012 - Senior System Managers (DAAs)
4013 - System Administrators (SA)
4014 - Information System Security Officers (ISSO)

Lesson 1 – Create A Usable Taxonomy Of Your Field 4015 - System Certifers
Lesson 2 – Establish Training Standards For Your Field 4016 - Risk Analysts
Lesson 3 – Ensure Standards Are Interoperable
Lesson 4 – Make Sure Others Recognize There is a problem
Lesson 5 – Make Something Happen
Lesson 6 – A Career Path To Foster Academic Interest
Lesson 7 – Government Sponsorship Focuses Attention
Lesson 8 – Industry Can Make Easier
Lesson 9 -  Don’t Eat The Seed Corn
Lesson 10 - Get The Best Of The Best But Be Competitive
Lesson 11 - Build The Future From The Ground Up
Lesson 12 - Researchers Needed, but Don’t Forget Teaching
Lesson 13 – Don’t Forget The Current Professionals
Lesson 14 – Keep The Professionals Professional

PA

CA

EW

IO

OPSEC MILDEC

Destruction

CNOPSYOP

4011 4014

4013 4015

Apprentice

Certified Trainer

Journeyman

Master

      Figure 1. IO Standards and Levels of IO Training  

A key step will be to create a Model of IO as practiced by 
trusted international partners against their enemies.  
Achieving a good model of IO requires seeing IO both as 
extension of the IA model and a supportive subset of 
Irregular Warfare operating concepts. The USG and its 
allies are increasingly engaged in Irregular Warfare. 

An IO model is in some ways analogous to the model of 
IA used in recently completed IA standards. The IA 
Model used is extended from earlier definitions of 
Information Security (INFOSEC). It therefore has a 
mainly defensive focus on data/information.  The model 
of IA has four dimensions:  

Information Characteristics to be maintained: 
Availability, Integrity and Confidentially 
Information State: Storage, Transmission and 
Processing
Security countermeasures applied: Technology, 
Policy -Practice, and training-education. 
Time, which allows technology to evolve, 
processing to produce new information, training 
to take hold, policies to change, etc. 

The dimensions of an IO Model are less orthogonal than 
the IA dimensions. Relationships of Situation, IO 

components to use and expectations are more important 
and not a linear list necessarily. 

Information and Knowledge Characteristics to be 
maintained: Availability, Integrity and 
Confidentially, privacy, non-repudiation, plus 
situational relevancy 
Information and Knowledge State: Storage, 
Transmission and Processing,   plus Situational
Accuracy, reliability, timeliness, relevancy, 
consistency. 
Security-Defensive Countermeasures: 
Technology, Policy -Practice, and training-
education, Situational IO component set for 
Defense. 
Offensive Measures: : Technology, Policy -
Practice, and training-education, past & current 
expected relevancy, reliability and effectiveness, 
expected relevancy, reliability and effectiveness, 
Situational  IO set for Offense 
Management and Integration: “Jointness”, USG 
components Support sources,  
Information Operation application Set: IA, 
OPSEC, Military Deception, Electronic Warfare, 
PSYOPS, Civil Affairs, Public Affairs, 
CNA/CNO, Military Destruction of IO related 
cites,
Situation where Applicable- Situational IO set to 
use,    
Time, which allows Situation and technology to 
evolve, processing to produce new information-
knowledge, training to take hold, policies to 
change, etc. 

                                     
An IO model must account for the scope of IO as an 
offensive and defensive set of information operations, of 
which IA is only one basic component.  Most importantly, 
the model must include actions and views of both (all) 
sides of a conflict, the military and the adversary, partners 
etc.  The fully symmetry model of IO is captured by the 
“new adage” with apologies to Sun Tzu:  “Know your 
enemy and yourself well” AND “influence your enemy to 
NOT know you or himself well”.  “Knowing” includes 
knowing current facts and also expected outcomes based 
on past and current information and knowledge. 

The intent of IO is therefore to produce joint plans and 
actions focused on two sets of knowledge or perceptions. 
Each set has both offensive and defensive activities.  One 
set informs the combatant commander and his IO 
Planners about their own and the adversary’s situation - 
with the goal of acting to plan and execute a successful 
mission.  The other set projects information and actions 
onto the adversary, with the goal of producing a 
perception that leads the adversary to behavior in the 
interests of the military’s mission and contrary to the 
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adversary’s own goals.  The adversary will take the 
reverse point of view in his own IO. 

IO also extends the defensive focus of IA.  The definition 
of IO, as stated in the IO Roadmap is as follows:  'The 
integrated employment of the core capabilities of 
electronic warfare [EW], computer network operations 
[CNO], psychological operations [PSYOP], military 
deception, and operations security [OPSEC], with 
specified supporting and related capabilities to influence, 
disrupt, corrupt, or usurp adversarial human and 
automated decision-making while protecting our own.'  
(DoD IO Roadmap, 30 October 2003) 

As seen in this definition, the practice of IO therefore 
supports both defensive and offensive actions. IO 
practices must model the enemy (and the enemies 
partners’) offense and defense capabilities and status as 
well as its own capabilities and status and those of its own 
allies.  However, IO is itself a critical component in 
conducting Irregular Warfare. In support of Irregular 
Warfare, the scope of IO and hence the international 
standards for IO practice are considerably widened. IO 
and its standards must address the task of modeling all 
actors, allies as well as enemies, aligned partners and 
nonaligned organizations, stakeholders as well as non-
governmental organizations too.   

Irregular Warfare is another important concept in the 
modeling of IO and it is defined as “... a violent struggle 
among state and nonstate actors for legitimacy and 
influence over the relevant populations. IW favors 
indirect and asymmetric approaches, through it may 
employ the full range of military and other capabilities, in 
order t erode and adversary’s power, influence and will. 
It is inherently a protracted struggle that will test the 
resolve of our Nation and our strategic partners. 
“(Irregular Warfare (IW) Joint Operating Concept (JOC) 
Version 1.0, 11 September 2007) 

This document goes on to say that “Influencing foreign 
governments and populations is a complex and inherently 
political activity”, that “Irregular Warfare is about people, 
not platforms.” and that “Waging protracted irregular 
warfare depends on building global capability and 
capacity.” These aspects of Irregular Warfare make for a 
significantly more complex support task for IO and hence 
even more the need for the development of common 
methodologies and processes in the conduct of IO across 
the federal and military communities. 

IV. DEVELOPING IO STANDARDS

As in any development project, there are many phases 
including Analysis – Design – Development – 
Implementation and Maintenance that must be met as part 

of an evaluation and approval gates associated with the 
ultimate approval and forward movement, as shown 
below: 

The authority requiring the standards and who 
approves the standard produced. 
The stakeholders and partners who participate 
and collaborate to produce the standards 
The Process of Standardization 
Theory, methods, and tools/facilities used to 
promote collaborative building of the standards 
The content of the Standards produced 
Form and format of the standards 
The maintenance of the standards once produced 
The policies necessary to manage and track 
application of the standards by users and 
agencies. 

As part of this proposal, we suggest two phases to 
develop a model for IO, to address the need for 
International IO collaboration and produce a set of 
coherent and enterprise-wide IO Standards. 

Utilize current International conferences to present IO 
Standard Tracks which gather and review needed 
information on necessary IO Standards and training. 
Utilize the existing facilities and methods of NIATAC 
and eDACUM to refine, produce and maintain the final 
IO standards and Training requirements.  

For the first phase, the IOWSG proposes using the three 
main IO and information warfare academic conferences 
as the best way to gain widespread insights into current 
practices of IO internationally.  Specifically, at these 
venues, tracks should be set up to develop an ontology 
and knowledge base of IO, which would entail the 
gathering of data surrounding current usage of IO in 
operations and mission around the globe.  The following 
items are basic ingredients for producing a taxonomy, 
ontology and knowledge base of IO: 

A clear definition of what IO is and how it 
works. The intent here is to obtain the clearest 
current ideas around what IO and its practice are 
currently and what the shortcomings are in the 
view of an international set of practitioners. 
A glossary of IO, Information Assurance, 
Information Warfare, Irregular Warfare and 
other terms. These should be further sorted by 
user and source of the terms.  
A mind map of important things of all sorts 
related to IO and how they are related in multiple 
ways. The graphical view of the mind map, 
showing the relevant items connected to items 
they relate to lends itself to a discussion of the 
items, relationships and connections in the mind 
map. This will further indicate a variety of 
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additional relationships among the components 
and practices of IO. i.e. methods, processes, who 
uses them, what they entail, how they relate to 
action states- offense, defense, collaboration, 
C&A, trust, what function they support, what 
function they depend on etc.  
A components breakdown of IO things (i.e. 
something is a part of or something is contained 
by another function, operation, organization),  
A mental model of how IO is used, who uses it, 
where appropriate, include all stakeholders and 
players, whom it is used against, who or what is 
protected, information, data and knowledge 
common among these players. 
Assumptions about all of the above material are 
very important to explicitly state. Mistaken 
assumptions are always a major source of error 
in modeling as well as analysis. 

The combination of ontology and a parts hierarchy will be 
very helpful in capturing the elements of IO, which will 
be included into an IO knowledge base. .An ontology 
differs from taxonomy, in that a taxonomy is a tree or 
hierarchy of kinds of things. It shows a breakdown of 
general to more particular class. Taxonomy is also a 
hierarchy of classifications. If one must pick only one 
classification hierarchy, there will be differences in 
opinion of the best one.  Ontology on the other hand, is a 
hierarchy of what you know and understand about a 
subject. An ontology of IO will explicitly contain all 
kinds of relevant IO things, relationships of all kinds, sets 
of all kinds, sets of particular instances of IO kinds of 
things.  The ontology can therefore be very important, 
because it will contain the elements of many points of 
view about IO.  

A knowledge base is a web of relationships among the 
items in the ontology. The web of relevant IO items and 
how they are specifically related defines the IO 
knowledge about those items.  The structure of IO 
knowledge or knowledge about anything really, is more 
complex than that of a relational database for example. 
Knowledge has sometimes been erroneously called 
“unstructured” by database practitioners.  This is not true 
but the structure of IO knowledge will be complex in 
comparison to relational databases.  As part of this effort, 
a portal should be developed to allow the use of a web 
service that academics could use to access the web of 
knowledge and get answers based on it.   

The second step further analyzes and refines the IO 
information collected earlier using the NIATAC facilities 
and eDACUM methodologies. One important goal of this 
phase is to reduce the knowledge about IO practice to a 
well-defined and understandable form that can be 
translated into actionable standards statements. The 
simplified steps are: 

Start with refining the information previously 
identified in the first phase.  Address the 
essential IO capabilities and related core 
competencies desired for IO Planners, 
Knowledge Skills and Attributes (KSA) needed 
for competency are developed for IO tasks. 
Knowledge – the broad comprehension of IO 
needed,  
Skills – comprehension of IO that is /can be 
specifically applied to an IO task and  
Attributes (Abilities) – the personal 
characteristics that can be developed or 
enhanced. E.G. IO job performance will be based 
on these.  
KSAs for IO will correspond to the hierarchy of 
IO jobs and tasks. 
Performance required for each IO task is 
identified and the conditions, desired actions and 
criterion for standard behavior are determined. 

The resulting Job/task Analysis is further refined using a 
taxonomy of specially selected verbs (Blooms taxonomy) 
related to Knowledge, Performance and attitudes/feelings. 
This is used as a foundation to writing the IO standards 
document.  Interdependencies of the component IO 
capabilities will also be factored in.  

It is proposed that the NIATEC facilities at Idaho State 
University be utilized for collaboration to facilitate the 
process of developing IO standards in: 

Capturing and refining all ideas, mind maps 
Gaining agreement 
Capturing, documenting and producing the 
document  

The resulting documented standard describes a framework 
for a standard course of IO.  Validation and Approval is 
carried out in successive eDACUM sessions.  eDACUM 
is an electronic method of involvement and consensus 
building to determine training needs as identified by 
skilled workers and professionals. It is a joint NSA and 
Idaho State University (ISU) venture for producing 
Training Standards. 

V. CONCLUSION

To summarize, there is a significant requirement for both 
national and international IO standards. The prevalence of 
technology supporting asymmetric warfare, the lack of 
existing IO standards , the need to work efficiently with 
international partners and the transition to waging 
Irregular Warfare all point to this requirement.   

Proceedings of the 12th Colloquium for Information Systems Security Education
University of Texas, Dallas
Dallas, TX June 2 - 4, 2008

57ISBN 1-933510-96-8 ©2008 CISSE



We propose that an IO Standards Working Group 
(IOSWG) be formed to guide the development of 
International IO Standards. There will be a three-pronged 
attack on producing the missing IO Standards and 
addressing the need for International IO collaboration. 
Form an International IO Standards Working Group 
(IOSWG) and manage International IO Standards 
development via the working group. 
Utilize current International conferences to present IO 
Standard Tracks which gather and review needed 
information on necessary IO Standards and training. 
Utilize the existing facilities and methods of NIATAC 
and eDACUM to refine, produce and maintain the final 
IO standards and Training requirements. 

We propose that the steering committee of the IOSWG 
meet on a quarterly basis to decide on guiding actions for 
the Group, collaborating, exchanging research findings 
and evaluating feedback from disseminated results. 
Twelve two-day meetings are proposed throughout the 3-
year duration of the project.  An annual workshop is 
proposed for disseminating the research findings. The first 
workshop will disseminate the Goals, Vision and Mission 
Statement of the IOSWG. The other two annual meetings 
will disseminate the drafts and the final versions of the 
Information Operations standards.  Other activities 
involve: 

The use of a Web portal that will help the 
participants to form a virtual community. 
The publication of a series of journal papers 
A series of press releases 

In conclusion, the CNSS has been very successful over 
the last 15 years in developing standards for IA training 
and education efforts.  The goal of the IOSWG, will be to 
continue that tradition and apply the processes and 
methodology to the IO arena.   It is hoped that the 
establishment of a standard set of ontologies and 
taxonomies to this warfare area, will allow it to normalize 
in much the same manner as IA has done. 

VI. REFERENCES

[1] DoD IO Roadmap, 30 October 2003. 

[2] Irregular Warfare (IW) Joint Operating Concept 
(JOC) Version 1.0, 11 September 2007. 

[3] Joint Publication 3-13 Information Operations (13 
February 2006 

Proceedings of the 12th Colloquium for Information Systems Security Education
University of Texas, Dallas
Dallas, TX June 2 - 4, 2008

58ISBN 1-933510-96-8 ©2008 CISSE


	MAIN MENU
	Go to Previous Document
	CD-ROM Help
	Search CD-ROM
	Search Results
	Print


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /ACaslonPro-Bold
    /ACaslonPro-BoldItalic
    /ACaslonPro-Italic
    /ACaslonPro-Regular
    /ACaslonPro-Semibold
    /ACaslonPro-SemiboldItalic
    /AGaramondPro-Bold
    /AGaramondPro-BoldItalic
    /AGaramondPro-Italic
    /AGaramondPro-Regular
    /Aharoni-Bold
    /Amienne
    /Amienne-Bold
    /Andalus
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /ArabicTypesetting
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArnoPro-Bold
    /ArnoPro-BoldCaption
    /ArnoPro-BoldDisplay
    /ArnoPro-BoldItalic
    /ArnoPro-BoldItalicCaption
    /ArnoPro-BoldItalicDisplay
    /ArnoPro-BoldItalicSmText
    /ArnoPro-BoldItalicSubhead
    /ArnoPro-BoldSmText
    /ArnoPro-BoldSubhead
    /ArnoPro-Caption
    /ArnoPro-Display
    /ArnoPro-Italic
    /ArnoPro-ItalicCaption
    /ArnoPro-ItalicDisplay
    /ArnoPro-ItalicSmText
    /ArnoPro-ItalicSubhead
    /ArnoPro-LightDisplay
    /ArnoPro-LightItalicDisplay
    /ArnoPro-Regular
    /ArnoPro-Smbd
    /ArnoPro-SmbdCaption
    /ArnoPro-SmbdDisplay
    /ArnoPro-SmbdItalic
    /ArnoPro-SmbdItalicCaption
    /ArnoPro-SmbdItalicDisplay
    /ArnoPro-SmbdItalicSmText
    /ArnoPro-SmbdItalicSubhead
    /ArnoPro-SmbdSmText
    /ArnoPro-SmbdSubhead
    /ArnoPro-SmText
    /ArnoPro-Subhead
    /Arnprior
    /Batang
    /BatangChe
    /Baveuse
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /Berylium
    /Berylium-BoldItalic
    /BickhamScriptPro-Bold
    /BickhamScriptPro-Regular
    /BickhamScriptPro-Semibold
    /Biondi
    /Biondi-Light
    /BirchStd
    /BlackadderITC-Regular
    /BlackoakStd
    /BlueHighway
    /BlueHighway-Bold
    /BlueHighwayCondensed
    /BlueHighwayDType
    /BlueHighwayLinocut
    /Boopee
    /Boopee-Bold
    /BradleyHandITC
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScriptStd
    /BurnstownDam
    /Byington
    /Byington-Bold
    /Byington-Italic
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /CarbonBlock
    /Catriel
    /Catriel-Bold
    /Catriel-BoldItalic
    /Catriel-Italic
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /ChaparralPro-Bold
    /ChaparralPro-BoldIt
    /ChaparralPro-Italic
    /ChaparralPro-Regular
    /CharlemagneStd-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlackStd
    /CooperBlackStd-Italic
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /CreditValley
    /CreditValley-Bold
    /CreditValley-BoldItalic
    /CreditValley-Italic
    /CurlzMT
    /DaunPenh
    /David
    /David-Bold
    /DFKaiShu-SB-Estd-BF
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /DokChampa
    /Dotum
    /DotumChe
    /EarwigFactory
    /EccentricStd
    /EdwardianScriptITC
    /EngraversMT
    /EngraversMT-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /EstrangeloEdessa
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EuphemiaCAS
    /EuphorigenicS
    /EurostileBold
    /EurostileRegular
    /FangSong
    /FelixTitlingMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FrenchScriptMT
    /GaramondPremrPro
    /GaramondPremrPro-It
    /GaramondPremrPro-Smbd
    /GaramondPremrPro-SmbdIt
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GiddyupStd
    /Gisha
    /Gisha-Bold
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /HeavyHeap
    /HoboStd
    /HurryUp
    /Huxtable
    /Impact
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /IskoolaPota
    /JasmineUPC
    /JasmineUPCBold
    /JasmineUPCBoldItalic
    /JasmineUPCItalic
    /Jokerman-Regular
    /JuiceITC-Regular
    /KaiTi
    /Kalinga
    /Kartika
    /KodchiangUPC
    /KodchiangUPCBold
    /KodchiangUPCBoldItalic
    /KodchiangUPCItalic
    /KozGoPro-Bold
    /KozGoPro-ExtraLight
    /KozGoPro-Heavy
    /KozGoPro-Light
    /KozGoPro-Medium
    /KozGoPro-Regular
    /KozMinPro-Bold
    /KozMinPro-ExtraLight
    /KozMinPro-Heavy
    /KozMinPro-Light
    /KozMinPro-Medium
    /KozMinPro-Regular
    /Kredit
    /KristenITC-Regular
    /Latha
    /Leelawadee
    /Leelawadee-Bold
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMT-Bold
    /Ligurino
    /Ligurino-Bold
    /LigurinoCondensed
    /Ligurino-Italic
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /LithosPro-Black
    /LithosPro-Regular
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /MaiandraGD-DemiBold
    /MaiandraGD-Italic
    /MaiandraGD-Regular
    /MalgunGothicBold
    /MalgunGothicRegular
    /Mangal
    /Marlett
    /MatisseITC-Regular
    /Meiryo
    /Meiryo-Bold
    /Meiryo-BoldItalic
    /Meiryo-Italic
    /MesquiteStd
    /MicrosoftHimalaya
    /MicrosoftJhengHeiBold
    /MicrosoftJhengHeiRegular
    /MicrosoftSansSerif
    /MicrosoftUighur
    /MicrosoftYaHei
    /Microsoft-Yi-Baiti
    /MingLiU
    /MingLiU-ExtB
    /Ming-Lt-HKSCS-ExtB
    /Ming-Lt-HKSCS-UNI-H
    /MinionPro-Bold
    /MinionPro-BoldCn
    /MinionPro-BoldCnIt
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Medium
    /MinionPro-MediumIt
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /MinyaNouvelle
    /MinyaNouvelleBold
    /MinyaNouvelleBoldItalic
    /MinyaNouvelleItalic
    /Miriam
    /MiriamFixed
    /Mistral
    /MongolianBaiti
    /MoolBoran
    /MS-Gothic
    /MS-Mincho
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSpecialty
    /MS-UIGothic
    /MT-Extra
    /Mufferaw
    /MVBoli
    /MyriadPro-Bold
    /MyriadPro-BoldCond
    /MyriadPro-BoldCondIt
    /MyriadPro-BoldIt
    /MyriadPro-Cond
    /MyriadPro-CondIt
    /MyriadPro-It
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Narkisim
    /Neuropol
    /NSimSun
    /NuevaStd-BoldCond
    /NuevaStd-BoldCondItalic
    /NuevaStd-Cond
    /NuevaStd-CondItalic
    /Nyala-Regular
    /OCRAExtended
    /OCRAStd
    /OratorStd
    /OratorStd-Slanted
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Papyrus-Regular
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PlanetBenson2
    /PlantagenetCherokee
    /PMingLiU
    /PMingLiU-ExtB
    /PoplarStd
    /PrestigeEliteStd-Bd
    /Pupcat
    /Raavi
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rod
    /RosewoodStd-Regular
    /SegoePrint
    /SegoePrint-Bold
    /SegoeScript
    /SegoeScript-Bold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Shruti
    /SimHei
    /SimplifiedArabic
    /SimplifiedArabic-Bold
    /SimplifiedArabicFixed
    /SimSun
    /SimSun-ExtB
    /StencilStd
    /Stereofidelic
    /SybilGreen
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tandelle
    /Tandelle-Bold
    /Tandelle-BoldItalic
    /Tandelle-Italic
    /Teen
    /Teen-Bold
    /Teen-BoldItalic
    /Teen-Italic
    /TeenLight
    /TeenLight-Italic
    /TektonPro-Bold
    /TektonPro-BoldCond
    /TektonPro-BoldExt
    /TektonPro-BoldObl
    /TempusSansITC
    /TimesNewRoman
    /TimesNewRoman-Bold
    /TimesNewRoman-BoldItalic
    /TimesNewRoman-Italic
    /TimesNewRomanMT-BoldCond
    /TimesNewRomanMT-Cond
    /TimesNewRomanMT-CondItalic
    /TimesNewRomanPS
    /TimesNewRomanPS-Bold
    /TimesNewRomanPS-BoldItalic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-Italic
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /TraditionalArabic
    /TraditionalArabic-Bold
    /TrajanPro-Bold
    /TrajanPro-Regular
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga
    /VelvendaCooler
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vivaldii
    /Vrinda
    /Waker
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


