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The Critical Infrastructure Crisis

- Power grid digitization = Larger attack surface

- Distributed Energy Resources (DERs) lack the 
strong security of traditional power plants

- Power engineering students aren’t often 
taught cybersecurity fundamentals



InfraLearnExisting Tools

The Gap

● Type of Tools: CTFs, Cyber Ranges, 
Labs

● Barrier to Entry: Assumes 
programming skills

● General Topics: Rarely cover DERs

● Gamification: Engaging features sustain 
interest

● Tailored Curriculum: Guided learning for 
non-computing students

● Interactive Learning: Hands-on learning 
related to DERs



Hall et. al, SIGCE ‘22

Criminal Investigations Background

Pedagogical Strategies: 

- Compelling narrative
- Just-in-time learning content delivery
- Knowledge checkpoints to assess student 

preparation 
- Hands-on tasks / activities
- Rewards such as eXperience Points (XP) to 

motivate student

Adapted for Power Engineering Students



InfraLearn as a Solution



Activity Modules

- Each activity models a real-world 
cybersecurity problem, targeting 
different parts of the Home Electrical 
Network

- The activities demonstrate how digital 
(IT) threats can directly impact physical 
infrastructure (OT)



API Spoof Attack

- This activity is based on CVE-2020-25754

- In this activity, students explore how 
spoofing can compromise data integrity 
by forging API responses
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Remote Disable Attack

- This activity teaches about remote 
shutdown exploits (CVE-2020-21880)

- An adversary can force the device offline, 
preventing it from performing its 
intended function
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LoTL Attack

- LoTL attacks abuse the system's own 
trusted tools and features against it

- One such example is a firmware 
downgrade vulnerability

- This activity demonstrates this firmware 
downgrade vulnerability inspired by 
CVE-2025-8321
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Looking Ahead

Contributions

- InfraLearn fills a gap left by existing gamified tools 
- Provides a DER simulation environment that models the 

Enphase Gateway 
- Critical infrastructure education for non-computing 

students.

Future Work
- User studies with power engineering students 
- Gather data on learning outcomes and student 

engagement
- Expand our activities to other critical infrastructure sectors
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