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Social Sharing on SNSs

* SNS = Social Networking Site

e \Virtual communities like

Facebook, Instagram, etc.

e Users often share personal

information on SNSs.




SNS Usage Motivations

7/ behavioral categories based on Horzum (2016).
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Cybersecurity Threats on SNSs

* Privacy Breaches
*Viral Marketing
* Network Structural Attacks

e Malware Attacks




Cybersecurity Threats: Privacy Breaches

* Profile cloning

e Server-side data breaches
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Cybersecurity Threats: Viral Marketing

» Broadcast spam

» Context-aware spam

LUMEN EVENTS & TICKETS ¥  PLAN YOUR VISIT v  VENUEINFO v  EVENT BOOKING Q 10:47 AM
- ————— — e Hey 1! | have some Kendrick Lamar and SZA tickets for tonight concert
MAY 17 / 2025 (Saturday May 17) concert at Lumen Field, Seattle WA available for sell. | don’t

KEN DRICK LAMAR 7:00PM Doors: 500 PM want it to waste. If anybody is interested should send me a DM. I'm selling it at
AN D SZA TICKETS affordable price. Thanks

GRAND NATIONAL TOUR o PR —— (706]




Other Cybersecurity Threats

 Network structural attacks

e Malware
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Research Questions

* RQ1: What are the connections between usage
patterns of social networking sites (SNSs) and
cybersecurity behaviors?

* RQ2: Is there a relationship between personal
information disclosure on SNSs and cybersecurity
threats?



Study Design

Mixed-methods Correlation analysis for quantitative data

Survey & Interview One-way ANOVA for categorical data

Domains: SNS usage frequency, motivations, personal information
disclosure, cybersecurity behavior, cybersecurity threat experience



Correlation Analysis: Usage Frequency

* Frequent SNS usage correlated to more personal

information disclosure.

e Also correlated to more

frequently encountering

cybersecurity threats.

 Not significantly correlated

to cybersecurity behavior.
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Correlation Analysis: Personal Information Disclosure

* More personal information disclosure correlated to more

Personal Information Disclosure vs Experience with Cybersecurity Threats
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Correlation Analysis: Cybersecurity Behavior

 Few significant correlations with factors of the studly.

* More encounters with | e s oo e ety T
cybersecurity threats correlated i . ;’:;‘Es
to improved cybersecurity E = o . :: ;§: " ‘.
behavior. § S '536335;:{ 2 ey s
L. 8*'.511.53%250..

{\hcmur ity Behavior



ANOVA for Demographic Groups

* Significant variance for age and
education.

* Younger and more educated respondents
reported:
* More frequent SNS usage
« More personal information disclosure

* More often encountering cybersecurity threats




Interview Highlights

« Most popular SNSs were
Instagram and TikTok.

* Subjects encountered threats

most often on Instagram,
Discord, and X/Twitter.

 Phishing, scams, spam, and
profile cloning were most

common threats.




Interview Highlights

 After prior experience, users
were more aware of
cybersecurity threats.

* Reliance on personal judgment
rather than formal

cybersecurity strategies.




Privacy and Security

* Subjects expressed concern over data privacy.

 Conflating privacy behaviors (e.g. VPNs, ad blockers, fake

names) with security measures.

* Perceived trade-offs between social connection and privacy.



Answering Research
Questions

* RQ1: Cybersecurity behaviors are, in

general, not strongly correlated with usage
patterns of SNSs.

* RQ2: Increased personal information
disclosure correlates with increased

experience of cybersecurity threats.




Takeaways

e Information disclosure factors into SNS

user security

e« Awareness alone is not sufficient for

security behavior.

* Interviews highlight how trust factors into

security risks.
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Opportunities for
Future Research

* Does increased personal
information disclosure cause
increased attack susceptibility?

* Potential for more objective
measurement of factors in this study
using product telemetry.
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