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Why reverse engineering (RE) is difficult:
• S pec ializ ed s kill; expertis e takes  years  to develop
• Malware s tac ks  defens es : obfus c ation (pac king, s tring/XOR /R C4), anti-

debug (tim ers , env c hec ks ), anti- dis as s em bly (opaque predic ates , CFG 
flattening)

• Manual triage is  s low and c ognitively  heavy, es pec ially  during inc idents

Why s hould we s eek AI  as s is tanc e:
• LLMs  c an s um m ariz e de- c om piled c ode, s ugges t func tion nam es , and 

outline de- obfus c ation s teps
• Goal: c ut tim e- to- ins ight and reduc e analys t workload while keeping a 

hum an in the loop

B a c k g r o u n d  a n d  MO t i v a t i o n



Ghidra (v10.3.2)
• Prim ary R E  environm ent: dis as s em bly, dec om piler, and s c ripting
• S ourc e of truth for c ode navigation, labels , c om m ents , and patc hes

GhidraMCP (plugin)
• B ridges  Ghidra  LLM: s ends  ps eudoc ode/s ym bols /c ontext; returns  s um m aries , 

labels , and draft s c ripts
• I ns erts  AI  s ugges tions  bac k into Ghidra (c om m ents /renam es ) for hum an 

verific ation
Claude (v ia Claude Des ktop)

• LLM us ed for c ode s um m ariz ation, de- obfus c ation s c affolding, and patc h planning 
ideas

• Operated s tric tly  hum an- in- the- loop; all outputs  verified in Ghidra
E nvironm ent &  S upporting Tools

• Windows  V M; repo of E s c alate binaries ; c ons is tent projec t s ettings  ac ros s  runs
• Python for quic k c hec kers /dec ryptors ; m inim al c us tom  s c ripts  to validate LLM 

s ugges tions

T o o l  
O v e r v i e w



• Design: Within -subject comparison on Escalate levels — each solved twice: manual 
baseline vs. LLM -assisted (via GhidraMCP).

• Setup: Windows VM, Ghidra 10.3.2, fixed auto -analysis; each level isolated in its 
own project, binaries unmodified unless patching required.

• Baseline workflow: Auto -analyze → ins pec t s trings /s ym bols  → explore c ontrol 
flow → rec over algorithm  → validate v ia c hec ker/dec ryptor/patc h.

• LLM- as s is ted workflow: S am e s teps  + targeted prom pts  for nam ing, algorithm  I D, 
and s c ript s c affolding; s ugges tions  verified before adoption.

• I ndependenc e: Levels  analyz ed s eparately ; no prior s olutions  s hared; all prom pts , 
outputs , and s c ripts  logged.

• Meas urem ent: Tim e- to- firs t- valid- s olution, c orrec tnes s , and num ber/quality  of 
ac c epted labels  &  c om m ents .

Me t h o d o l o g y



• Prompt construction: Minimal targeted context ( decompiler  slice + addresses); 
explicit tasks (algorithm ID, label suggestions, decryptor  outline); rule: “no 
guesses —cite bytes/addresses.”

• Verification loop: Cross -check in disassembly/ decompiler ; run small Python 
checkers; require intermediate data (keys/offsets) before acceptance.

• Hallucination handling: Treat outputs as hypotheses → tes t im m ediately ; log and 
c orrec t errors  (e.g., key endiannes s ).

• B ias  &  reproduc ibility : Fixed V M/Ghidra s etup; unm odified binaries ; fres h s es s ions  
per level; predefined ac c eptanc e c riteria.

• S afety: CTF binaries  only; no proprietary s am ples ; patc hes  us ed s olely  for 
behavioral validation.

Me t h o d o l o g y



F a s t e r labeling/summarization; 
clearer function roles and data 

flow

F i r s t  h a l l u c i n a t i o n  ( f a b r i c a t ed 
flag) detected via per -byte XOR 

verification

R C 4  c o r r e c t l y  i d e n t i f i e d ; k e y  
e n d i anness fixed after targeted 

prompt → consistent decrypts

S t a t i c  g u i d a nce helped navigate 
anti -debug and anti -disassembly 

regions without immediate dynamic 
runs

U s e f u l  f o r  p atch planning ideas; 
human validation remained 

essential Learning Applications

Early Wins

Level 3

Level 4+

Protections

Upper bound

Results Overview



• L1–L2: Plaintex t flags and named functions (e.g., main, check_password); LLM accelerated 
labeling + explanation

• L3 (XOR): Model inferred XOR but hallucinated a flag; fix = prompt to xor each byte and 
show intermediates

• Outcome: Correct flags recovered; verified by minimal Python checker and in -Ghidra 
inspection

D e e p  D i v e : E a r l y  L e v e l s  L 1 - L 3



• Detection: LLM identified  RC4 state init/keystream generation from decompiler slices
• Issue: Initial key interpretation was wrong endianness → bad output
• Prom pt fix : “Treat key as  little- endian; s how K S A/PR GA s teps  and offs ets ” → valid plaintext
• R es ult: Cons is tent dec rypts  ac ros s  R C4 levels  after endiannes s  c orrec tion

D e e p  D i v e : R C 4  L e v e l s  L 4 +



• Observed: Timin g checks, environment probes, opaque predicates, misleading CFG 
fragments

• LLM help: Highlighted guard branches, suggested bypass points (e.g., condition 
inversion/NOP windows)

• Human step: Validate jump tables/edges; ensure no unintended side -effects before any patch
• Payoff: Reduced time spent wandering protected paths; no unsafe patches accepted

D e e p - D i v e : A n t i - D e b u g  /  A n t i -
D i s a s s e mb l y



E x a mp l e  o f  A s s i s t e d  S o l v e



E x a mp l e  o f  A s s i s t e d  
A n a l y s i s



• LLM- in- the - loop analysis: Ask natural - language questions about 
functions/CFGs to get concise explanations and behavioral 
hypotheses.

• Pattern spotting: Automatically flags RE motifs like string decryption 
stubs, single -byte XOR, RC4-style loops, and checksum/CRC 
routines.

• Refactoring aids: Suggests descriptive function/variable names 
and inserts structured comments to streamline later analysis.

• Prompt → S c ript: Generates  Ghidra Python/J ava s nippets  for 
repetitive tas ks  (e.g., enum erate s trings , renam e by s ignature, 
batc h dec ode).

• Navigation help: S um m ariz es  c ros s - referenc es , c all graphs , and 
data- flow to highlight key paths  (e.g., m ain, c hec k_pas s word).

• Workflow c apture: R ec ords  prom pt–res pons e s es s ions  for export 
as  reproduc ible m ethodology artifac ts .

C a p a b i l i t i e s



• Hallucinations: Plausible but false outputs (e.g., invented flag) → verify  with real 
binary behavior.

• Prom pt s ens itiv ity : S m all phras ing c hanges  alter res ults ; us e dis c iplined 
tem plates .

• S tatic  blind s pots : No runtim e s tate; m us t s upply trac es  for anti- debug or pac ked 
c ode.

• Dec om piler dependenc y: Heavy obfus c ation degrades  guidanc e ac c urac y.

• Context lim its : Large binaries  exc eed token lim its  → analys is  m us t be c hunked.

• R eproduc ibility : R es ults  vary ac ros s  runs /m odels ; s ave trans c ripts  &  us e fixed 
vers ions .

• Latenc y &  c os t: Long prom pts /c ode blobs  s low iterations  and rais e expens e.

• Data governanc e: R is k of data egres s  → enforc e redac tion, polic y c ontrols , audit 
trails .

• V ers ion fric tion: Plugin, API , or Ghidra vers ion m is m atc hes  c an break integration.

L i mi t a t i o n s



• Broaden the corpus: Expand beyond Escalate to real -
world malware, packed binaries, drivers, firmware, and 
APKs.

• Stronger evaluation: Conduct controlled user studies 
measuring time - to-solution, accuracy, edits, and 
cognitive load.

• Hallucination mitigation: Add confidence scores, self -
consistency checks, and verified tool steps with 
provenance tracking.

• Model upgrades: Fine - tune on RE -specific corpora; 
integrate RAG over symbol libraries, crypto patterns, and 
known TTPs.

• Toolchain expansion: Automate Ghidra scripting; add 
IDA/Binary Ninja parity and batch processing for large 
datasets.

F u t u r e  WO r k s



Q & A ?
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