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Our moment in time

2003 2004 2008 2009 2012 2015 2017

1st hacker 
presentation on 
ICS security

1st vulnerability 
disclosure 
affecting a PLC

1st public 
ICS exploit 
code

1st ICS 
seeking 
malware

1st compromise 
of leading ICS 
vendor

1st Power 
outage due to 
cyber attack

1st refinery outage 
due to safety system 
malware



2003: How Safe is Glass of Water?



2004: NATO Conference

For  the  ControlLogix  ENET  module,  the  response  to  
a  DoS  attack  was  different.  It  gave  no  response  to  
a  small  amount  of  data, but  as  the  amount  of  
data  sent  to  it  and  the  speed  of  transmission  
were  increased  it started responding by sending 
arbitrary data. This returned data was not decoded



2009: Stuxnet



2012: Pipeline automation firm Telvent 
Compromised



2015: Ukraine power outage caused by cyber 
attack



2017: Malicious code hits safety system at Saudi 
refinery



2023-2024 Automation Business Cyber Impacts



Pathway to here

Nominal 
Group 
Technique

Strawman Survey Guidance 
DocumentFocus GroupsLit Review

2019 2020 2021 2021-22 2024



Searching for a Standard



Criteria
Curricular Guidance Efforts/Documents Total 

Ys

ABET ENISA GIAC ISA JTF NIST NSA PNNL SF CIE
1. Addresses Industrial 

cybersecurity N Y Y Y N N Y Y Y Y 6

2. Clearly differentiates 
industrial N P P Y N N P N N Y 2

3. Consensus-based Y Y Y U Y N N Y U U 5

4. Qualified participants Y Y Y U Y U U Y U Y 6

5. Publicly available Y Y Y Y Y Y Y Y Y Y 9

6. Includes knowledge P Y Y Y Y Y Y Y Y N 8

7. Justifies knowledge N N N N N N N N N N 0

8. Evidence of empirical 
validation N N N N N N N N N N 0

TOTAL Ys 3/8 5/8 5/8 4/8 4/8 2/8 3/8 5/8 3/8 4/8



Deficiencies to address

• Missing description of what is “OT” or “industrial” cybersecurity
• Missing description of why knowledge items are included
• Missing methodology and raw data that support claim to validity



Strawman



Survey



Survey 
Questions 
Overview

~300 total questions

1. Respondent Background
2. Foundational ICS knowledge

• Five categories
• 41 Topics

3. ICS Cybersecurity knowledge
• Four categories
• 29 Topics

Three Sections

• Rate relevance on a scale of 1-10
• Choose: Keep as is, Change, Remove

For each category and topic



Respondents: New Voices!

0 2 4 6 8 10 12 14 16

Electrical Engineering
Control Systems

Cybersecurity
Other Engineering
Computer Science

Electronics
Business

Information Systems
Unspecified
High School

Mechanical Engineering
Arts/Science

Security Studies
Information Technology

Education

Counts by Degree Field Grouping

723

236

Cumulative Contributor Years of Cybersecurity 
Experience by Focus

Years Control Systems Years IT



Foundational ICS Knowledge

96 Respondents

342 Responses

461 atomized responses

One respondent offered 47 suggestions

45 respondents offered one or two suggestions



Responses for Foundational ICS Knowledge: 
Instrumentation and Control 

Category Topic Count Keep as-is Change title Remove

Instrumentation and Control 93 94% 5% 1%
Programmable control devices 71 99% 1% 0%
Control system software 71 99% 1% 0%
Alarms 71 97% 3% 0%
Operator interfaces 71 97% 3% 0%
Control paradigms 71 96% 4% 0%
Data acquisition 71 96% 3% 1%
Supervisory control 71 96% 1% 3%
Programming methods 70 96% 4% 0%
Process variables 71 94% 1% 4%
Process data historian 71 94% 1% 4%
Sensing elements 71 93% 7% 0%
Control devices 71 93% 6% 1%
Engineering laptop/workstation 71 92% 6% 3%



Disposition of suggestions:
Foundational ICS Knowledge
• Each response reviewed on its own merit 

(without considering respondent background)

• Of the 461 atomized responses, 275 (60%) were incorporated

Final disposition Count
Directly accepted 90
Indirectly accepted 156
Note made in guidance document 29
Referred to cybersecurity section 53
Insufficient detail provided 53
No change 80



Dispositions of Foundational ICS Knowledge

Red == changes due to respondent suggestions
Blue == additions after review of suggestions



Anecdotes for Foundational ICS Knowledge

In cybersecurity it is not necessary to understand process variables, it is 
important to focus on the infrastructure. 

VFDs -- Irrelevant to the cybersecurity discipline.

A cybersecurity hazards assessment it's unnecessary. The only thing 
necessary is the architecture of the ICS. 



Correlation of years in industrial automation and relevance 
scores for categories in Foundational ICS Knowledge

Strawman Category KTb Sig N

Industrial operations ecosystem 0.169 0.036 87

Instrumentation and control 0.106 0.197 87

Equipment under control 0.131 0.103 87

Industrial communications -0.111 0.184 87

Safety 0.196 0.019 87
The TKb value for Safety and Ecosystem met the p value of .05 for statistical significance





Industrial Cybersecurity Knowledge

50 Respondents

154 Responses

266 Atomized responses

One respondent offered 29 suggestions

33 respondents offered one or two suggestions



Select results:
Topics in Common Weaknesses Category

Response
Topic Keep as is Change topic name Remove topic
Indefensible network architectures 65 0 0
Unauthenticated protocols 63 2 0
Unpatched systems 65 0 0
Lack of training 61 3 1
Transient devices 62 3 0
Third party access 62 3 0
Supply chain 60 3 2



Disposition of suggestions:
Industrial Cybersecurity Knowledge
• Each response reviewed on its own merit 

(without considering respondent background)

• Of the 266 atomized responses, 192 (72%) were incorporated

Final disposition Count
Directly accepted 59
Indirectly accepted 106
Note made in guidance document 28
Referred to cybersecurity section 8
Insufficient detail provided 61
No change 4



Dispositions of Industrial Cybersecurity Knowledge

Red == changes due to respondent suggestions
Blue == additions after review of suggestions



Anecdotes for Industrial Cybersecurity 
Knowledge

Process Data Analysis: Irrelevant for cybersecurity. Process and 
control engineers are monitoring the process 24/7.

Remove: Process Hazards and Assessment Based Approaches. 
Irrelevant for cybersecurity.



Strawman Category KTb Sig N
Regulation and guidance 0.099 0.291 68

Common weaknesses 0.148 0.119 68

Events and incidents 0.157 0.095 68

Defensive technologies and approaches 0.008 0.938 68

Correlation of years in cybersecurity and relevance scores for 
categories in Industrial Cybersecurity Knowledge

None of the KTb calculations meet the significance threshold of .05





“And now for the moment you’ve all waiting 
for…”



The Documents

Some errors in explanations have been identified. 
ISA 99 WG 15 has agreed to manage change control



Overview
Essential reference for 
students and educators
3 Sections:
• Environment
• Foundation
• Superstructure

- 125 Pages
- 579 entries
- 7 hierarchical levels



Next Steps
• Need to refine and publish 

OT-centric Roles, KSABs, 
Tasks

• We have proposed an 
updated CAE KU for ICS

• We have worked with NIST 
to advance OT Security 
Engineering Work Role 
now open for comment

• Develop model curriculum 
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