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2006 SFS Graduate Idaho State University (MBA)

2006-2009 Idaho National Laboratory
* Precursor to ICS-CERT
e On first ICS vulnerability disclosure coordination call

2009-2016 Critical Intelligence — iSIGHT — FireEye/Mandiant
* Worlds first CI/ICS threat intelligence company
* Top flight customers
e Acquired by iSIGHT Partners
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Our moment in time

15t vulnerability 15t ICS 15t Power

disclosure seeking outage due to

affecting a PLC malware cyber attack
15t hacker 15t public 15t compromise 15t refinery outage
presentation on ICS exploit of leading ICS due to safety system
ICS security code vendor malware
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2003: How Safe is Glass of Water?

3’&’-”-’"' cad

www.brum2600.net

Things started to get a little more interesting when semi sober we
reconvened to investigate the security surrounding the UKs water
management system. The talk was titled "how safe is a glass of water.” It
was a detailed breakdown of the RF systems that are used by water
management authorities in the UK and how these systems can be
abused, interfered with and generally messed.

The live demonstration included how to monitor the un-encrypted water
management systems and create a denial of service attack. It was also
made clear that additional communication channels using dial up
connections would kick in automatically in the event of such an attack.




2004: NATO Conference

Network Vulnerability Assessment: For the ControlLogix ENET module, the response to
A Multi-Layer Approach to Adaptivity a DoS attack was different. It gave no response to
Professor Ann Miller and Professor Kelvin T. Erickson a small amount of data, but as the amount of
Department of Flectrical and Computer Engineering data sent to it and the speed of transmission
niversity of Missouri — Rolla i ] ] )
Rolla, Missouri 65409-0040 were increased it started responding by sending

USA arbitrary data. This returned data was not decoded

milleran@umr.edu kte@umr.edu




2009: Stuxnet

NYT Article — Jan. 2009

The covert American program, started in early 2008,
Includes renewed American efforts to penetrate Iran’s
nuclear supply chain abroad, along with new efforts,
some of them experimental, to undermine electrical
systems, computer systems and other networks on which
Iran relies. It is aimed at delaying the day that Iran can
produce the weapons-grade fuel and designs it needs to
Ehe New JJork Eimes

produce a workable nuclear weapon.
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2012: Pipeline automation firm Telvent
Compromised
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2015: Ukraine power outage caused by cyber
attack




2017: Malicious code hits safety system at Saudi
refinery
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2023-2024 Automation Business Cyber Impacts

W The Clorox
O Company

R o &N TECHNOLOGY AND lIOT > CYBERSECURITY rl
Updated: Clorox Cyberattack Cost $356 Million e e Manufacturing Is #1in Cyber Attacks for Third
s Straight Year. What Can Be Done?
13y I8 20! @

The bleach manufacturer this week begins the cleanup process to fully repair damage from an
wrtnnls Sver vamavtad im wnid Lvmnes thar slawand meadustinm snd ssncad mendosr ohavtnman

liew All News —

Eighty-five percent of incidents could have been mitigated with patching, multi-factor

Dole Experiences Cybersecurity Incident —




Pathway to here

2019 2020 2021 2021-22 2024
Nominal cuid
Lit Review ———  Group > Focus Groups — >  Strawman > Survey uidance
. Document
Technique

BROOK MORRISON

INDUSTRIAL CYBERSECURITY
STUDENT, ESTEC




Searching for a Standar

A= COMPETENCY MODEL
&= CLEARINGHOUSE

Automation Industry
Competency Model

== | | = | | e |

3 Tt s

Eromen — w40 novioie
Ukt Sttes Cepmimere of Labo s dasis ey

The GICSP:
A Keystone Certification

Skills Framework

for Energy and Power

___A Guide to Occupations and Siills

SKILL#&{W‘E

Cybersecurity Workforce Framework

NIST Special Publication 800-181 *
x
National Initiative for Cybersecurity *
Education (NICE)

This publication is available fiee of chorge from:
btps:/doi org/10.6028 NIST.SP.800-181

enisa

Europ.

#_and information
*  Security Agency.

[Deliverable — 2011-12-09]

e Network

March 2015
i i LR O'Neil FL Creitzer
Protecting Industrial Control Systems tro Pt
Annex . Survey and Interview Analysis DH Tobey PK Pusey

SPSP Phase lll Recruiting, Selecting, and
Developing Secure Power Systems Professionals:
Behavioral Interview Guidelines by Job Roles

CYBERSECURITY
CURRICULA 2017

A Report in the Computing Curricula Series Joint
Task Force on Cyberseeurity Education

Assoclation fo
Computing Machinery

)
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+ Associstion for Computing Machinary (ACM)
* IEEE Computer Sosiety (IEEE-0S)

Information Security and Privacy (AIS SIGSEC)

- International Federation for Informetion Processing Technical
Committee an information Sscurity Education (IFIF WG 11.8)

-

CELEBRATING 20 YEARS WITH THE
CENTERS OF ACADEMIC EXCELLENCE
IN CYBER DEFENSE

2019
I ——

AQT
ABET Approves
Accreditation Criteria
for Undergraduate
Cybersecurity

Programs

NOV 30, 2018

We are proud to announce the approval of our
first program-specific criteria for
cybersecurity at the baccalaureate level.
Programs at the U.S. Air Force Academy, U.S.
Naval Academy, Towson University and
Southeast Missouri State University have




Criteria

1. Addresses Industrial
cybersecurity

2. Clearly differentiates
industrial

3. Consensus-based
4. Qualified participants
5. Publicly available
6. Includes knowledge

7. Justifies knowledge

8. Evidence of empirical
validation

TOTAL Ys

ABET

N

3/8

ENISA  GIAC

Y Y

p P

Y Y

Y Y

Y Y

Y Y

N N

N N
5/8  5/8

Curricular Guidance Efforts/Documents

ISA

Y

4/8

JTF

N

4/8

NIST

N

2/8

NSA

Y

3/8

PNNL

Y
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SF

Y

3/8

CIE
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Deficiencies to address

* Missing description of what is “OT” or “industrial” cybersecurity
* Missing description of why knowledge items are included
* Missing methodology and raw data that support claim to validity



trawman
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Survey

s SkoBaL - Idaho State ML

-w”. ALLIANCE UNIVERSITY Idaho National Laboratory

Introduction Block

This survey will take approximately 20 minutes to
complete




s 300 total questions

e Three Sections

1. Respondent Background

S u rVey 2. Foundational ICS knowledge

¢ Five categories

" e 41 Topics
Qu e St I O n S 3. ICS Cybersecurity knowledge

e Four categories

Overview

mmm FOr each category and topic

¢ Rate relevance on a scale of 1-10
e Choose: Keep as is, Change, Remove




Respondents: New Voices!

Education

Information Technology
Security Studies
Arts/Science
Mechanical Engineering
High School
Unspecified
Information Systems
Business

Electronics

Computer Science
Other Engineering
Cybersecurity

Control Systems
Electrical Engineering

Counts by Degree Field Grouping
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Cumulative Contributor Years of Cybersecurity
Experience by Focus

B Years Control Systems M Years IT
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Foundational ICS Knowledge

96 Respondents

342 Responses

461 atomized responses

One respondent offered 47 suggestions

45 respondents offered one or two suggestions




Responses for Foundational ICS Knowledge:
Instrumentation and Control

Category Topic Count Keep as-is Change title Remove

Instrumentation and Control 93 94% 5% 1%
Programmable control devices 71 99% 1% 0%
Control system software 71 99% 1% 0%
Alarms 71 97% 3% 0%
Operator interfaces 71 97% 3% 0%
Control paradigms 71 96% 4% 0%
Data acquisition 71 96% 3% 1%
Supervisory control 71 96% 1% 3%
Programming methods 70 96% 4% 0%
Process variables 71 94% 1% 4%
Process data historian 71 94% 1% 4%
Sensing elements 71 93% 7% 0%
Control devices 71 93% 6% 1%

Engineering laptop/workstation 71 92% 6% 3%



Disposition of suggestions:
-oundational ICS Knowledge

* Each response reviewed on its own merit
(without considering respondent background)

* Of the 461 atomized responses, 275 (60%) were incorporated

Final disposition Count
Directly accepted 90
Indirectly accepted 156
Note made in guidance document 29
Referred to cybersecurity section 53
Insufficient detail provided 53

No change 80




Dispositions of Foundational ICS Knowledge

Subtopics for Control system components: Sensors & Transmitters, Controllers, Operator
interfaces, Engineering lapteps/werkstations computers, Precess-data-histerians

Application servers, Variable-frequeney-drives Motor controllers (6, 0 blue)

Subtopics for Sensors & Transmitters: Sensors, Transmitters, Units of measure,
Transduction, Principles of Operation, Temperature, Pressure, Level, Flow,
Calibration, Scaling, Meters, Smart instrumentation (11, 9 blue)

Subtopics for Controllers: Relays, Controller hardware, Memory, Input/output,
Program scan, Programmable logic controllers (PLCs), Distributed control
systems (DCS), Remote terminal units (RTUs), Intelligent electrical devices (IEDs),
Protective Relays, Safety Controllers, Soft PLCs (13, 2 blue)

Subtopics for Operator interfaces: Supervisor interface (SCADA HMI), panel-
based/skid-mounted interface (HMI), Human-machine interface design (3, 1
blue)

Red == changes due to respondent suggestions
Blue == additions after review of suggestions



Anecdotes for Foundational ICS Knowledge

In cybersecurity it is not necessary to understand process variables, it is
important to focus on the infrastructure.

VFDs -- Irrelevant to the cybersecurity discipline.

A cybersecurity hazards assessment it's unnecessary. The only thing
necessary is the architecture of the ICS.



Correlation of years in industrial automation and relevance
scores for categories in Foundational ICS Knowledge

Strawman Category KTb Sig N

Industrial operations ecosystem 0.169 0.036 87
Instrumentation and control 0.106 0.197 87
Equipment under control 0.131 0.103 87
Industrial communications -0.111 0.184 87
Safety 0.196 0.019 87

The TKb value for Safety and Ecosystem met the p value of .05 for statistical significance



Compressors
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Industrial Cybersecurity Knowledge




Select results:
Topics in Common Weaknesses Category

Response
Topic Keep as is Change topic name Remove topic
Indefensible network architectures 65 0
Unauthenticated protocols 63 2
Unpatched systems 65 0
Lack of training 61 3
Transient devices 62 3
Third party access 62 3
Supply chain 60 3

N O Ok O O O



Disposition of suggestions:
ndustrial Cybersecurity Knowledge

* Each response reviewed on its own merit
(without considering respondent background)

* Of the 266 atomized responses, 192 (72%) were incorporated

Final disposition Count
Directly accepted 59
Indirectly accepted 106
Note made in guidance document 28
Referred to cybersecurity section 8
Insufficient detail provided 61

No change 4




Dispositions of Industrial Cybersecurity Knowledge

Network Defensive Techniques: Secure Network Architecture, Network Boundaries,
Network Segmentation, Physical Separation (Air Gap), Management of Ports And
Services, ndustrial-Netwerk Process Control Network Firewalls, Process Control
Network Anomaly Detection, Quarantine & Observation, Precess-Bata-Analysis of
Security Data With Process Control Data, Secure Remote Access, Software Defined
Networking, Data Diodes, Wireless Communications Analysis, Deceptive Technologies,
Security-Enhanced ICS Network Communications & Protocols (4 blue, 7 red)

System & Host Techniques: Device Hardening, Device Monitoring, Software/Firmware
Updates, Software Integrity Mechanisms, Passwords & Credential Management,
Physical Security, Hardware Reviews (7 red)

Instrumentation & Control Defensive Techniques: Positive Control, Cyber-Informed
Engineering, Consequence-Driven Cyber-Informed Engineering (CCE), Process Hazards-
Based Approaches, Consequence Red-Teaming, Special Consideration of Safety
Functions, Cyber-Physical Fail-Safes, Controller Security, Analysis of Process Data for
Security Purposes (Historian/SIEM), Sensor/Transmitter Integrity Assurance Mechanisms
(3 blue, 3 red)

Red == changes due to respondent suggestions
Blue == additions after review of suggestions



Anecdotes for Industrial Cybersecurity
Knowledge

Process Data Analysis: Irrelevant for cybersecurity. Process and
control engineers are monitoring the process 24/7.

Remove: Process Hazards and Assessment Based Approaches.
Irrelevant for cybersecurity.



Correlation of years in cybersecurity and relevance scores for
categories in Industrial Cybersecurity Knowledge

Strawman Category KTb Sig N

Regulation and guidance 0.099 |0.291 68
Common weaknesses 0.148 |0.119 |68
Events and incidents 0.157 0.095 68
Defensive technologies and approaches 0.008 |0.938 |68

None of the KTb calculations meet the significance threshold of .05



(Events & Incidents
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“And now for the moment you’ve all waiting
for...”




The Documents
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Overview

Essential reference for
students and educators

3 Sections:
* Environment
 Foundation

* Superstructure

- 125 Pages
- 579 entries

- 7 hierarchical levels

Industrial Operations Environ
“Industrial operations” are generally ct
extending from the extraction of natur|
“Industrial operations ecosystem” refe]
involved in industrial operations. Thes
Professional Context, and Industry Con|

Business Context
“Business context” represents the pery
operations. This can range from a glob;
subsidiaries organized in scores of coul
provisioning system. Relevant key tern]
include but are not limited to Producti
Chain, Supply & Demand, Capital Budgj
Capital, Business Continuity, Regulatiol

Production Operations

Production operations refers to the ph|
Businesses sometimes call this the “pr
includes the production Facilities, prod
personnel who physically make the prd
such as strategy, marketing, sales, huni

Tvs OT

IT means “information technology” an
process data. OT means “operational t|
equipment, along with the instrument:
the physical, real world being controlld
synonymously or near synonymously
automation”, and “process control sys
“OT” encompasses non-industrial cybe
a preferable term in some circumstand

In the late 1990s and early 2000s busir|
technology, precipitating significant ch
operate these technologies. It is impor]
disparate educational preparation, rep

that successfully manage cybersecurity
two groups.

Table of Contents
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Industrial Operations Environmd

Business Context..
Production Operation:
ITvs OT...
Organizational Roles .

Industrial Control Systems Ve
Industrial Control Systems Inte
Industrial Control Systems Owj|
Industrial Control Systems Ma|
Supply Chain...
Supply & Demand ..
Capital Budget & Expense..

Business Continuity
Regulation..
Business Risk.......

Geopolitical Context .
Natural Resources.
National Borders
Technological Development
Critical Infrastructure
Conflicts .
Military
State-Owned Enter
Demographics ...
State Security Service
Capabilities .
Geopolitical risk.

Professional Context.
Professional Roles & Responsibili
Engineer
Technician .
Process Operato
Control Room Operator.

Curricular Guidance: Industrial Cybersecurity Knowledge
Executive Summary

The Challenge

As the wave of digitization subsumes industrial automation smart devices and networks
proliferate both taking advantage of and helping to form complex global supply chains; threats
multiply, requiring adequate preparation of professionals who can securely design, build,
operate, maintain, and dismantle critical cyber-physical systems, and defend such systems from
cyber events and incidents throughout that life cycle.

Historically, professionals who work within industrial automation environments receive vastly
different formal education, report up different chains of command, and are subject to different
performance incentives than those who secure information systems, creating a sharp cultural
and knowledge gap separating disciplines that are now washing together [1].

This document, “Industrial Cybersecurity Knowledge” is intended to provide course authors,
instructors, education administrators, and students with a clear description of what “industrial”
cybersecurity includes that distinguishes it from traditional cybersecurity programs. As such, it
serves as an informative —though not necessarily definitive — glossary.

The document is organized around the analogy of a building with three components: 1) an
environment, 2) a foundation, and 3) a superstructure:

1
~
Environment .—
da

Superstructure

- |
Foundation

Figure 1: Industrial Cybersecurity Knowledge Model

e The Industrial Operations Environment describes the contexts (business, geopolitical,
professional, and industry) within which industrial control systems and industrial
cybersecurity exist.

* The Industrial Control Systems Foundation describes the elements (instrumentation &
control, process equipment, industrial networking & communication, and process safety

Shift supervisor & reliability) that compose an industrial control system.
Plant Manager-..
Chief Operating Officer ....
Ethics
o] ional Security (OPSEC) 8
Workplace Safety 8
Electrical Safety 8

TTSK WITT THLENTIoNaly a00rass e A party DETWasn the




Next Steps

* Need to refine and publish
OT-centric Roles, KSABs,

Tasks

* We have proposed an
updated CAE KU for ICS

* We have worked with NIST
to advance OT Security
Engineering Work Role
now open for comment

* Develop model curriculum

[ ]
KEY ROLE

<

POSITION
DESCRIPTION

CAREER PATHWAY
SYSTEMS SECURITY Federal Cyber Career
ANALYST (461)

Pathways Working
Group

Developed By:

CLEARED
For Open Publication

Dec 21, 2020

November 2020

The job role should be the primary

component to organizing your
workforce.
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KNOWLEDGE  SKILLS ATTITUDES BEHAVIORS

1.2 CORE TASKS

The table below provides a ist of tasks that repre
performance in the 461-Systs

ystem:
role may be expected to perfon

esent the Core, or baseline, expectations for
k role, as well as additional tasks that those in t
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