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Motivation

- Need more effective SETA programs to counter
iInsider threats

- If fear appeals are not effective, then what?¢

- High Protection Moftivation (PM) and Self-Efficacy
(SE) — higher compliance

- How to increase bothe

- Education-based behavioral pedagogy +
data-driven learning methodologies

- Goal: Boost PM & SE using Positive Behavior Supports
(PBS), gamification, and mixed-reality (XR).

(Posey et al., 2015) @
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Research Questions

RQ1: Will a SETA program designed with PBS principles
INncrease protection motivation and self-efficacy,
thereby increasing InfoSec policy compliance?

RQ2: At what infensity of virtuality and gamification will

a SETA program developed in XR increase InfoSec
policy compliance over fraditional methods®e
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Literature Review

- Insider Threat

- Malicious
- Controllable vs Uncontrollable
- Belonging/Environment (PMT)

- Non-Compliant
- SE more mitigating
- Culture impacts insider PM
- Gap: Focus on the connection between PM, SE

and compliance

(Guo et al. (2011), Liang et al. (2016), Sharma & Aparicio (2022), Willison & Warkentin (2013))
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Literature Review

- SETA
- Part of deterrence
- "Key" of security action cycle
- Individualized
- Positive reinforcement over fear

- Social norms
- Feedback loop: Positive reinforcement builds compliance

through iterative learning
- Gap: addressing PM, SETA and SE as a feedback

loop
(Boss et al. (2015), D'Arcy et al. (2008), Johnston et al. (2019), Straub & Welke (1998)) @



Literature Review

- Problem: current SETA focuses on the training itself

- PBS

- Treat the source of the misbehavior

- Positive reinforcement throughout training and
environment

- Meet the learner where they are

- Individualize
Data-driven learning methods

- Gop/Goal PBS implementation of SETA

(Estrada et al. (2022), Kam et al. (2022) Martens & Andreen (2013),Young et al. (2012))
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Literature Review

- Gamification
- Data-driven methodology
- Positive reinforcement (PBS backed)
- Meet the learner where they are
- Interest, immersion — motivation and belonging
(PM)
Possibilities for individualization
- Gc:p Gamification to study effects on PM, SE,

compliance

(Bohné et al. (2022), Dicheva et al. (2015), Li & Chu (2021))
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Literature Review

- Virtualization
- Trend: simulation-based training
- Data-driven methodology
nterest, immersion — PM
ncrease humanness of the fechnology
Possibility of Individualization

- Gc:p Virtualization of SETA simulations, effect
on PM, SE, compliance

(Lankton et al. (2015), Patel et al. (2020), Zhang et al. (2020))

s &\



Research Model
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Figure 1: Nomological Model



Hypotheses

H1: PM as measured by belonging increases
nformation Security policy compliance.

H2: SE increases Information Security policy
compliance.

H3: SE positively affects PM.
H4: Positive Behavior Supports positively affects PM.

H5: Positive Behavior Supports positively affects
compliance.
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Hypotheses

Hé6: Gamification of training positively affects the user’s
PM.

H7: Gamification of training positively affects the user’s
SE.

H8: Gamification of training positively affects
compliance.
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Hypotheses

H9: XR simulation training positively affects a user’'s PM.

H10: XR simulation training positively affects a user’s SE.

H11: XR simulation fraining positively affects a user's
compliance.
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Discussion (Proposed Methodology)

- Pretest survey: Rating of PM(Belonging)/SE/Intentions
to Comply

- 2X2X2 experiment
- Mix of high/low of the variables PBS, Virtualization,
Gamification

Posttest survey: Repeat of pretest plus evaluation of
SETA effectiveness

Longitudinal Action Research
- Implement “most effective” combination as well as PBS
training
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Expected Contributions

Theoreftical:

- Address environment as a factor in compliance

- Bridge gap between educational theory and SETA,
test combinations of consfructs

Practical:

- Give IS Managers an implementation of SETA that
addresses all insiders by increasing PM and SE.

(Chan & Wei (2008), Kam et al. (2022))
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Questions?

Thank_Yo'u l
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