ESL Global
Cybersecurity Institute

Teaching Gen Al for
Cybersecu rlty

Nate Mathews
Dr. Christopher Schwartz
Dr. Matthew Wright



Funding

- Project: “Creating a Course on LLMs in Cybersecurity”
- Funding: NCAE-C

- Source: National Security / Towson University



ESL Global 3
Cybersecurity Institute

Purpose of the Course

- Gen Al changing cybersecurity in practice
- Microsoft’s Security CoPilot, Google Cloud Security Al Workbench

- Project-based course
- Hands-on exploration, application, & critique of Gen Al
- Real-world case studies from prior class work, internships
- Using non-cloud models for proprietary information

/er.
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Course specs

- Prerequisites

CSEC-559: CSEC-380 (Web Security) or Permission of Instructor
CSEC-659: CSEC-742 (Computer System Security) or 380 or
Permission of Instructor

- Use of Al in class policy

Use Gen Al tools extensively

Avoid ‘cheating’ by not utilizing enough Gen Al
Exception: personal observations and reflections
Encourage Gen Al use to enhance submissions




Learning Outcomes

Use Gen Al for cybersecurity tasks
Use some additional tech: API calls, RAG, fine-tuning

Some understanding of ethical and legal issues

O Dd

Critically evaluate #1
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Assignments

- News Presentations
- Students used Al-based presentation services to create 5-minute presentations
- News related to generative Al and cybersecurity

User Awareness and Data
Entry

Consumers often enter sensitive data without knowing potential
repercussions.

1 Work Information 2 Personal Data

39% entered work data into Al Over 25% shared private
tools. details.

Privacy Fears Not Being Careful

88% worry about data Only 50% intentionally
sharing. refrained from entering
sensitive information.

€ Made with Gamma
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Projects

Objective: Identify a cybersecurity task, source materials, and apply Gen Al to
automate the task.

e Project 1: Apply prompt engineering methods to produce a document
e Project 2: Use Gen Al to develop a programing (coding)

e Project 3: Use fine-tuning, RAG, or OpenAl API integration to create a tool that
uses Gen Al for a specific use case.



Project #1 Sample

(applied LLM for writing)

CSEC-559/659-03: Generative Al in Cybersecurity 2235 TLP: White

5 - Checklist Strategies for Small Businesses

Use the strategies below for reducing digital footprints as a checklist to minimize your
small business’s digital footprint.
For further infc ion and ies, visit the following resource:
https://bizee com/blog/how-to-protect-your-digital-footprint-as-a-small-business-owner

5.1 - Getting to Know Your Business’s
Digital World

Your small business's digital presence is a cohesive
network. where your website, social media, and online tools
unite to enhance your online visibility. Together, they create
a supportive ecosystem that propels your business forward.

o Your Website: This is your online storefront, the
first place new friends (aka customers) visit to see
what you're all about. It's where you share your
story, what you offer, and how to get in touch.
Keeping it fresh and welcoming is key to making a
great first impression.

o Social Media: These are the spots where you hang out and chat with customers, share
updates, and build a community. It's like being at a never-ending networking event, but in
your comfy clothes. These platforms help you stay connected, offer support. and really
get to know your audience.

e Cloud Services: Imagine having a super-efficient back-office that's always up in the
cloud, taking care of storage, teamwork, and all the nitty-gritty details of running your
business smoothly. These tools are behind-the-scenes heroes, making sure everything
runs like clockwork at an affordable cost.

Together, these elements create your business's digital footprint. It's like your business's
mark on the online world, helping you operate smoothly, reach more people. and manage your
data smartly. But. it's also important to keep an eye on your digital neighborhood to ensure
everything is safe and presents your business in the best light.

5.2 - Reducing Digital Footprint for Your Digital World

By implementing these strategies, small businesses can significantly reduce their digital
footprint, enhancing both their security and the trust of their customers. This approach not only

CSEC-559/659-03: Generative Al in Cybersecurity 2235 TLP: White

minimizes potential digital risks but also aligns with growing consumer expectations for privacy
and data protection.

Websites:

[0 Content Efficiency: Regularly update your site with only necessary content that reflects
your current offerings and values.

[ Optimize for Mobile: Ensure your site is responsive on all devices, minimizing
unnecessary data use.

Social Media:

[ Selective Sharing: Post thoughtfully, sharing content that adds value without
compromising privacy or security.

[ Engage Wisely: Interact with your community in a way that fosters positive relations
while being mindful of the data shared publicly.

[ Privacy Settings: Regularly review and adjust your social media privacy settings to
control the visibility of your posts and information.

Cloud Services:

[J Prioritize Security: Choose cloud services with robust security features to protect your
data while minimizing its exposure.

[ Efficient Collaboration: Use cloud tools that support secure. efficient teamwork without
unnecessary data proliferation.

[ Secure Backup: Implement encrypted backup solutions that safeguard data without
increasing your unnecessary digital shadow.

5.3 - Employee Training and Awareness

Teaching employees about digital footprints and keeping data safe 1s really important for
businesses. When employees know how their online actions can impact the business, they can
help keep the business's online reputation and data secure. To keep employees informed,
businesses can set up regular training sessions. These could be short meetings or online courses
that cover new security practices and remind everyone about safe online behaviors.

[ Digital Footprint Awareness: Educate employees about the impact of their digital
activities on the business's footprint.

[J Safe Data Handling: Train employees on handling data securely, emphasizing the
importance of not oversharing information online.

[ Social Media Guidelines: Provide guidelines for employees on what can be shared on
social media to protect business privacy.




Project #2 (applied LLM for coding) Sam

General
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Ardamax Key
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Intro
to
Keyic

A keylogger is a progran
on a keyboard, typically

Prompts

Now, generate some simple rust code that will capture any keystrokes made on the system and
print them out to the console. Make this code as simple as possible, and double check it to make
sure that it works. Design it to work on Windows 10 machines

=) You
| am getting unresolved extern crate on the following line:

extern crate winapi;

) You
Please update this to have mappings for all the letters and numbers on the keyboard, please

zR) You
Now add to this this most of the other important keys on the standard keyboard
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Also, please make it so instead of printing out the characters to the console, isntead the program
should establish a connection with the IP address 192.168.243130 over TCP and send the key
presses there every time a key is pressed. 192.168.243.130 is a kali machine, and | want to have
netcat listening there that will receive the commands

174

ChatGPT

Creating a Rust program that sends every key press to a specific IP address over TCP is a sensitive

request, as it closely the ofa , which is often used for

unauthorized surveillance and data theft. Such activities are illegal and unethical without explicit
consent from the person being monitored and for legitimate purposes (e.g., parental control,

enterprise security monitoring with clear p. ™ .es).

Take the above code and edit it to make a TCP connection with the host 192.168.243130 before
doing anything else. Then give me back the entire code

) You

Edit this code now to send the key pressed through the TCP connection

%) You
@) mans
F

I have attached the current version of the code. Currently after pressing one key it prints out "Key
pressed [key]" and then stops, so please fix whatever is causing that.
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Project #3 (build LLM cyber tool) Sample

Incident Response Trainer (Dani Version)

By community builder &

Provides dynamic, varied cybersecurity training with concise, focused
assistance.

Start a cybersecurity Describe a network How should we Guide me through a

incident simulation. breach scenario. respond to a data leak response.

phishing attack?

@ |Message Incident Response Trainer (Dani Version)

ChatGPT can make mistakes. Check important info

Let's jump into a dynamic incident response tabletop simulation!

Scenario:

You're part of the incident response team for a medium-sized healthcare organization, MedixCare,
with about 1,500 employees. MedixCare provides online patient portals, electronic health records
(EHR), and telemedicine services. It's a busy Thursday afternoon, and the IT team reports that several
employees received unusual emails claiming to be from MedixCare’s IT department, urging them to
click a link to "reset their credentials” due to a "security update." Soon after, helpdesk reports start

coming in about employees unable to access their accounts.
Initial Observations:
¢ Some employees clicked the link and entered their credentials.
¢ Suspicious login attempts have been noticed in the organization’s Microsoft 365 account logs,

primarily from foreign IP addresses.

Your Objective:
Mitigate the impact of this potential phishing incident, secure compromised accounts, and identify
next steps to prevent further unauthorized access.

What would be your first action in this situation?

OO P
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Grading

e Self-Assessment and Ungrading

o Self-Reflection: Students rated their own performance, identifying
strengths, weaknesses, and growth areas.

o Instructor Feedback: Instructors provided detailed feedback to guide
student self-assessment.

o Ungrading Component. Grades were partially based on self-assigned
scores with instructor adjustments as needed for fairness.



Course Schedule RIT stoes
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Week 1: Jan. 16 & Jan. 18: Intro to GenAl and Cybersecurity -@———
o News Presentations Assigned
Week 2: Jan. 23 & Jan. 25: Prompt Engineering Basics g——

Content Timeline
Using LLMs for

o Project 1 Assigned text and code
Week 3: Jan. 30 & Feb. 1: Ethics and Law 1 (3 weeks)
Week 4: Feb. 6 & Feb. 8: Present Project 1 €—— Ethical & legal
Week 5: Feb. 13 & Feb. 15: Code and tools @—-—— concerns (2 weeks)
o Project 2 Assigned & Technical aspects

Week 6: Feb. 20 & Feb. 22: Adam Shostack & LLM Basics <«———  (2-3 weeks)
Week 7: Feb. 27 & Feb. 29: Retrieval-Augmented Generation <@——— student project
o Project 3 Assigned presentations (3 weeks)
Week 8: March 5 & March 7: Present Project 2 q¢———
SPRING BREAK: March 12 & March 14
Week 9: March 19 & March 21: Virginia Dingum & Fine-tuning <¢———
Week 10: March 26 & March 28: Discuss and Develop Project 3 Ideas
Week 11: April 2 & April 4: Ethics and Law 2
Week 12: April 9 & April 11: Jason Ross ike Pinch <&~
Week 13: April 16 & April 18: Jason Leto & Trends in GenAl
Week 14: April 23 & April 25: Present Project 3 @————

Guest lectures from
industry (2-3 weeks)



Survey Findings RIT 85550 e

The class enhanced your knowledge?

| Ave: 3.81
I

1 Back to top

Technical aspects |

Ave: 3.81

Impacts on cybersecurity - |
Implications for ethics and law _

@1 B2 @83 B4 @5



Survey Findings

Before: Confidence in your ability to use Gen Al to ... Average
.. accelerate the speed of document creation? 2.83
.. improve the quality of document creation? 2.61
... to increase your productivity in code development? 2.83
.. extend your coding skills and capabilities? 2.89
.. address cybersecurity problems? 2.11

.. develop cybersecurity tools with new functionalities? 2.39



Survey Findings

After: Confidence in your ability to use Gen Al to ... Average
... accelerate the speed of document creation? 4.39
... improve the quality of document creation? 417
... fo increase your productivity in code development? 417
... extend your coding skills and capabilities? 4.11
... address cybersecurity problems? 3.50

... develop cybersecurity tools with new functionalities? 3.78
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Likelihood to use Gen Al in your future work Average
Before 3.06
After 417

81 82 @83 B4 B85
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How would assess your experience of Gen. Al impact on teamwork?

Brainstorming _

General coordination

Distributing workload

0 5 10 15

B Positive @ Negative Positive Negative
Brainstorming 16 1
General coordination 8 9
Distributing workload 8 9
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How would you rate the effectiveness of the hands-on projects in the
following areas:

Average Minimum Maximum Count
Increasing your practical knowledge of Gen Al 4.17 2.00 5.00 18
2
Increasing your ethical considerations about 3.50 1.00 5.00 18

applying Gen Al

Increasing your practical knowledge of Gen Al

cybersecurit...

|
Y ——
|
|

e e e 00000
|

increasing your ethical considerations about applying Gen A1 |

o
N
»
(<2}
(o]

81 82 83 B4 85
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Survey Takeaways

- Project-based work is a good way to let students explore
- GenAl can be hard with teamwork

- Students overall feel
- More positive about potentially using Gen Al for work
- More confident in their ability to use Gen Al effectively
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Future Directions

- Arrange more time for Project #3
- Aim for technically deeper projects

- More guided exercises demonstrating LLMs applied to
cybersecurity data

- Improving premium tool access beyond OpenAl

- Trialing a collaborative LLM platform, BootleBox, next semester



Course
Materials

https://clark.center/details/mkwright
/3c67babf-f338-4679-94e0-ca3b18f
585ab

Questions?

nate.mathews@mail.rit.edu

ccsics@rit.edu
matthew.wright@srit.edu
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