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Funding
- Project: “Creating a Course on LLMs in Cybersecurity”

- Funding: NCAE-C

- Source: National Security / Towson University
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Purpose of the Course
- Gen AI changing cybersecurity in practice

- Microsoft’s Security CoPilot, Google Cloud Security AI Workbench

- Project-based course
- Hands-on exploration, application, & critique of Gen AI
- Real-world case studies from prior class work, internships
- Using non-cloud models for proprietary information
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Course specs
- Prerequisites

- CSEC-559: CSEC-380 (Web Security) or Permission of Instructor
- CSEC-659: CSEC-742 (Computer System Security) or 380 or 

Permission of Instructor

- Use of AI in class policy
- Use Gen AI tools extensively
- Avoid ‘cheating’ by not utilizing enough Gen AI
- Exception: personal observations and reflections
- Encourage Gen AI use to enhance submissions
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Learning Outcomes
1. Use Gen AI for cybersecurity tasks
2. Use some additional tech: API calls, RAG, fine-tuning
3. Some understanding of ethical and legal issues
4. Critically evaluate #1
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Assignments
- News Presentations

- Students used AI-based presentation services to create 5-minute presentations
- News related to generative AI and cybersecurity
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Projects
Objective: Identify a cybersecurity task, source materials, and apply Gen AI to 
automate the task.

• Project 1: Apply prompt engineering methods to produce a document

• Project 2: Use Gen AI to develop a programing (coding)

• Project 3: Use fine-tuning, RAG, or OpenAI API integration to create a tool that 
uses Gen AI for a specific use case.
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Project #2 (applied LLM for coding) Sample
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Project #3 (build LLM Cyber tool) Sample
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Grading
• Self-Assessment and Ungrading

o Self-Reflection: Students rated their own performance, identifying 
strengths, weaknesses, and growth areas.

o Instructor Feedback: Instructors provided detailed feedback to guide 
student self-assessment.

o Ungrading Component: Grades were partially based on self-assigned 
scores with instructor adjustments as needed for fairness.
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Using LLMs for 
text and code 
(3 weeks)

Ethical & legal 
concerns (2 weeks)

Technical aspects 
(2-3 weeks)

Student project 
presentations (3 weeks)

Guest lectures from 
industry (2-3 weeks)

Content Timeline
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The class enhanced your knowledge?

Ave: 3.81

Ave: 3.81

Ave: 4.0
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Survey Findings
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Survey Findings
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How would assess your experience of Gen. AI impact on teamwork?
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How would you rate the effectiveness of the hands-on projects in the 
following areas:
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Survey Takeaways
- Project-based work is a good way to let students explore

- GenAI can be hard with teamwork

- Students overall feel
- More positive about potentially using Gen AI for work
- More confident in their ability to use Gen AI effectively
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Future Directions
- Arrange more time for Project #3

- Aim for technically deeper projects

- More guided exercises demonstrating LLMs applied to 
cybersecurity data

- Improving premium tool access beyond OpenAI

- Trialing a collaborative LLM platform, BootleBox, next semester
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https://clark.center/details/mkwright
/3c67ba6f-f338-4679-94e0-ca3b18f
585ab 

Course 
Materials

Questions?
nate.mathews@mail.rit.edu
ccsics@rit.edu 
matthew.wright@rit.edu

https://clark.center/details/mkwright/3c67ba6f-f338-4679-94e0-ca3b18f585ab
https://clark.center/details/mkwright/3c67ba6f-f338-4679-94e0-ca3b18f585ab
https://clark.center/details/mkwright/3c67ba6f-f338-4679-94e0-ca3b18f585ab
mailto:nate.mathews@mail.rit.edu
mailto:ccsics@rit.edu
mailto:Matthew.wright@rit.edu

