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AI has Worsened Existing Social Issues

• Large language models (LLM) can automate hate speech, 

toxic language and disinformation

• StableDiffusion and DALL E can create realistic-looking

non-consensual intimate images of women celebrities and 

social media users

• ChatGPT can compound social problems of fairness and 

ethics



Efforts to Prevent GenAI-generated Harm 

• Heightened anxiety and unease among governments, nations, and 
the research community

https://www.reuters.com/technology/italy-data-protection-
agency-opens-chatgpt-probe-privacy-concerns-2023-03-31/

https://www.washingtonpost.com/technology/2023/06/21/ai-
regulation-us-senate-chuck-schumer/

https://www.whitehouse.gov/briefing-room/statements-releases/2023/05/04/fact-sheet-biden-
harris-administration-announces-new-actions-to-promote-responsible-ai-innovation-that-protects-
americans-rights-and-safety/

https://www.tooltester.com/en/blog/chatgpt-survey-can-
people-tell-the-difference/



Motivation

• Interdisciplinary Lens: Need to engage students by integrating AI 
and social cybersecurity through an interdisciplinary approach

• Experiential Learning: Need Hands-on learning

• Diversity: Need to cater to a diverse audience

Lack of Education Materials



Our Approach

• Education Platform that integrates AI and social cybersecurity 
through an interdisciplinary approach

• Our Approach:
• AI-based socially-relevant cybersecurity hands-on labs and education 

materials
• In-depth understanding of social security problems and AI techniques 

through their own experimentation
• Hands-on labs cover different dimensions of AI-based 

cyberharassment detection systems and demonstrate the interplay 
between AI and cybersecurity: 
• AI for social cybersecurity
• Vulnerabilities and social issues in AI algorithms



Research Questions
RQ1: How can AI-centered social cybersecurity education be enhanced 
for a diverse audience?
• Easy-to-use Learning Platform:

• Labs based on PyTorch using the Jupyter Notebook on Google Colab
platform

• Dual role of AI in social cybersecurity:
• Labs 1-3 focus on how AI can be used to defend against social cybersecurity 

problems
• Labs 4-6 focus on how AI could cause or exacerbate these problems



Research Questions
RQ2: What is the effectiveness of the novel learning platform in 
teaching AI-centered social cybersecurity concepts?
• Large-scale user study:

• Students' understanding of AI-based social cybersecurity issues and their 
mitigation

• Enthusiasm and interest in the topic before and after doing the labs

• Use these results to measure the effectiveness of our learning platform in 
achieving our education goals



Lab Module Overview

• Labs consist of six lab modules that cover four dimensions of AI 

cybersecurity:

• Positive use of AI for detecting cyberharassment and cyberbullying

• Vulnerabilities of AI-classifiers for cyberharassment detection and 

negative use of AI (e.g., deepfakes) in engendering cyberharassment

• Social issues in AI models for cyberharassment detection (e.g., bias, 

fairness, and trustworthiness)

• Strengthening AI models for robust cyberharassment detection



Hands-on Labs

• Lab 1: AI for Text-based Cyberbullying Moderation

• Lab 2: AI for Multimodal Cyberbullying Moderation

• Lab 3: Interpretability of AI for Cyberbullying Detection

• Lab 4: Adversarial Attacks on Harmful Image Detection

• Lab 5: Disparity in AI-based Cyberharassment Models

• Lab 6: Debiasing AI-based Cyberharassment Models



Example Lab Module

Screenshot of Lab 1 on the Google Colab platform

The lab module consists of four steps:
• a brief introduction 
• a broad presentation of general machine

learning knowledge
• an introduction to cyberbullying and 

automated cyberbullying detection
• the steps to launch the AI-based 

cyberbullying detection on the 
Google Colab platform



Case Study of Text-based Cyberbullying Detection 
Lab

• We conducted pilot studies using Lab 1 and 
Lab 2 at N.C. A&T (the nation’s largest HBCU) 
and Clemson University

• 201 students participated in our user study, 
including 123 male students and 78 female 
students, among which 58 participants were 
African American students

• we conducted both pre-survey and post-
survey on the Qualtrics platform

N.C. 
A&T

Clemson 
University

Number of participants in our pilot studies

Demographics of students who participated



Post Survey

Post survey results of both CS and Non-CS Students Show Improvement in Understanding AI 
Social Cybersecurity

CS Students Non-CS Students 



Effectiveness Analysis for CS Students

The designed labs are effective in enhancing the knowledge of Computer Science students in 
the areas of security



Effectiveness Analysis for Non-CS Students

Marked improvement in the average knowledge scores across each question for non-CS 
students



Conclusion

• Open learning platform for AI-centered social cybersecurity

• AI to detect cyberharassment, as well as cybersecurity issues 

instigated by AI 

• Improved student understanding 



Thank you !

Keyan Guo, 
PhD Candidate

keyanguo@buffalo.edu

Davis Hall,
Buffalo, NY 14260,
United States



Survey Questions
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