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Abstract
• Cybersecurity competence has become a strategic focus for all types of 

organizations (large, small, for profit, nonprofit)
• Non-profits have unique challenges addressing cybersecurity readiness due 

to limited budgets and manpower
• Inadequate defenses make non-profits particularly vulnerable to 

ransomware, DDoS attacks and phishing attacks
• The problem is amplified for rural non-profits who have minimal/limited 

access to staff proficient in cybersecurity knowledge and skills
• We have developed a cybersecurity assessment process to ascertain key 

needs and weaknesses in cybersecurity
• We aim to offer “best practices” and content that can be easily implemented 

within budget and staff constraints
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Introduction
• Over 1.3 million non-profit organizations (NPOs) operating in the US
• >92% are small, community-based, and serve local needs
• They collect and store incredibly sensitive data about their donors 

and volunteers which may include:
o Health records
o Social security numbers
o Personal information
o Confidential emails
o Resources
o Billing information

• Lack of enforced safeguards and cybersecurity readiness results in 
vulnerabilities and threats for NPOs
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Introduction
Recommended focus areas 
• Applying current security standards to online donation forms
• Securing peer-to-peer donations without NPO connection
• Complying with security, authentication, and dispersal compliance
• Address security and access to the technology ecosystem
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Introduction

Overall cloud services usage

+50%

Threats from external actors

+630%

55.6% of NPOs do not require multi-factor authentication
(Source: Center for Rural Pennsylvania, https://www.rural.pa.gov/)

Data access and breach procedures

+47%

McAfee Cloud Adoption and Risk Report 2020

https://www.rural.pa.gov/
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Discussion of survey to be used
• Research team met weekly to discuss this initiative
• Compile potential survey questions in Microsoft Teams document
• Went through multiple iterations to categorize questions and fine tune wording
• Survey questions cover eight key areas: 

1) Internal vs. External IT services and resources 
2) Website security 
3) IT and Security budgeting 
4) Current risk environment 
5) Business continuity/disaster recovery plan 
6) Physical security 
7) Logical access control 
8) Inventory 
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Discussion of survey to be used
Challenges Approach

Surveys will be filled out by individuals with varying 
levels of cybersecurity expertise

• Limit excessive technical jargon
• Provide additional verbiage inline with question 

or include hover text to clarify question
Respondents may have limited knowledge about 
IT/cybersecurity policies 

• Include “I don’t know” response option with 
“Yes/No” questions

Determining how many open-ended questions to 
include to keep respondents engaged with survey

• Converted some open-ended questions to 
multiple-choice questions

Choosing right tool for survey development and 
dissemination

• Qualtrics will be used as survey instrument
o Chosen over Google Forms and Microsoft 

Forms
o Flexibility in implementing conditional logic 

to determine which questions are displayed
o Extensive analytics capability
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Identifying Rural PA Non-profits
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Identifying Rural PA Non-profits

Dauphin County
• Entire county designated as 

urban in 2020 US Census map
• Only a portion of southern half 

of county is urban
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Identifying Rural PA Non-profits
Three primary websites consulted for information
• Center for Rural Pennsylvania

• Provides breakdown of urban vs. rural municipalities by county 

• TaxExemptWorld.com
• Lists nonprofit organizations by county with address

• Pennsylvania Department of Community and Economic Development
• Use nonprofit address info from TaxExemptWorld.com to lookup municipality

Key final step is to identify one or more primary contacts to target for our 
survey instrument
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Identifying Rural PA Non-profits
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Survey Dissemination and Analysis of Data
Desktop Mobile



CISSE 2022 / 26th Colloquium
Addressing the Cybersecurity Issues and Needs of Rural Nonprofit Organizations

Example of Survey Coverage
Category Questions Goals

1) Internal vs. External IT 
services and resources 

Are IT services and resources 
managed internally or by a third-party?

Helps us assess challenges of 
maintaining adequate support to secure 
organization

2) Website security Determine existence of website and 
how it is being used to conduct 
nonprofit-related interaction with 
public

Determine whether right level of support 
is involved in hardening site and related 
host technology

3) IT and Security 
budgeting

Determine percentage of operating 
budget that goes toward IT and what 
percentage of that goes toward 
securing organization’s assets

Compare spend between FPOs and NPOs 
and determine whether there is 
correlation between under-funding and 
threat risk

4) Current risk environment Determine NPOs confidence in their 
cybersecurity measures to protect 
them against an attack/breach

Determine which NPOs are more 
prepared to handle disruptions resulting 
from cyber incident
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Example of Survey Coverage
Category Questions Goals

5) Business 
continuity/disaster 
recovery plan

Determine whether NPO has a plan 
for sustaining operations outside of 
their primary work location

Helps us determine how well prepared each 
rural non-profit is able to recover from a 
major disaster or a cyberattack

6) Physical security Assess what measures have been 
taken to secure the physical facilities 

Look for any gaps in any controls that expose 
vulnerabilities that need to be addressed

7) Logical access control Determine how rural non-profits have 
implemented authentication and 
authorization within the organization

Looking for gaps in controls placed on 
application systems and data regularly 
accessed by employees, whether two-factor 
authentication is used, and existence of 
bring-your-own-device (BYOD) policy

8) Inventory Determine whether an up-to-date 
record of IT assets exists

Identify whether assets are active/inactive, IT 
audit frequency, and acceptable use policy 
enforcement
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Continuing Work and Conclusions
• Our continuing work will deliver specific strategies, techniques, and 

procedures that non-profits can use to strengthen their cyber 
posture within their limited resource constraints

• Our preliminary best practices focus on best practices for small 
businesses including sound cyber hygiene practices, educating 
employees, and preparing for incident response that we will further 
tailor for non-profits after completing our data analysis phase

• We also seek consideration for our paper to be reviewed and 
published in the Kennesaw Journal of Undergraduate Research
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Acknowledgements
Commonwealth Campus Center Nodes (C3N)
• Build collaboration between University Park-based research centers and 

Commonwealth Campus faculty nodes
• Hubs for conducting cutting-edge research in a given technical area, 

resulting in high-impact journal publications and multi-million-dollar 
external funding

Center for Cyber-Security, Information Privacy, and Trust
• Detect and remove threats of information misuse to the human society: 

mitigate risk, reduce uncertainty, and enhance predictability and trust.
• Produce leading scholars in interdisciplinary cyber-security research.
• Become a national leader in information assurance education
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Thank you for the opportunity to 
present our paper!
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