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“Cloud Range is ahead 
of the game.”

- Joey Johnson, CISO, 
Premise Health

“Cloud Range has 
revolutionized 
cybersecurity training.”

- Cybercrime Magazine

Cloud Range Manufactures ExperienceTMABOUT CLOUD RANGE

Our customers: Enterprise Security Teams, MSSP, Military/Government, Colleges/ Universities, Utilities, Workforce Development



CYBER SIMULATION 
IN HIGHER ED IS A 
NEW CATEGORY.



Military Roots
Practice Environment
Physical Place
Incident Response Events
Sandbox/Testing Environment
Red Team/ Pen-testing 
Product Testing 
Cyber Defense Training
Individual Learning Assessments/Reporting

WHAT IS A CYBER RANGE/SIMULATION?



The number of cyber attacks 
are growing, but there are not 
enough skilled and 
experienced people to detect 
and respond to the threats. 

PROBLEM #1: The Growing Skills Gap



Industry certifications, academic 
certificates and degrees are only 

theory based

Manufacturer product certifications 
are only technical (i.e. how to 

build the engine) 

EXPERIENCE HAS 
BEEN MISSING

“How to fly the plane”

PROBLEM #2: The Experience Gap



Flight simulators give pilots the opportunity to be prepared for every condition when flying.  
Just like flying a plane, on the job training is not possible for cyber defenders.  

PROBLEM #3: “On-the-Job” Training is not an Option



PROBLEM #4: The Disconnect



PROBLEM #5: Cybersecurity changes every day



LEARNER SIMULATION LIFECYCLE

ASSESS LEARN DEMONSTRATE QUALIFY PERFORM



HOW DO WE SOLVE IT?



WHAT IS SIMULATION?

vs



vs

WHAT IS EFFECTIVE SIMULATION?



THE ELEMENTS OF A CYBER RANGE PROGRAM?



Utilizing the NICE Framework
● NICE CyberSecurity 

Workforce Framework 
Aligned

● Direct mapping of KSA’s to 
actionable and measured 
activities



BAY PATH CASE STUDY



THE SOLUTION 



PEOPLE         PROCESSES   

TECHNOLOGY
Environment & Tools

ELEMENTS OF SIMULATION



Environment customized to mimic your SOC environment  
ELEMENT OF SIMULATION: TOOLS



Apache Shutdown
Web Defacement
SQL Injection
Trojan Data Leak
Java NMS Kill
Killer Trojan
Java Send Mail
Dragonfly
Fileless Technique
DDOS SYN Flood

Ransomware
Trojan Share PE
WMI Worm
DDOS DNS
DB Dump via FTP Exploit
WordPress Blue Bad Plugin
SQLi Domain Hijacking
Corporate Espionage
Supply Chain Attack
and more … 

Cyber Attack Scenario Examples  
EXAMPLE CONTENT



METRICS



“A successful cyber 
range program 
requires more than 
just world-class 
technology.”

PROGRAM STRUCTURE



METRICS & REPORTING



BIG PICTURE BENEFITS TO INSTITUTIONS

● Increased employment rate for graduates

● Increased competitive advantage over other institutions

● Market positioning: become the center of a cybersecurity 
ecosystem

● Ensure curriculum stays current



THANK YOU 
dgordon@cloudrangecyber.com

www.cloudrangecyber.com 


