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PARADIGM SHIFT 
in crime
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Hacking is Becoming the New Face Of…

Espionage Organized CrimeTerrorism



The Cybersecurity Skills Gap
WHY BUILDING STRONGER SKILLS IS CRITICAL TO MAKING THE WORLD A SAFER PLACE
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CyberSecurity Skills Gap by the Numbers
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Cybersecurity Career Awareness
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Dispelling the Myth of Roles in Cybersecurity

 Computer Scientists, Computer Engineers

 Network Engineers

 Data Scientists

 Software Developers and Designers

 Graphic Designers

 User Interface Designers

 MBA’s

 Lawyers

 Writers

 Project Managers



Visit http://ibm.com/security/ciso to download the report

Read the blog at Securityintelligence.com

http://ibm.com/security/ciso
https://securityintelligence.com/closing-the-cybersecurity-skills-gap-with-a-new-collar-approach/
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The difficulties don’t end at raw numbers
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So what is New Collar?

New Collar is about skills, not degrees. If you have the right skills, 
there's a career for you at today's IBM.
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There are many potential partnerships we can engage in to 
improve the cybersecurity talent pool



12 IBM Security

HE IS A …
PhD Student 
LOOKING FOR AN 
Industry 
Fellowships

SHE IS A …
University 
Researcher
LOOKING FOR
Research 
Grants

HE IS A …
Community 
College 
Student
LOOKING FOR
Industry
Credentials

SHE IS AN …
College
Alumni
LOOKING FOR
Start-up Use 
Case Ideas

HE IS A …
University 
Professor
LOOKING TO
Curriculum
Resources

SHE IS A …
Undergrad 
Student
LOOKING FOR
Cutting-edge 
Skills

SHE IS A …
Teaching 
Assistant
LOOKING FOR
Cloud 
Access

What do they all have in common?
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Developing a World 
of Life Long Cyber 
Learners… Incorporating Industry Cyber 

Security Resources In Education to 
Reduce the Skills Gaps

• Access to leading industry resources 

• Includes on-line learning resources

• Cloud access for hands on labs

• Curated content

• New industry assets as technology 
changes 

• Educator guides
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• Train the trainers

• On-demand Skills

• Cloud-based Hands-
on Labs

• Industry Use Cases

• Proctored Exams 
approved by IBM  

• Open Badges/Digital 
Credentials

• Courseware

• Software 

• Cloud Access

• PhD Fellowships

• Faculty Awards

• Shared University 
Research Awards

• Open Collaborative 
Research Awards

IBM Academic Programs With a Security Focus

Building 
relationships 
of mutual 
value

Between IBM 
& Academia

IBM University Awards 
Programs IBM Skills Academy Program IBM Academic Initiative 

Program

https://www.research.ibm.com/university
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The Value of Diversity Begins 
Early with Broad Potential

• IBM Security supports the internal Women in Security Excelling (WISE) program to 
help get more women engaged with security within the company (800+ participants 
across the globe)

• Reaching girls at an earlier age to get them informed and interested in cybersecurity 
careers 

̶ Hosting #IBMCyberDay4Girls events to provide middle school-aged girls with the 
opportunity to learn more about cyber security careers 

• Recently sponsored a scholarship program for women to attend EC-Council’s Hacker 
Halted security conference free of charge

• Sponsoring Women in Cybersecurity 2018 March 23 - 24 in Chicago, IL



ibm.com/security

securityintelligence.com
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youtube/user/ibmsecuritysolutions
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your enterprise.  
Improper access can result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others. No IT system or 
product  should be considered completely secure and no single product, service or security measure can be completely effective in preventing improper use or access. IBM systems, products and services are 
designed to be part of a lawful, comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems, products or services to be most effective. 

IBM DOES NOT WARRANT THAT ANYSYSTEMS, PRODUCTS OR SERVICES ARE IMMUNE FROM, OR WILL MAKE YOUR ENTERPRISE IMMUNE FROM, THE MALICIOUS OR ILLEGAL CONDUCT 
OF ANY PARTY.

FOLLOW US ON:

THANK YOU
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