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Shortfall Projected

https://www.nist.gov/sites/default/files/documents/2017/11/16/workforce_demand_111617_final.pdf



NICE Cybersecurity 
Workforce Framework



DoL Cybersecurity 
Competency Model

https://www.careeronestop.org/competencymodel/competency-models/cybersecurity.aspx



Research Questions

What are the industry priorities for entry-
level cybersecurity professionals for each of 
the Tiers of the DoL Cybersecurity 
Competency Model?

Do these preferences vary by industry or 
organizational size?



Survey Responses

240 responses – 200 useable (> 50% content)

Respondents by region: SE (23%), Global (15%) and Pacific 
(12%), remainder evenly distributed (4-9%).

Respondents by org: XXL (52%), M (24%), XL (12%), L (8%), 
S (4%).

Respondents by industry: Ed (16%), Health (16%), Info Svc 
(16%), Fin (13%), rest evenly distributed (1-5%).

Respondents by role: InfoSec Exec (49%), InfoSec Mgr (22%), 
IT Exec (9%), Gen Exec (5%) and IT Mgr (5%).



Study Findings 

What are the priority of preferences for 
entry-level cybersecurity professionals 
for each of the Tiers of the DoL CCM? 



Tier 1: Personal Effectiveness 
Competencies



Tier 2: Academic 
Competencies



Tier 3: Workplace 
Competencies



Tier 4: Industry-Wide 
Technical Competencies



Tier 5: Industry Sector 
Functional Area Competencies



Study Findings 

Do these preferences vary by industry?

In general, no…

Do these preferences for entry-level 
cybersecurity professionals vary by 
organizational size?

In general, no…



Conclusions

• Demand for InfoSec/CyberSec Professionals is and will 
be so great, ALL types of specializations are needed.

• Field of InfoSec/CyberSec is rapidly expanding and 
becoming increasingly complex and diverse, as its 
foundations have (SE/CS/IT/IS/MIS).

• Educators should ensure all programs contain critical 
foundation competencies as specified in the DOL 
Cybersecurity Competency Model.

• Educators should design programs with an end goal in 
mind.



Next steps…

A GAP analysis of Academic Supply vs. 
Demand, comparing the findings of this 
study with CAE degree programs –
categorized into NICE Cybersecurity 
Workforce categories.



OCT. 19-20, 2018

CALL FOR PAPERS AND 
PRESENTATIONS:

http://infosec.kennesaw.edu/ccerp
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