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A method within the
broader discipline of
foresight to consider a
range of futures (e.q.,
probable, possible,
preferable) 20-30 years
from now across an
organizational,
cross-discipline, or global
domain, and to create or
alter our strategies, goals,
plans, & actions to achieve
desired outcomes

Key Milestones in Foresight

1950's Understanding the New World Order

1960's Developing first university courses on foresight
Establishing first foresight communities

1970's Planning in the energy crisis

1990’s Preparing the President using Strategic Global
Assessment

Today Creating a Cyber Community of Foresight

2050 Achieving cyber goals based on foresight-driven
decisions and choices



Why is alternate futures important to
cybersecurity protessionals?

We surveyed a range of cybersecurity Our survey group felt strongly that foresight could:

professionals in industry, academia, and

government who held positions at the * Identify strategic needs

: :  Enable a more effective operating environment
executive, management, and operations levels

: i « Help enterprises assess risk across multiple functions
across roles in governance, strategy, training; P P P

risk management; threat analysis; and system * Enhance cybersecurity curriculum

administration. * Hedge against uncertainty and avoid strategic surprises
850/  Promote information sharing across disciplines
More than 0
o « Understand what changes may affect future cyber defense
felt they "probably or deflnltely" posture and response

should do foresight activities

* Prepare/plan to effectively operate in a future environment




Identify trends & drivers of

change across

socioeconomic,

technological, geo-political,

security & resilience, and

other factors

» Changes in global
interdependencies

 Access to information

« Demographic shifts

Create potential future

scenarios (amplify, reverse,

stabilize trends)

* How will our world benefit
(pro)?

 How will our world be
worse off (con)?

|dentify commonalities
across these scenarios and
determine decisions and
choices to make now to
prepare




What are some alternate. futures scenarios?

TREND

Advances in common virtual
electrical power grid
technologies and critical
infrastructure testing

Grid is more flexible, robust, Grid is more susceptible to
agile; able to optimize ops & cyber attacks giving hackers enough
resources; rapidly detect and control to induce blackouts at will;
mitigate disturbances; hackers are able to obtain operational
integrate diverse generation access control of interfaces used to send
sources; enable consumers to commands to equipment, stopping the
flow of electricity into US

manage electricity use &
participate in markets. PREP homes/businesses.

Develop frameworks, standards, &
regs to mitigate risk; prepare
workforce to analyze cyber
incidents in power sector; create
global ISACs to provide common

EN ERGY |N DUSTRY central information resource
sharing platform



VWhat are some alternate tutures scenarios?

....Contd.

TREND

Growing prevalence of
intergovernmental alliances in
which member countries
agree to mutual defense in
response
to attack by external party

Mutual cooperation & trust
prevail in nations
partnering against external
threats. They share data
highlighting malicious IPs with a

Collaboration between
countries break down due to
socio-economic challenges reducing stability

(e.g., weak GDP growth, market volatility).
Physical & virtual borders shut, curtailing intel

centtrgl org)g Iso that mimbe;.t sharing, and adversaries attack data
countries at large can benefi centers given known

and the entire digital ecosystem - :
O PREP physical & IP locations.

|dentify new technologies that
enforce policies an governance on
sensitive data; create awareness in
the workforce to prepare them for

GOVERNMENT future scenarios



Whatare some alternate tutures scenarios?

....Contd.

TREND

Growing
interdependencies
in infrastructure

Cross-sector interdependencies Pace of tech change is
increase the speed and efficiency counter-productive, given issues w/price,
of data and information flow which security, stability. It is more difficult to
ushers lucrative ROl in tech R&D (4D avoid this ET-driven interconnected system.
printing, blockchain, digital identity, Geopolitical tension & insider threats to Cl
sensory capabilities) that increases compromise IP, making it more vulnerable to
security and resilience of being stolen/leaked.

infrastructure.

Develop communities in supply chain
and across policy, technology, operations,
and sectors to enable understanding of
needs; establish governance on the
development of emerging, cyber-relevant

tech; articulate business case for how
EMERGING TECH technology can

mitigate threats.



P * Develop communities in the

supply chain, across policy,
technology, operations, or other
functions, or across sector-specific
communities (e.g., healthcare or
finance) to enable understanding
of needs

Develop cross-sector communities
to identify areas of mutual need or
convergence

Partner with government,
academia, industry to incorporate
findings in testing & evaluation

T * Incorporate scenario findings into

O

O * Adopt new risk management tools

L
S

sector and multi-sector planning
processes

and models to manage complex
event consequences

A * Broaden awareness of findings

nnEZER > S

throughout the cyber community
for integration into strategic and
operational planning

Work with standards organizations
to integrate findings into
cybersecurity standards

Integrate findings into
congressional requirements

Influence R&D of cyber-related
emerging technologies




Government/industry conduct
foresight to identify future
cybersecurity risks and to inform

the types of roles that will be
needed in the future
to counter these risks

Incorporate these new
Based on new work roles, roles into a refresh
academia develop of the Cybersecurity
curriculum that cultivates orkforce Framework
the knowledge and
lls necessary to prepare
the future workforce




Cyberinforesight@gmail.com
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