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e What is its definition and e |EEE/ACM/IFIP Joint Task
scope Force on Cyber Security

e What’s in; what’s out Education
e European Cyber Security
Centres of Expertise:
Taxonomy

e Professional Skills
Frameworks and BOKs
(1ISP, CISSP, ...)

CyBDK

/ Scoping

e Designing and evaluating curricula
and courses

e Government/industry/academia
collaborations: for agreeing research
areas

e Knowledge needed from potential
candidates for posts

e Benchmarking capacity (in an
organisation or country)
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Inspiration — IEEE SWEBOK

Software Engineering: 15 Knowledge Areas

CyBDK

e Lifecycle (e.g., requirements, design) and Foundation (e.g., modelling, computation )

e Each 15— 20 pages

3. Requirements Elicitation MATRIX OF TOPICS VS, REFERENCE MATERIAL
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Context CyBDK

* Project commissioned by UK National Cyber Security Centre (NCSC)
— Government Agency; part of GCHQ

* NCSCrole to help protect critical services from cyber attacks, manage major incidents,
and improve the underlying security of the UK Internet through technological
improvement and advice to citizens and organisations.

 Key element in research and education

— Academic Centres of Excellence in Cyber Security Research (14 Universities)

— Certified Master’s Programmes (24 courses) and undergraduate programmes (4 courses)
— Four academic research institutes

— Development of a Cyber Security Profession; career roles and pathways



CyBOK Aim

To codify foundational and generally
recognised knowledge in cyber security
following broad community engagement
nationally and internationally

What will it look like?

* 19 knowledge areas

* ~20 pages per KA

A guide to the body of knowledge! e cross-referenced

* References to key texts

e Documented
Will focus on the established foundation

dependencies on other
of the subject (not on everything that P

has ever been written, nor on truly still- 4 knowledge
emerging fields)




CyBOK Aim

To codify foundational and generally
recognised knowledge in cyber security
following broad community engagement
nationally and internationally

A guide to the body of knowledge!

Will focus on the established foundation
of the subject (not on everything that
has ever been written, nor on truly still-
emerging fields)

NOT
a curriculum

* but might help with design
a textbook
* but will reference key texts

an encyclopedia

* but will have summary
content

a taxonomy

e but should offer a
structured decomposition




Why Develop a CyBOK? CyBOK

To establish clear learning pathways from (pre-)high-school through to Bachelor’s level and beyond.

More specifically, to:

Value already demonstrated in

mature disciplines such as Characterise the cyber security discipline
mathematics, physics, chemistry, Identify knowledge dependencies which impact
biology, software ... learning pathways

Facilitate the design of courses from before High
School to Master’s as well as professional training
and CPD

Provide a foundation for the development and
accreditation of programmes




CyBoK Principles CVBDK

For the
community by
the community

International
effort

Open and
freely Transparency
accessible




Governance Structure
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Advice

Professional Advisory Board

e Sir Edmund Burton (Chair)
e Ben Laurie (industry representative)

. . . e Google
International Academic Advisors i 5 .
e Diana Burley (representative of)

e Bart Preneel e ACM Joint Task Force on Cyber Security Education
: ¢ Claire Vishik (industry representative
e KU Leuven, Belgium ( yrep )

e |ntel
* Mira Mezini e Nick Coleman (representative of)
e Technische Universitdt e Institute of Engineering and Technology (IET)
Darmstadt, Germany e Amanda Finch (representative of)
e Jill Slay e |nstitute of Information Security Professionals (lISP)
e [a Trobe University, Australia * Dave King (industry representative)
e L. Jean Camp e Legal & General

e Indiana University e Bill Mitchell (representative of)
e British Computing Society (BCS)

* Trent Jaeger ‘ _ ‘ e Andrew Rose (industry representative)
* Pennsylvania State University e National Air Traffic Services (NATS)



Timeline

. Sprint 1:
scoping

m Feb 2017

(e Sprint 4: first KA\
authoring

. |\/5y 2017

e Sprint 2:

e NOV 2017

-

workshops

J

o Feb 2018

e Sprint 5:
reviews; new
KAs kicked-off

.

o Sprint 3:
synthesis

s Aug 2017

(o Sprint 6: A

ongoing; early
KAs in public
review

.\ /oy 2018

.

CyBDK

[ .

e project ends;
CyBOK (first
version)
complete

e July 2019




Phase I: Scoping Research

Online Survey
Analysis of relevant texts
In-depth interviews with key experts

Community workshops across the UK

Call for positions statements

Panel at Advances in Security Education
Workshop at USENIX Security
Symposium, Vancouver, Canada,
October 2017

41 responses received
43 separate texts analysed
10 interviews undertaken

11 workshops
106 attendees

13 statements received

CyBDK

Paper-based exercise with 28

attendees

Data Collection Activity

Academic (%)

Practitioner (%)

Online survey 51 49
Interviews with key experts 50 50
Community workshops 55 45
Position statements 62 38




Example: Community Workshops CyBOK
CYBER SECURITY BODY OF KNOWLEDGE o eraE fens To
o SLPERMARKET

CYBER SECURITY BODY
ON THE SHELF ,————F

OF KNOWLEDGE

ON THE SHELF
KNOWLEDGE AREAS TO

ON THE 15 ITEMS OR LESS BE DISCUSSED FURTHER
SHOPPERS HEART

ON THE SHOPPERS
HEART
KNOWLEDGE AREAS THAT
ARE OF INTEREST BUT
NOT NECESSARILY BE
INCLUDED IN THE CYBER
SECURITY BODY OF
KNOWLEDGE

IN THE TROLLEY
KNOWLEDGE AREAS TO
BE INCLUDED IN THE
CYBER SECURITY BODY
OF KNOWLEDGE

15 ITEMS OF LESS
SORTING ‘IN THE
TROLLEY' ITEMS INTO
UPPER LEVEL THEMES
(FUNDAMENTAL
KNOWLEDGE OF CYBER
SECURITY) TO CHECK
ouTt




Example: Community Workshops










Knowledge
Areas

SYSTEMS
SECURITY

INFRASTRUCTURE

SECURITY

\~ Systems Security

ORGANISATIONAL & ATTACKS
REGULATORY & DEFENCES
ASPECTS




Human, Organisational and CyBDK
Regulatory Aspects

Security management systems and organisational security controls,
including standards, best practices and approaches to risk assessment and

mitigation.

Risk Management
and Governance

Law and International and national statutory and regulatory requirements,
Regulation compliance obligations and security ethics, including data protection and
developing doctrines on cyber warfare.

Covers usable security, social and behavioural factors impacting security,
security culture and awareness as well as impact of security controls on
user behaviours.

Techniques for protecting personal information, including communications,
applications and inferences from databases and data processing. Also, other

Privacy & online

rights systems supporting on-line rights touching upon censorship and circumvention,
covertness, electronic elections and privacy in payment and identity systems.




Attacks and Defences CyBDK

Malware and AttaCk Technical details of exploits and distributed malicious systems, together with
Technologies associated discovery and analysis approaches.

Adversarial The motivations, behaviours and methods used by attackers, including malware

Behaviours supply chains, attack vectors and money transfers.

Security Operations
& Incident

The configuration, operation and maintenance of secure systems including the

detection of and response to security incidents and the collection and use of
Management threat intelligence

The collection, analysis and reporting of digital evidence in support of incident

Forensics -
or crlmlnal events.




Systems Security CyBOK

Opergtlng .SySt.emS Operating systems protection mechanisms, implementing secure abstraction
& Virtualisation of hardware and sharing of resources, including isolation in multi-user
Security systems, secure virtualisation and security in database systems.

Distributed Security mechanisms relating to larger scale coordinated distributed systems,
: including aspects of secure consensus, time, event systems, peer-to-peer
Systems Security systems, clouds, multi-tenant data centers, and distributed ledgers.

Authen_tlcqtmn, Covers all aspects of identity management and authentication technologies,
AU Lo 1A (e 1AW 2 d architectures and tools to support authorisation and accountability in
Accountability both isolated and distributed systems.

Covers the core primitives of cryptography as presently practiced and
Cryptography emerging algorithms, techniques for analysis of these and the protocols which
use them.




Infrastructure Security CyBOK

Security aspects of networking and telecommunication protocols,
WS o] ¢ @ST=IeBIgiAAN including the security of routing, network security elements and
specific cryptographic protocols used for network security.

Addresses security in the design, implementation, and deployment
I MNEIERETd1Ia of general-purpose and specialist hardware, including trusted
computing technologies and sources of randomness.

Covers security challenges in cyber-physical systems, such as loT and
industrial control systems, attacker models, safe-secure designs,
security of large-scale infrastructures.

Cyber-Physical
Systems Security

Security concerns and limitations of the physical layer including
aspects of radio frequency encodings and transmission techniques,
unintended radiation, and interference.

Physical Layer &
Telecomms Security




Software and Platform Security CyBDK

Software Explores known categories of programming errors resulting in security bugs,
and techniques for avoiding these errors - both through coding practice and

Secu rity improved language design, and tools, techniques and methods for
detection of such errors in existing systems.

Web and Mobile Addresses issues related to web applications and services distributed across
devices and frameworks, including the diverse programming paradigms and

Secu rity protection models.

Secure Software U application of security software engineering techniques in the whole
. systems development lifecycle resulting in software that is secure by
Llfecyde default.




Phase 2 CyBDK

eRecruiting Specialist Authors for Knowledge Areas
emostly academics; international expertise

eRecruiting Specialist Reviewers for Knowledge Areas
earound six; mix of academics and industrialists; international.
diverse

e\Write-Review cycle

ePublic Review of each Knowledge Area

eProgressive Publication of Full Document

eDevelopment of Learning Pathways



KAs currently in Development CyBDK

Knowledge Area Author

Cryptography Prof. Nigel Smart (KU Leuven, Belgium & University of Bristol, UK)
Software Security Prof. Frank Piessens (KU Leuven, Belgium)

Human Factors Prof. Angela Sasse (University College London, UK)

Malware and Attack Prof. Wenke Lee (Georgia Institute of Technology, USA)

Technologies

Security Operations and Incident Prof. Herve Debar (Telecom SudParis, France)
Management

Physical Layer and Prof. Srdjan Capkun (ETH Zurich, Switzerland)
Telecommunications Security

Network Security Prof. Sanjay Jha (University of New South Wales, Australia)




Approach to Phase 2 CyBOK

KA development and review process

{\ PAB [ Copy-editing ]

Public
Author Draft v v
Author : release KA released :
prepares reviewed : Final KA
" prepares : draft for public :
initial by review : : published
TG full draft sane reviewed review
by PMB
(" Nationaland ) Ongoing
international minor
AAB _ Wworkshops ) revisions
( Online )
community
__engagement )
( )
Individual

contributions
\_ Y,




Approach to Phase 2 CyBOK

Identifying Knowledge Dependencies and Learning Pathways

* Focus on identification of knowledge dependencies that impact the learning
pathways individuals may follow during their journey to becoming a cyber security
expert.

* Design and implement community consultations with stakeholders and undertake
desk research on cyber security curricula to:
— Develop set of exemplar learning pathways
— Develop and analyse case studies on the basis of CyBOK

— Use examples of learning pathways and case studies to identify knowledge required at
each education level and its dependencies on other knowledge.

 NCSC certified programmes will be used as an initial case study to identify knowledge
dependencies and best routes through the developing KAs.



Promotion of the CyBOK CyBOK

D Fa ft KAS at e KAs distributed around established networks.

) . e Consultation workshops.

p U bl IC review e Announcements on www.cybok.org and @cy_bok
e All interested contacts informed by email.

p h ase e Authors and reviewers to distribute personally.

e At the end of each Sprint the developing CyBOK will be
St bI KA published.
a e S e Placeholder for future KAs currently under development or

scheduled for development.




www.cybok.org

The Cyber Security Body Of Knowledge

A comprehensive Body of Knowledge to inform and underpin
education and professional training for the cyber security sector

The CyBOK project aims to bring cyber security into line with the more established sciences by
distilling knowledge from major internationally-recognised experts to form a Cyber Security Body of
Knowledge that will provide much-needed foundations for this emerging topic. The project, funded
the National Cyber Security Programme, s led by the University of Bristol's Professor Awais
Rashid, along with other leading cyber security experts - Including Professor Andrew Martin,
Professor George Danezis, Professor Emil Lupu and Dr Howard Chivers

Draft Knowledge Areas (KAs) - released for
comment

Following wide community consultation with both academia and industry, key knowledge areas (KA:
have been identified to form the scope of the CyBOK. The Scope document provides an overview of
these top-level KAs and the sub-topics that should be covered under each.

We are very pleased to announce the release of the first KAs, Cry aphy and Software Security for
public review. You are invited to contribute to the development of 1hc~.>e KAs by sending your
comments to the CyBOK projeclt t2am. All contributions, big or small, are welcomed so please input

yourself and feel free to forward this invitation to anyone eise who may be Interested

“ University
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SOFTWARE SECURITY KNOWLEDGE AREA

25 April 2018 Draft Software Secunty Knowledge Area (KA) now available

(:} Read more

CRYPTOGRAPHY KNOWLEDGE AREA

25 Aprit 2018 Draft Cryptography Knowiedge Area (KA) now avallabie

,“m"L .’.‘LA_L A "‘& =~

SOFTWARE SECURITY KNOWLEDGE AREA

CRYPTOGRAPHY KNOWLEDGE AREA

oad

TOP-LEVEL KNOWLEDGE AREAS (KAs)

COPE DOCUMENT v2




Challenges to be faced CyBOK

* consensus

— value will derive from widespread acceptance

— address editorial comments; consider under-developed topics; avoid scope-creep
e coverage and coherency

— approach means KAs will differ in style; want to avoid overlaps and gaps

— desirable that KAs achieve consistent depth — coverage/benchmarking metrics are
inevitable

* maintenance
— some KAs will age more quickly than others
— long-term ‘ownership’ needed; long-term authorship/editorship will be important



Take-aways CyBOK

Guide to the body of

Knowledge in Cyber DEEEiliEe o r)ot e commum'ty, Work in progress
: encyclopadic for the community
Security
e 19 Knowledge e Complements other e Openly reviewed; e Community
Areas; about 20 efforts Freely circulated engagement

pages per KA. throughout
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