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1. Born at a very young age. 
2. Analogue at birth. Digital by design
3. From East Coast, Philly, NEPA home
4. Caffeine dependent life-form
5. Fighting cyber criminals since ‘98
6. 1st security breach exposed to was 6 

months into TJ Maxx role. 
7. True Passion: Serving as Southern NV 

Cybersecurity Alliance “Director of 
Cyber Youth Outreach” almost every 
lunch break meeting High/Middle 
School/University Administrators to 
build cyber curriculum, cyber ranges, 
student run SOCs,& CyberPat & cyber 
competition teams

8. Wife, Karen, Daughter Klary, age 2, 
Ryker 6 months. www.snca.us





“Same things year after year, with a different spin”



ACM Joint Task Force
on Cybersecurity Education

COMPLEX WORLD OF GOVERNANCE
ACROSS THE ENTIRE PLANET

COMPLEX WORLD OF 
EDUCATION CURRICULUM & CERTS

COMPLEX WORLD OF
EDUCATION FRAMEWORKS

COMPLEX WORLD OF 
CAREER PATHS, CYBER COMPETITIONS 

& EXPERIENTIAL LAYER ACTIVITIES







Two Take - Aways
(paraphrasing)

1. China is mandating that 
electronic hardware & 
software purchases for use 
in China must be from 
Chinese companies

2. All data must not leave 
China (Cloud solutions may 
no longer be allowed).

Source: KBMG REPORT



a) Cyber Criminals / Nation States
b) Security Auditors
c) Nations Declaring Cyber Sovereignty
d) Cybersecurity vendors



Source: RSA Conference, Art Coviello, Microsoft



CYBER PHYSICALCOMBINED

TERROSIST & 
EXTREMIST THREATS

SOCIO-ECONOMIC 
THREATS

FACILITIES, SCADA, ICS, 
HVAC, POWER, WATER) 

SECURITY

PERIMETER 
SECURITY

ENVIRONMENTAL 
THREATS

9. INSIDER &  
PRIVILEGE 

MISUSE 

CROWN 
JEWELS  
OF DATA 

& SYSTEMS

FINANCIAL & 
PCI DATA 
SYSTEMS

CUSTOMER DATA 
& SYSTEMS

3. POINT OF SALE
INTRUSIONS

EMPLOYEE
DATA & SYSTEMS

GEO POLITICAL & NATION 
STATE THREATS

5. CRIMEWARE

96% of all cyber attacks 
follow 9 basic attack patterns

4. MISCELLANEOUS ERRORS

2. PAYMENT CARD
SKIMMERS

6. DENIAL OF 
SERVICE
ATTACKS

1. WEB APPLICATION 
ATTACKS

7. CYBER
ESPIONAGE

8. PHYSICAL 
THEFT & LOSS

INTELLECTUAL
PROPERTY,

BUSINESS PLANS

Source: Verizon DBIR 2016 Report



FIREWALLS 1 WAY ATTACKS

IDS / IPS

ANTIVIRUS

FRAGROUTER

OBFUSICATION

WAP CHARACTER ENCODING

DLP - EPS

DEP - ASLR

SANDBOX

DNS EXFIL

ROP INFO LEAK

JAILBREAK

Source: Blackhat
Conference



ATTACKS SUCCEED BECAUSE 
CYBER DEFENSES ARE 

REACTIVE VS. PROACTIVE

MOST CURRENT DEFENSES DO 
NOT MATCH ATTACKER TACTICS



Chain reactions are driving cybersecurity
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Source: Intel. Connected Security Expo

 Attackers are collaborating, evolving, adapting, & accelerating
 Attackers are motivated, resilient, creative which drives great adaptability
 Acceleration is their methods, tools, & targets (technology, people & processes)



TARGETS KEEP EVOLVING

Source: Intel. Connected Security Expo. BlackHat

 Threats & targets are no longer limited by 
geography 

 New data breach targets are emerging (IoT devices, 
Smart Grid meters, medication dispensers, IP 
connected contact lenses, even rice cookers)

 Attackers are driving down the technology stack                               
(data, apps, VM, OS, VMM, FW, HW)

 Research flowing quicker into new areas of 
technology & proactive threat intelligence 

 Ransomware & ‘CEO Phishing Emails’ fraud rising 
fast

 Integrity attacks are growing
 Convergence of Physical Security & Cyber Security
 McAfee predicting first ‘Billion Dollar Heist in 2017 

- 2018



1977 1995 2000 2003 - 04 2005 - 06 2007 - Present1960s-70s

Capital 
Murderers

Curiosity 
Seekers Pranksters

Digital 
Pick 

Pocket 
Bank 

Robbers

BAD GUYS 
NOW

COLLABORATE
“Hacker for Hire”
CyberCrime, Inc



• Cybercrime is now a business model
• Cyber Criminals are collaborating faster, sharing 

code, bragging & helping each other with exploits

• Fastest growing darknet markets are ‘hacker 

for hire’ services selling access to ….

• Exploit kits for sale: Asymmetry of Attack, $50k 

Exploit Kit to steal $50mill (Target).

• Botnets available for rental here

• POS malware development kits for sale 

• Merchant remote access for sale

• Money back guarantees! Act Now! Supplies 

limited!

• 0 Day Vulnerabilities Auction 

• On the spot data validation now available

Source: Krebs on Security, Visa Threat Intel



Securing the perimeter is 
not enough. More Cyber 
Resilience. English 
Castle System. Defense 
in Depth. Spreading 
cyber insurance across 
multiple carriers

Era of ‘Assume 
Compromise’ Ruin 
Attacker ROI, Deter 
opportunistic attack.
Data Classification 
Protect the data. Make 
it difficult for attacker 
to monetize the data. 
Raise their cost to attack 
by prioritizing defenses

Information Protection Challenges
• Limited visibility & control of sensitive data
• Data classification HUGE & DIFFICULT project

Cyber 
Sovereignty .

Source: Microsoft, Visa Threat Intel



In the ‘Era of Assume Compromise”
Using the “Kill Chain” to Educate Board of Directors

HOW GOOD ARE WE AT 
STOPPING INGRESS?

PREVENT LATERAL 
MOVEMENT?

STOP
DATA 

EXFILTRATION?

IF WE ASSUME COMPROMISE:
AVG. CYBER CRIMINAL SITS ON A SYSTEM 

FOR 260+ DAYS!
Source: Lockheed Martin



FireEye 7-Phase Model: 
USING THE KILL CHAIN TO EDUCATE

MAPPED TO FIN7 ATTACK7)

Source: FireEye



 MANY DROWING IN INFORMATION OVERLOAD

 PROCESSES MOVING AWAY FROM PAPER ONLY 

EXISTENCE

 NO LONGER SLOW TO NO REACTION

 FASTER IR RESPONSE TIMES

 THREAT INTELLIGENCE GAINING MORE 

FORETHOUGHT & FOCUS

 MOVING AWAY FROM FALSE SENSE OF SECURITY

 IR PLACED INTO POSITIONS TO IDENTIFY BREACHES 

BEFORE THEY OCCUR

 MORE PRACTICING IR WITH CYBER RANGES,  TTPs, JOINT 

TABLE TOP EXERCISES, AND PRACTICING WITH IR 

PLAYBOOKS

 IR ADAPTING DEFENSES, RESPONSES OVER TIME AND 

COMMUNICATING THREAT INTEL FOR RELEVANCY

THREAT INTELLIGENCE CHANGES:

Source: FOCUS Conference, Crowdstrike, Verizon, VISA, Intel. Microsoft, FireEye



• Operational Readiness + Higher Fidelity Intel = Risk Reduction
• Reduce detection time by incorporating IOCs into breach detection
• Utilize improved log aggregation, data science
• Automating & operationalizing cyber intel 
• Streamline incident mgt, more table top exercises, & improve IR playbooks
• Developing a proactive cyber defense vs. reactive

MACHINE 
INTELLIGENCE

RULES
THREAT INTELLIGENCE IS EVOLVING

Source: Intel. Visa Threat Intel, RSA Conference



FOR YOUR CONSIDERATION: 

DEVELOPING 

STUDENTS



FOR YOUR CONSIDERATION: 
Becoming COMBAT READY

IMMERSIVE

CROSS-FUNCTIONAL

PRESSURE

HIGH FIDELITY
LEARNING RESPONSIBILITY 

FALLS ON STUDENT

Source: Thirty Years of Experiential Learning, FireEye



Source: Thirty Years of Experiential Learning, FireEye

DIMENSION TRADITIONAL EXPERIENTIAL
FACULTY INDIVIDUAL BASED TEAM BASED

PERSPECTIVE FUNCTIONAL INTERDISCIPLINARY
PROBLEM SIMPLISTIC MESSY / CHAOTIC / INJECTS
DURATION MINUTES, HOURS DAYS, WEEKS, MONTHS
SOLUTION CONCEPTUAL DETAILED / INDUSTRY SPECIFIC

STUDENT MOSTLY INDIVIDUAL & 
TEAM BASED

TEAM BASED IN 
PARTNERSHIP W/INDUSTRY

LEARNING 
LOCATION

SAME TIME 
SAME PLACE

ON LOCATION
ON/OFF CAMPUS

RESPONSIBILITY
FOR LEARNING

TEACHER IS TRAINER STUDENT IS LEARNER
TEACHER IS COACH

INDUSTRY IS MENTOR



Source:
FireEye

Blackhat
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Specific

General

None Low High
Different 

Atmosphere

Books

Online
Training

Classroom

Labs

NetWars!

Joint Table Top Exercises

On Job Training (OJT)

Industry 
Mentoring or 

Coaching

Red Team
vs. Blue

Capture The Flag!

Table Top Exercises

Fusion Center 
Analyst Exchange

SCADA/ICS
simulator

EXPERIENTIAL LAYER

Cyber Advisor

Student Run SOC

CyberRange

Student Membership in 
ISSA, IEEE, ISACA, etc

Enterprise 
Wide 



Participate / invite students, industry & law enforcement to joint table 
top incident response cyber exercises

Invite industry to help build/finance your Student Run SOC

Invite industry to help build/finance your cyber range

Coordinate local ISSA, ISC2, ACM, INFRAGARD, ISACA, IEEE, OTHERS to 
build community run cyber ranges (ages 8-80 can learn)

Share sanitized cyber range content, providing exercises for that 
‘experiential layer’ experiences & debriefs

Inviting Students on Cyber Projects

FOR YOUR CONSIDERATION: 
ACTIONABLE STEPS 





FOR YOUR CONSIDERATION:
INVITE INDUSTRY TO HELP BUILD/FINANCE YOUR 
SCADA/ICS SIMULATOR OR ASK TO USE THEIRS



FOR YOUR CONSIDERATION: 
Reach out to your local

Fusion Center or Law Enforcement partner. 

Build a Fusion Center 
Exchange Program for students 

Jointly develop their
local cyber capabilities:

County / Regional Run SOC
Social Media Monitoring  Conducting joint IR exercise  



FOR YOUR CONSIDERATION: 
STUDENTS NEED TO SCRUB THEIR DIGITAL & 
SOCIAL MEDIA FOOTPRINT 



FOR YOUR CONSIDERATION: 
Some HR Recruiters are disconnected
No clue how GREAT your cyber curriculum is
CLUELESS on cyber certifications
LOST on the cyber job descriptions
INVITE THEM to a yearly cyber summit
Industry needs to invite their HR recruiters into a 
room



FOR YOUR CONSIDERATION: 
Beating the Resume Robots

1. Students must learn how to beat the resume 

robots minimizing their job hunting frustration

2. Highlight cyber competition experience from 

high school through college

3. Highlight if they mentor high school and 

middle school Cyber Patriot students

4. Highlight student memberships in ISACA, 

ISSA, Infragaurd, etc.

5. Highlight if their school is National Center of 

Academic Excellence in Information 

Assurance Education OR National Center of 

Academic Excellence in Information 

Assurance Research



FOR YOUR CONSIDERATION: 
Encourage students to be active 

in local cyber memberships 

Resumes must highlight student memberships .



FOR YOUR CONSIDERATION: 
Develop Cyber Student’s Emotional Intelligence

“EQ development helps the student 

do better in the interview & succeed 

working on a cybersecurity team”



Career Path for a 
SOC Tier 1 Analyst 
Minimum Recommended Core Skills

Comp TIA IT 
CSA+

Comp TIA 
Security+

COLLEGE DEGREE or SOME
COLLEGE COURSE WORK

ENTRY LEVEL 
CORE 

MINIMUM Technical & 
Leadership Skills

ATTEND CORPORATE 
UNIVERSITY COURSES

ALL CYBER NEW HIRE‘S 
FIRST 90 DAYS IS SCRIPTED

 PAIR WITH A CYBER CAREER ADVISOR 
 GET ASSIGNED A CYBER  MENTOR
 UTILIZE CYBER COMPETENCY MODEL
 STUDY NEW HIRE CYBER GLOSSARY GUIDES
 STUDY NEW HIRE CYBER ACRONYM GUIDES

ANY COMBAT 
READY SKILLS?

COMBAT READY & EXPERIENTIAL LAYER

Complete More
Certifications 

Comp TIA 
Network+

Cisco 
CCNA

ACTIVE MEMBERSHIP IN ANY LOCAL CYBER GROUP?

ISSA    ISACA
SNCA    IAPP

CAN OCCUR 

WITHIN 
6-18 MONTHS

FOR YOUR CONSIDERATION: 
ASK YOUR LOCAL INDUSTRY TO SHARE THEIR  

CYBER CAREER LADDER FOR EACH ROLE

mailto:hefftv2@icloud.com


FOUNDATIONAL LEVEL
‘New Hires’  

TOOLS & RESOURCES AVAILABLE

TRANSITIONAL LEVEL
‘Non-Management’ 

TOOLS & RESOURCES AVAILABLE

DIRECTOR & MANAGERIAL LEVEL
“Supervisory Level & Above” 

TOOLS & RESOURCES AVAILABLE

ABSTRACT
CONCEPTUALIZATION

PRACTICAL 
APPLICATION

CONCRETE 
“EXPERIENTIAL”
EXPERIENCES

REFLEXIVE
OBSERVATION

CYBER COMPETENCY MODEL TOOL

ATTEND CORPORATE UNIVERSITY COURSES 
TO LEARN THE BUSINESS / INDUSTRY

CYBER CAREER PATH PLANNING TOOL

PAIRED WITH CYBER CAREER ADVISOR 
CYBER MENTOR & ROLE MODEL GUIDE

ALL CYBER NEW HIRE‘S 
FIRST 90 DAYS MUST BE SCRIPTED

NEW HIRES OFFERED 30/60/90 TOOL

NEW HIRE CYBER GLOSSARY GUIDES
NEW HIRE CYBER ACRONYM GUIDES

EFFECTIVENESS

CYBER
FRAMEWORK

OFFERING eLearning OPPORTUNITIES

OPPORTUNITIES FOR PAID CONFERENCES / YEAR
OPPORTUNITIES FOR PAID CYBER MEMBERSHIPS

OPPORTUNITIES FOR PAID CERT BOOTCAMPS

ATTEND CORPORATE UNIVERSITY COURSES 
TO LEARN THE BUSINESS / INDUSTRY

CYBER MENTOR & COACHING GUIDANCE TOOL

OPPORTUNITY TO ATTEND eLearning SELF PACE STUDY

OFFER TUITION REIMBURSEMENT

REQUEST CYBER STRETCH ASSIGNMENTS
CYBER JOB SHADOW PROGRAM

IR EXERCISES

OPPORTUNITIES FOR PAID MEMBERSHIPS / YEAR

ALL TRANSITIONAL CYBER NEW HIRE‘S 
FIRST 90 DAYS MUST BE SCRIPTED

OPPORTUNITIES FOR PAID CERT BOOTCAMPS

CYBER CAREER PATH PLANNING TOOL
CYBER 360 DEGREE FEEDBACK TOOL

NEW HIRES OFFERED 30/60/90 TOOL

ATTEND MONTHLY CYBER TECHNICAL WORKSHOPS
ATTEND MONTHLY CYBER LEADERSHIP WORKSHOPS

ATTEND MONTHLY THREAT BRIEFINGS 

DHS Fusion Center
ANALYST EXCHANGE PROGRAM

CORPORATE UNIVERSITY COURSES 
TO LEARN THE BUSINESS  / INDUSTRY

ATTEND MONTHLY CYBER TECHNICAL WORKSHOPS
ATTEND MONTHLY CYBER LEADERSHIP WORKSHOPS

ATTEND MONTHLY THREAT BRIEFINGS

OPPORTUNITY TO ATTEND eLearning 
SELF PACE STUDY

PARTICIPATE IN CYBER TABLE TOP EXERCISES

OFFER  TUITION REIMBURSEMENT

CYBER 360° FEEDBACK TOOL

IR EXERCISES

ALL CYBER MANAGERS +
FIRST 90 DAYS MUST BE SCRIPTED

NEW HIRES OFFERED 30/60/90 TOOL

DHS Fusion Center
ANALYST EXCHANGE PROGRAM

“experiential layer”
COMBAT READY

OPPORTUNITIES FOR PAID CONFERENCES / YEAR
OPPORTUNITIES FOR PAID MEMBERSHIPS / YEAR

OPPORTUNITIES FOR PAID CERT BOOTCAMPS

OPPORTUNITIES FOR PAID CONFERENCES / YEAR

mailto:hefftv2@icloud.com
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FOR YOUR CONSIDERATION: 
COMPLIANCE = SECURITY?

SECURITY = RISK REDUCTION?

Source: Blackhat



FOR YOUR CONSIDERATION: 
GREATER CURRICULUM EMPHASIS 
ON GOVERNANCE, LEGAL, & RISK



1. BE ON TIME
2. DEMONSTRATE IMPECCABLE INTEGRITY
3. DEMONSTRATE WORK ETHIC & ‘CYBER GRIT’
4. DEMONSTRATE A DESIRE TO LEARN
5. MAKE AN EFFORT
6. DEMONSTRATE TRANSPARENT COMMUNICATIONS
7. TRUST BUT VERIFY
8. BECOME SECURITY METRICS DRIVEN 
9. DEMONSTRATE ENGAGED BODY LANGUAGE
10.HIGH ENERGY & PASSION TO DEFEND
11. BE POSITIVE WITH A CAN DO ATTITUDE
12.UNDYING PASSION TO STUDY YOUR CRAFT
13.BE COACHABLE & ACCEPT FEEDBACK
14.BE A TEAM PLAYER
15.DO EXTRA &  GO ABOVE & BEYOND
16.BE PREPARED / STUDY YOUR NOTES

FOR YOUR CONSIDERATION: 
ENCOURAGE CYBER STUDENTS TO 

DEMONSTRATE CYBER SKILLS THAT 
REQUIRE ZERO TALENT



…
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