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NEW ACADEMIC REQUIREMENTS FOR CAE CD

I | Mandatory Knowledge Units (2YR)
5 Additional Mandatory Knowledge Units (4YR)
5 Optional (Actually, 4YR must have these)

= | or more Focus Areas (truly optional)

Letter of Designation

= 8 Measurement Criteria

NIETP online application submission



NEW ACADEMIC REQUIREMENTS: CORE KNOWLEDGE UNITS (KU’S)

CORE Knowledge Units CORE Knowledge Units
(2 year programs) (4 + year programs + 2 year core)

Basic Data Analysis
Basic Scripting or Introductory Programming (4 yr core)

e Databases
e Network Defense

Cyber Defense

e Networking Technology and Protocols

Cyber Threats

e (Operating Systems Concepts

Fundamental Security Design Principles

e Probability and Statistics

IA Fundamentals

e Programming

Intro to Cryptography
IT Systems Components

Networking Concepts

Policy, Legal, Ethics, and Compliance

System Administration

11 COREKU’s + 6 CORE KU’s for 4 year programs for a total of 17 KU’s



CAE_IA-CD_KU.pdf

Also, you must choose

5 Optional Ku’s

I7+5 =22 KU’s for 4 Yr

Plus, optional focus
areas

Optional Knowledge Units

Advanced Cryptography
Advanced Network Technology and
Protocols

Algorithms
Analog Telecommunications

Cloud Computing

Cybersecurity Planning and

Management
Data Administration

Data Structures
Database Management Systems

Digital Communications
Digital Forensics

o Device Forensics

o Host Forensics
o Media Forensics

o Network Forensics
Embedded Systems
Forensic Accounting
Formal Methods
Fraud Prevention and Management

Hardware Reverse Engineering
Hardware/Firmware Security

IA Architectures

IA Compliance

IA Standards

Independent/Directed Study/Research

Industrial Control Systems

Intro to Theory of Computation

Intrusion Detection

Life-Cycle Security
Low Level Programming

Moaobile Technologies

Network Security Administration
Operating Systems Hardening
Operating Systems Theory
Qverview of Cyber Operations

Penetration Testing

QA / Functional Testing

RF Principles

Secure Programming Practices
Security Program Management
Security Risk Analysis

Software Assurance

Software Reverse Engineering
Software Security Analysis
Supply Chain Security
Systems Programming

Systems Certification and Accreditation
Systems Security Engineering
Virtualization Technologies

Vulnerability Analysis

Wireless Sensor Networks




Focus Areas

|7 FOCUS AREAS (FA’S) Cyber Investigations

Data Management Systems Security

Data Security Analysis

* These are truly optional and an Digital Forensics
institution may differentiate itself Health Care Security
by offering one or more Focus Industrial Control Systems — SCADA Security
Areas (FA’S) Network Security Administration

Network Security Engineering

Secure Cloud Computing

Secure Embedded Systems

Secure Mobile Technology

Secure Software Development

Secure Telecommunications

Security Incident Analysis and Response

Security Policy Development and Compliance

Systems Security Administration

Systems Security Engineering




MEASUREMENT CRITERIA (0 — 8)

0. Letter of Intent that Shows Eight Measurement Criteria
1. Outreach/Collaboration
a. Shared curriculum
Add links
Add pdf's
Justification for Selectd Criteria
2. Center for IA/CD Education
Add links/pdf's/justification for selected criteria
3. A Robust and Active IA/CD Academic Program
Add links/pdf's/justification for selected criteria
4. IA/CD is Multidisciplinary Within the Institution
Add links/pdf's/justification for selected criteria
5. Practice of IA Encouraged Throughout the Institution
Add links/pdfs/justification for selected criteria
6. Student-based IA/CD/Cybersecurity Research
Add links/pdfs/justification for selected criteria
7. Number of IA/CD/Cybersecurity faculty and course load
Add links/pdfs/justification for selected criteria
8. Faculty active in current IA/CD/Cybersecurity practice and research
Add links/pdf's/justification for selected criteria



DATA GATHERING PROCESS

m Start with the CAE I National [A Education &
Requirements and NIETP Training Programs
Resources link on the NIETP ekl CAEREDUIRIMENTS AND HSOTRCES

Welcome guest

Home

.
site About CAE

g:;ﬁ??:;mmms i 1 A1l oA Requirements Criteria documents are PDF files.
Current CAE Desi + CAE CD Program Guidance - 2016

m A G . d f M . Institutions + CAE CD 2¥r Criteria - 2016
CAE CD Dasignated + CAE CD 4¥r Criteria - 2016

u I e o r ap p I n g Institutions * CAE IA/CD KU

Contact Us » CAE 1A/CD Focus Areas

.o
C ourses to Kn OWI ed e U n |ts Security Wamings + CAE CD Research Criteria (CAER) for Redesignation - 2016
Login/Join + CAF CD Research Criteria (CAE-R) for New Institutions - 2016
+ National Cyberwatch Center's KU Mapping Guide

(Ku ’s) » CAE-COE & CAE?Y Annual Report - DRAFT 2016

@The CAE Knowledge Unit (KU) Mapping Matrix is an Excel file.
» CAE KU Mapping Matrix

NSA DHS CAE KU Mapping to NICE Framework
. @ NSA DHS CAF KU Mapping to NICE FW 2.0

] N ew U ser Registration + 1 NICE KU Mapping spreadsheet

= ldentify and Update All |
Syllabi




DATA GATHERING PROCESS

= Obtain spreadsheet = CAE_KU_Mapping_Matrix

= Obtain Mapping Guide (screen shots of online application)
= Determine what fields are necessary for online application
= Determine 5 Optional KU’s

= Determine what courses to map the KU’s

= Obtain Measurement Criteria = CAE CD 4Yr Criteria - 2016
= Course Syllabi



DATA GATHERING

A R - D E

T All links below take you to the datasheet for that K1

2 Core 2Y Knowledge Units Optional Knowledge Units [

3 Basic Data Analysis Advanced Cryptography Hudwm Reverse Engincening ‘Secure Programming Practices

4 Basic Scripting Admmcd Network Technology and Protocols Hudwmrmnum : Security _ Security Program Management

5 Cyber Defense Algomhms IA Architectures |Security Risk Analysis

6 Cyber Threats Analog Telecommunications lA Compliance ‘Software Assurance

7 Fundamental Security Design Principles Cloud ud Computing - ]J\ Standards Soﬁwgeim Engincering

8 Information Assurance Fundamentals Cybcmcwuy Planming and Management lndcpendcma Directed ¢ Study/Rescarch | Software Security Analysis

9 Introduction to Cryptography Dua Admmmistration Ingusinal Control Systems 'SIIPP]) Chain Secunty

10 Information Technology System Components Dllll Structures Intro to Theary of Computation Systems Programming

11 Networking Concepts Dluhuc Management Systems Jnmmm Detection Systems Certification and Accreditation
12 Policy. Legal, Ethics and Compliance 'Dlphi Communications Llfe-('yclc Security Systems Security Enp'nectmg

13 Systems Administration 'Disitll Forensics 41.-91! IA'V?| ljrqp'unmmq Vlmllhm Tl.‘dll’loﬁ e 2
14 Device Forensics Mobile Technologics \’ulncnlnllty Analysis ]
5 Core 4Y Knowledge Units Host Forensics Network Sccurity Administration Wireless Sensor Networks

16 Databases Medin Forensscs ()peulmg Systems Hardening |

17 Network Defense fNﬂWﬂ’k Forensics (WM] Systems Theory |

18 Network Technology and Protocols :Tfl'ﬂ!tddcd Systems O\tmew of('yber Operations

19 Operating Systems Concepts ?maic Accounting Pcrmmm Testing
20 Probability and Statistics fmm QA Fm‘ Testing LR il
21 Programming Fraud Prevention and Management RF Principles

Fig. 1 Main Sheet -

2014 CAE KU Mapping Matrix




BASIC DATA ANALYSIS

8 ] 8
Y bl
3 O L
§ 2 &
Click here to retum to KU Listing {Click Here} READ THIS FIRST: This matrix is for the purpose of mapping'

Basic Data Analysis
Provide students with basic abilities to manipulate data into meaningful information.
Topics
Summary statistics
Graphing/Charts
Spreadsheet Functions

Problem Solving

Outcomes
Students will be able to:
Apply standard statistical inference procedures to draw conclusions from data



SOFTWARE ASSURANCE

3 Q u
o m 1T}
O (=]
Click here to retum to KU Listing {Click Here) READ THIS FIRST:"

Software Assurance
The mtent of this KU is to provide students with the ability to describe why

software assurance is important to the development of secure systems and
describe the methods and techniques that lead to secure software.
Topics
Robust programming
Secure Software Concepts, Requirements, Design, hnplementation and
Testing
Secure Development Life-Cycle Phases: requirements, design, development,
testing, deployment, operations, maintenance and disposal
Sofiware testing and acceplance
Threat modeling
Fuzz testing
BUG BAR
Characteristics of secure sofiware
Secure Software is not software that implements security fimctions (e.g-,
crypto, access control}
Outcome:
Students will be able to describe the importance of secure software, and the
programming practices and development processes and methodologies that
kead to secure software.



All links below take vou to the datasheet forthat KU.
Core 2Y Knowledge Units (KU)

KU1
K2
EU3
EU4
KU3
EU&
EU7
EUS
KU9
EU10
KU1l

Basic Data Apnalysis “INFO COMPLETE)

Basic Scripting

Cvber Defense ™ INFD COMPLETE

Cvber Threats *§IANFO COMPLETE)

Fundam ental Securty Design Principles =INFO COMPBLETE)
Inbrm ation Assurance Fundamentals =(INFD COMPLETE)
Intreduction te C ography *§INFO COMPLETE

Inbm ation Technology System Components *INFD COMPLETE}
Paolicy. Legal Ethics and Compliancs NFO COMPLETE
Networking Concepts = IMNFO COMPLETE)

Core 4Y Knowledge Units

KU12
KU13
KU14
KU13
KUl6
KU17

Databazes MNFO COMPLETE

Metwork Defense *INFO COMPIETE]
Netwaork Technelegy and Protecels **INFO COMBLETE)

Operating Svstems Concepts *YiINAD COMPLE TE

P . 1 St atistics *(NFO COMPLETE
Programming

Letter of Intent, 8 Measurement Criteria (MC)
LETIER. Letter of intent

MC1
MC2
MC3
MC4
MC 3
Mo
MC7
MCE

Center for CD E ducation

Cvber Defense Academic P rogram

Student-bazed Cyber Defenze Research

Cvber Defense Faculty and Courze load

Cvber Defense Faculty E xpedize and Research

C Dt . Multidiscipl . o
Institution Infermatien Svstems (S) Security Plan

Cvber Defense Outreach Beyond the Institution

Optional Knowledge Units (OKU)

OKU1
OKL2
OEKU3
OEU4
OKU3

Software Assurance *SIANFO COMP| FTE]
& Complianee *INFO COMPLETE)

14 Standards *INFO COMPLETE}
s Chain S ity **INFO COMPIETE
Life Cycle Security *INFO COMPLETE}

UDM Courses (CIS)

e - & M Wk

CIS 5100
CIS 5300
CIS 5400
CIS 5700
CIS 3730
CIS 5740
CIS 3750
CIS 5770
CIS 53910

Object Oriented Development
Software Assurance *fCOURSE INFO COMPLETE)
Software Management *{COURSE INFO COMPLETE)

nformation A ssurance) Cybersecunty Principles ®™COURSE INFO COMPLETE
Cyberdaw ™ COURSE INFOCOMPLETE)
Advanced Topics in Infarmation Systems *(COURSE INFO COMPLETE)
Information Assurance Technologies = (COURSE INFO COMPLETE)

Cyber Defense Qpermtions *COURSE INFO COMPLETE)
Information Audit *COURSE INFOQ COMPLE TE )




Add Courses

ADD COURSE(S)
SANDBOX UNIVERSITY

Note. Bold® items below are required.

—— Course Information

w record /s submitted
Coursa Designaton
e _COUTSE Number * I ___) @

As represemnied
Tia *
—

date th's cOUrse was cre

5\

Courge Create Date * g
er e dale tivs cowrse was last re d.
St —— =

the specific hitp Iink for this course (Course websie, Angel,

co.nr:e Link *
[Must Begin with hitp /7

" | Vease provide a username and Passwo 88 the Course Link above.
Coursa Lagin I

Pieas descriplion as wrilien i your catalog.
Description »

course currently @ <
being tasght? = Yes No

'S and weeks (i e., 30 howrs 1or 30 weeks, 2 one-hour meetings

Select the cvaiuation methods utivzed i INis course. Emphasis shouid be placed on the evalustion methods
used (o determine (e masicry of the sils/knowledge's assoeated willh the Knowiedge Unil(s) the oourse 1s
being appied 8

3 sl fus course? I if is a new course, please provwde projections Frowde the
B COWrse is aeiwver

(1 = (tipie iocations

e C ourse Sylabi and Outtine Infonmation

Oty 8l PDF fles (pajbawweated-Riegse VIrus Scan any attachment prior 1o upioading
Coulge Syllabi* | cnoose File | no file ¢

| | cancel |




Add Course Topics

ADD MAJOR TOPICS FOR CSI 1165 - NETWORK SECURITY FUNDAMENTALS
SANDBOX UNIVERSITY

Note: Beld® tems balow are required

— Major Topics

opled aganst

& Far NnOnN-IA Cowses,
Topic Descrplion

s this Topic covared in affextbook?* ) Yas @ np

15 this Topic covered in Suwhmn@? * DYes @ Nu>

17 thvs Ma o
I Titie

BookSupplemanal
Material

Quypgred it elther @ Textbook or Suppiemental Material, provide the BooK o Supplemeniai

IT this Major Topio is covered in efther a Texibook ar Suppiemental Material, prowde the Chapter or Tilie of the

article as i apy - g tad Matarial
IL r Topio is covered | & Texibook or Suppiemental Material, provide the Awuthar of the Book oF
upplementai Matenal
Author I

Add Objectives

ADD OBJECTIVES FOR CSI 1165 - NETWORK SECURITY FUNDAMENTALS
SANDBOX UNIVERSITY

Note” Bold® iems below are recuired

— ObfeCoves
Number *

Broadly st Ine compalencies achieved i [INS colvse or wnal the leamear must be abie to perfonm in arder 1o
demanstrate the

Injective

@&mmm || swe&monm:mE| Gancel |

e



g i 5 E
o B £ a
Click here to return to KU Listing  (€lick Here] READ THIS FIRST: This mairix is for the purpose of mapping your curriculum io the NSA/DHS CAE in [A/CD dedge Units (KIDS]. d that yon start by filling in individn:
KU1 Basic Data Analysis
Provide students with basic abilities to
manipulate data into meaningful
information.
Comrn Is Topic Covered Chapter/
KU Topics Course Topic Num bers & Major Topics Course Topic Descriplion Hook / Tide [+ Course Objective lnc:nc Bosk? M Supplem ental Material Author
Number )
Summary statistics 5700 - Unit 2: Risks and Responses (sessions 3,4  Smdents will be able to compile Intelligence-Based Threat Assessments 2/ 3. 4 Sindents will be able o compile In asigned nfa Anderson, K "Intelligence-Based Threat
and 5}, Case Exercise Two security event data into summary for Information Networks and Smmmmay st for the Teasings Assessments for Information Networks and
statistics; Infrastructures: A White Paper purpose of analysis Infrastructures: A White Paper™, 2005.
Graphing/Charts CI5 5700 - Uit 2: Risks and [ 34 will mtilize a tool o draw data Statistical Analysis for Dummies; MS 2/1andcase Sindents will be able to prepare Inasigned nfa Schmuller, Joseph, “Statistical Analysis with
and 5], Gase Exercise Two driven graphic representations of data Risk Analyzer An add-in product for ise two ision support ics from reasi Excel - for Dummies 3rd Ed”, Wiley
Microsoft Excel adata source using an
embedded grahic vool
Spreadsheet Funclions CI5 5700 - Unit 2: Risks and [E 34 will ntilize a tool o basic is for 2/1andcase Sindenis will be able 1o present In asigned nfa Schmuller, Joseph, “Statistical Analysis with
and 5), Case Exexcise Two dl ipii d infe ial 1) exercise two  dear graphic evidence o reasings Excel - for Dummies 3rdEd.’,Wiley
supportrisk analysis
Problem Solving 5700 - Unit 2: Risks and € 3,4 dents will be able to perfrom basic Tradecraft Primer: Stractured Analytic 2/8Lab2 Students will be able to In asigned nfa A Tradecraft Primer: Structured Analytic
and 5, Case Exarcise Two i lytics fnctions for the Techniques for Improving Intelligence describe how statisticsare  Teasings Techniques for Improving Intelligence
I lied 5 I Tvsi bl Tvi i ques Proving
ot security and - com used to assign probabilities, Analysis, (A 2009; Freedman, D. A
concems perform a risk estimation Statistical Models and Causal Inferences: A
using statistical inference, Dialogue with the Social Sciences
solve a security problem, or
concern using quantitative
methods, provide practical
policy recommendations
based on probabhility, create
risk strategies based on
probability and impact
Outcomes
Stmdents will be able to:
Apply standard statistical 5700 - Unit 2: Risks and Responses (sessions 3, 4
inference procedures to draw and 5), Case Exercise Two, slide deck 4a

conclusions from data

Schou, Information Assurance for the Enterprise, Chapters Four and Fourteen

Shoemaker, Cybersecurity: The Essential Body of Knowledpge, Chapters Seven and Eighteen
Hubbard, Douglas (2009). The Failure of Risk Management: Why It's Broken and How to Fix It

150/DIS 31000 (2009)_Risk

— Princi]

ines on i ion

Anderson, K. "Intelligence-Based Threat Assessments for Information Networks and Infrastruciures: A White Paper”, 2005.

Schmuller, Joseph, “Statistical

is with Excel - for Dummies 3rd Ed”, Wiley

A Tradecraft Primer: Structured Analytic Techniques for Improving Intellipence Analysis, CIA 2009
Freedman, D. A Statistical Models and Causal Inferences: A Dialogue with the Social Sciences



CIS 5300 Software Assurance
Click here to return to KU Listing

ADD NEW COURSE.
Add Course Information
Course Number
Title
Course Created Date
Course Review Date
* Course Link

Course Login

Description

s this course currently being taught?

Are the online and sylabi the same?
Course Outline.

Add Major Topics (Multiple topics are entered separately)

Topic Number
Major Topic
Topic Description

Is this Topic covered in a textbook?
s this Tope covered in Supplemental Material?

Book/Supplemental Material Title
Chapter;

Supplemental Material Author

Add Objectives (each entered separately)
Objective Number
Objective Number

Objective Number

c15 5300
Secure Software Assurance

19911992 AY AY

fall 2015 - by MeNichols Faculty Assembly (MFA)

hetps://knowledgeudmercyedy

This course is rooted in the monitoring and control principles that are itemized in the
Software Support Proces ofthe 50/ 12207 2008 Sandard and detied by various
national Essentially, rather than we are studying is
the mechanism that is used to make the software process visible and reliable. This s
normally established at three levels in the software organization, strategic processes, project
infrastructure and individual testing We are going to examine all three of these from a top
down perspective. We will move from the model that defines and relates all o the

of ithin this
framework, down to specific practices used to verify, validate, audit and resolve software
assurance issues. In addition we are going to examine the software sustainment process as

an letion of this tudents ill e abe o reste a
software architecture principles of / minimizes ai
surfaces, and presents an adeq; indepth ttacks; Analyze and
prep: ponse to risk across incorporates
or code and the

associated practices that create those weaknesses and execute a set of tool-based unit testing
d; Perform end-to-end

activities
and accreditation solutions; Design a measurement program that produces a reliable set of
quantitative data for use in business decision making

certification

Yes - Taught Winter 2015 - next taught Spring 2016

p -one 25
Five section quizes - four projects - final team project - final examination
Asynchronous lectures - synchronous recitations - team project work

17 Winter 2015

12 Winter 2014

upload file

ves

upload file

Unit1
Basic Concepts and Principles (sessions 1 and 2)

‘The student will know Fundamental Software Security Concepts. The student will enumerate
functional and Operational Dangers to Software. The student will unhm lhe Common

Unit2
Building Rugged Software (sessions 3 and 4)

‘The student will know how to do Threat and Risk Understanding.

The student will now how o buld an Asurance Gase The
ofd

cure Coding Practices (session 5 through 7)

‘The student will understand common vulnerabilities in code. The
student will know common weaknesses in code. The student will

student will know how
b:

Weakness Enumeratio d on i The student  execute patch Management. The student will know how to do
Attacks, cAnackcv: Types and Motivations, Attack Methods, robable pmm of Attack, Attack will know understand application
Surface “The student will know how to do security Requirements Configuration issues. The student will know how to execute unit
Analysis. derstand the testing, to use common coding Tools and
principles of Secure Design Technologies
Yes Yes Yes
Yes Yes Yes

Software

Graw, G -
Development: A Security Practitioner's Guide

Chapter 1, “Defining a Discipline” Chapter 4,"A Risk Management Framework pp. 4:

Saltzer & Schroeder,” The Protection of Information in Computer Systems”, "Software
Assurance: A Curriculum Guide to the Common Body of Knowledge to Produce, Acquire and
Sustain Secure Software"; Chapter 1, “Introduction”; Chapter 2, “Dangers and Damage”,
Common Attack Pattern Enumeration and Classification: CAPEC List Release 1.6

Evaluate the appl Saltzer and Schroeder life
cycle elements
2. Evaluate the effect of software exploitation in real-world terms [A]

3. Apply the CWE/CVE to appropriate places in life cyc elements [4]

coding errors. The student will understand how to

McGraw, Gary, Software Securty ~Buiding Securiy In; Grembi,

McGraw, Gary, Software Securi
Development:

- Building Security In; Grembi,

Secure Software Development: A Security

5, "Knowledge for Secure Software;’
“lntn-lumun to Software Security Touchpoints

‘The Open Web Application Security Project: Threat Risk Modeling,
Modeling; Arguing

hitp:/ /www.owasp.org/index php/ Threat |
Security - Creating Security Assurance Cases

https:/ /buildsecurityinus-

cmgnv/hs./;mcleg/knnw\mge/assmm/m BSLhtml SQUARE:

Lite: Case Study on
b omschmssdofrepoef 85101 . mproing W
Application Securiy: Threat Modeling

1. Prepare a threat model to evaluate and prioritize
security threats.

2. Develop an assurance case and mitigations for security
threats
Synthesize and justify a design traceable to security
mitigations

4. Justify a design based on risk prioritization

Chapter 3,

racttioner's Guide

Chapter 4, "Code Review with a Tool’
application

Creating a Patch and Vulnerability Management Program

402.pd; CVSS: A Complete Guide to the Common Vulnerability
Scoring System, pp. 6-9 hrlv//w\vwmsmrz/cvss/cvss guide.pdf;
WE-352; Cross-Site Request Forgery (CS|

hitp://cwemitre mg/dm/mmuons/(sz html

1. Evaluate vulnerabilities and weaknesses for future
remediation

2. Bvaluate proper patch management practices

3. Develop an assurance case and an appropriate set of tests

y... unit testing
Perform unit testing on code
5 Evaluate common coding tools and technologies

; dynamic testing of an

Unit4
Secure Software Verification & Validation (session 9 and 10)

Student will be able to Document the Assurance Case. Student will be able to design the
Verification and Validation Plan. Student will be able to plan and develop Test Cases.
tudentwil be able o designtest and Roviw Follow-s Procsdures Student wil e ale

An:lyﬂs Wethods:Toos and Technologes for V:nfulmn & Validation; and Other Testing
rocesses. Student will understand the use of penetration Testing and Ethical Hacking.

\mdem will be able to execute reviews and Auits for the purpose of certification and

accreditation (C&A)

Yes

Yes

McGi - In; Grembi

Unit§
Measurement and Metrics for Software Assurance (session 11 and 12
Student will be able to define the Metrics and Measurement Process for
ft

Unit6
Secure Sustainment (session 13 and 14)

understand ip between
Metrics and g Metrics and ‘ontrol, e studentwil undersiand B:sz\mmg:md smxm Mnnngemem. The student will know how to do
Process I t, Formal Certification of (sensing). Testing The student
Formal Measurement Data-Gathering Processes. The student will know citeria wl]l o and mumunng of The student
fo election o Measures mmlullmg‘ Ltecyde Clssfation, IS 199 will know how to do change Analysis and Authorization (SOW). The student will know how to do
Cri understand change Evaluation and Re-integration
e
Charauensnns
Yes Yes
Yes Yes

cGraw, Gary, 3
Development: A Security Practitioner’s Guide.

Chapter 7, “Risk Based Secumy -rm.ng pp. 187-20.
Security of Operations” pp. 2

Technical Guide o Information Security Testng and Assessment;
bt o pulons SO 15/ STSO 150 Toe OWAS Tp 10
ps:/ /wnwwowasp.org/index php/Category:OWASP Top_Ten Project

hapter 9, "Software Security Meets

t In; Grembi McGraw, G - In; Grembs
Practitioner's Guide

McGraw, G - Software Development: A Security
Development: A Security Practitioner's Guide.

PartIIl: Chapter 10 “An Enterprise Software Security Program” pp. 239-256 Chapter Nine "Software Security Meets Security Operations”

FIPS 199: Standards for Security Categorization of Federal Information and
Information -PUB-199-
finalipd; NIST 800-60: Guide for Mapping Types of Information and Information
Systems to Security Categories, pp 9-33

NIST SP 800-128: Guide for Security Configuration Management of Information Systems
ttps/ /esrcnist gov/publications/drafts/800-128 /draft sp800-128-ipd pdf. “Software Assurance: A
Currl:ulum Guide tothe Common Body of Knowledge to Produce, Acquire and Sustain Secure Software’~

SPB00-60_Vol1-Rev1 pdf;
NIST 800-55: Performance Measurement Guide for Information Security, pp. 9-19,

1 Preparea agiven pp!
2. Interpret static test cases to prove the validity of an assurance case

3. Prepare an appropriate set of static tests

4 e

3133, 42-A24 /sPB00-55. Shapter 12 e
Fev i ST 80153: Recommanded Secky Contros o Fedes formatin
Systems and Organations, pp,6-25,
1 sk and impact based on a sensitivity level [D] 1. Create a practical and valid change request process
2. Select an appropriate set of measures for an application [4] 2. Create a practical change authorization process
3. Develop a persistent set of measurement benchmarks [A] 3. Create a coherentand correcty labeled baseline and Baseline Management Ledger
. A measures of 4. Create a focused anal data ab




VERIFY DATA — LOOK AT IT THROUGH THE EYES OF AN AUDITOR

= Course syllabi

= Created 9 DEV courses in Blackboard and populated each course
I. CIS 5100 Object Oriented Development

CIS 5300 Software Assurance

CIS 5400 Software Management

CIS 5700 (Information Assurance) Cybersecurity Principles

CIS 5730 Cyberlaw

CIS 5740 Advanced Topics in Information Systems

CIS 5750 Information Assurance Technologies

CIS 5770 Cyber Defense Operations

CIS 5910 Information Audit

0 ® N O AWM



VERIFY DATA — LOOK AT IT THROUGH THE EYES OF AN AUDITOR

= |s the Bb course complete? Is anything missing?
(syllabus/module/PPT’s/lectures/assignments/quizzes/etc.)

= Does the course description match what is in the syllabus?

= Where is the KU taught? What course? What
module/week/chapter/session?

= What are the assignments? Does the assignment teach/reinforce/apply
the KU?



MEASUREMENT CRITERIA O

Letter of Intent
Click here to return to KU Listing

Letter of Intent as CAE-CDE and statement of CAE-CDE mission and purpose.

Provide official notice regarding the institutional intent to participate in the CAE-CDE program.
Provide formal documentation showing the establishment of an official “Cyber Center” within the
institution. Letter should be on institution letterhead, signed by the Dean or higher, contain
information about the Cyber Defense program and name the POC from the institution. Letter
should also state accreditation information and any pertinent accomplishments in the cyber
defense field. The letter should be addressed to:

National Security Agency Attn: CAE Program Office 9800 Savage Road
Ft. Meade, MD 20755-6804

Mandatory requirement



Center for IA/CD Education
Click here to return to KU Listing

“Center” for CD Education.

The institution must have an officially established organization sening as the focal point for
M EASU REM E NT C RITE RIA I its CD educational program (physical or virtual). The center should provide the following
senices: program guidance and oversight, general cyber defense information, and
collaboration and outreach opportunities among students, faculty, and other institutions.
Additionally, the center must be supported by a website that is dynamic, current and visible
within the institution and the community at large.

Overall Point value: 10 points mandatory

a. Cyber Center
Show formal documentation of the designation of Cyber “Center.” This can be included in
the letter of intent. (For the purpose of this document, the word “Center” is used in a general
sense). The “Center” must have the endorsement from a Dean or higher. Point Value: 5
points mandatory

b. “Cyber Center” Website

Provide an operational hyperlink to the “Cyber Center” website. This “Cyber Center”
should provide program guidance, general CD information and promote collaboration
and interaction with other students, faculty, and programs. The “Cyber Center” and its
website must be operational, dynamic, current and visible within the institution and
to the community at large. Evidence provided should include, but is not limited to:

information about the CD program of study and faculty, “Cyber Center” points of
contact, links to student CD activities, institutional security resources and awareness,
as well as up-to-date links to key CD resources such as other academic institutions,
government sites, conferences, workshops, and CD news.

Point Value: 5 points mandatory



Cyber Defense Academic Program
Click here to return to KU Listing

Cyber Defense Academic Program
The CD program of study is central to a vibrant and mature CAE for Cyber Defense

M EASU REM E NT C RITE RIA 2 Education program. The institutional must show its CD academic requirements and
explain how students participate and successfully complete the CD curriculum.

Overall Point value: 17 mandatory/20 maximum

a. Cyber Defense Program of Study

Describe the CD program of study offered by the institution. What department(s)
oversee the program? What types of CD curriculum paths are offered, i.e., CD major,
minor, certificate program? What courses are required for those paths that satisfy
the CAE requirements for all the mandatory KU requirements and at least five
operational KU requirements? Provide the course path that map to the KUs. Provide a
sample of a student transcript, completion letter or certificate. (Please note —Only
the CD curriculum program(s)/path(s) identified in this criterion, are allowed to be
marketed as CAE-CDE Curriculum Path(s)/Program(s) at an institution, if application is
approved. If additional curriculum path(s)/program(s) are identified after this
application is submitted, the onus is on the institution POC to confirm all core KUs are
covered and the POC must identify the additional path(s)/program(s) in the re-
designation application).

Point Value: 10 points mandatory

b. Availability of Subscription-based, on-line CD publications

Provide evidence that students and faculty have access to subscription-based, on-line
CD journals, books and other publications. How are these resources integrated into
the curriculum and provided to students? Provide sample course materials showing
references to these resources or hyperlinks to instructor webpages offered to
students. Point Value: Up to 5 points/2 mandatory

c. Overview of Student Participation in program

Provide information on the student enroliment over the last 3 years to include
current participants and graduates. Provide numbers of students that have
participated/graduated in the last 3 years.

Point Value: 5 points mandatory



Student-based Cyber Defense Research
Click here to return to KU Listing

Student-based Cyber Defense Research

M EASU REM E NT C RITE RIA 3 The institution must show how it fosters student research in CD. This item focuses on

STUDENT- based research as it contributes to evolution of theory and practice in the
field of cyber defense. Research should related back to one or more of the KUs.
Overall Point value: 12 mandatory/25 maximum

a. Research requirements for CD program participants

Although the depth of the research may vary, both undergraduate and graduate
students should be encouraged to analyze Cyber Defense issues and offer solutions
orrecommendations. What are the research requirements for students participating
in the CD program of study? Provide links to 5 to 10 of the best CD theses,
dissertations, papers or projects produced by these students within the last 3 years.
Link to actual papers required — not a subscription service.

Point Value: Up to 10 points/1 point per paper or project/5 points mandatory

b. CyberDefense Physical/Virtual Labs

Show that physical and/or virtual labs and equipment are available and demonstrate
how these resources are used by students and faculty to support the Cyber Defense
program of study. Evidence provided should include either a description or links to
information about the lab resources available as well as samples of lab projects or
exercises.

Point Value: Up to 5 points/2 points mandatory

c. List of courses requiring research and/or labs

Provide a list of CD courses that require research papers or labs and links to the
course syllabi. Courses need to be either current or taught within the last 3 years.
Point Value: Up to 10 Points/1 point per course/5 courses mandatory



Cyber Defense Faculty and Course load
Click here to return to KU Listing

./ [/ |
Cyber Defense Faculty and Course load

The institution must demonstrate that it has someone responsible for
M EASU REM E NT C RITE RIA 4 the overall CD program of study and sufficient faculty members, either
full- or part-time, teaching at least one CD course. The criterion
requires a link to the biography or curriculum vitae for each faculty
member. It must be possible to locate all faculty members from the

University website.
Overall Point Value: 9 points mandatory/20 points maximum

a. Head of the Cyber Defense Program of Study

Identify by name the full-time employee or employees with overall
responsibility for the CD program of study at the institution. Evidence
must include a job description and biography or CV.

Point Value: 5 points mandatory

b. Additional full-time Cyber Defense faculty members

Identify by name full-time faculty members teaching the courses in the
CD program of study. Evidence mustinclude ajob description and
biography or CV. Also required is the department where they teach and
course load.

Point Value: 2 point each/4 points mandatory/10 points maximum

c.  Part-time or Adjunct Cyber Defense Faculty members

Identify by name part-time or adjunct faculty members teaching the
courses in the CD program of study. Evidence must include a job
description and biography or CV. Also required is the department
where they teach and course load.

Point Value: 1 point each/5 points maximum



MEASUREMENT CRITERIA 5

Cyber Defense Faculty Expertise and Research
Click here to return to KU Listing

Cyber Defense Faculty Expertise and Research

The institution must show that the faculty members are CD experts and are
active in current CD practice and research. Cyber Defense faculty members
should be contributing their CD knowledge to publications, presentations,
and professional societies as well as seeking grants for CD resources and
mentoring CD students.

Overall Point Value: 9 points mandatory/41 points maximum

a.  Faculty authored Cyber Defense publications

Provide evidence of faculty contributions to peer reviewed publications on
CD topics to include refereed journals and conference proceedings within
the last 3 years. Provide links to actual papers not a subscription service.
Point Value: 2 points per paper/2 papers mandatory/10 points maximum

b. Published books or chapters of books on Cyber Defense/Cybersecurity
Books/chapters must focus on Cyber Defense/Cybersecurity and have been
published within the last 5 years. Provide title, authors and date published.
Identify specific chapters if authoring a chapter of a book. Papers published
in a conference proceedings will be accepted in 5A, not 5B.

Point Value: 5 points per book/1 point per chapter/10 points maximum

c. CyberDefense Presentations

Provide evidence that faculty members present CD content at major
Regional/National/International conferences and events within the last 3
years. Provide a synopsis of the involvement. This can include guest lecturer
at other institutions or government organizations.

Point Value: 1 point per conference/2 presentations mandatory/6 points
maximum

d. Professional societies

Provide evidence that faculty members are CD subject matter experts for
accrediting bodies and professional societies. (e.g., ACM, IEEE, regional
accreditation, professional accreditation, etc.). Faculty members are active
members in CD/Cybersecurity organizations (e.g., ISSA, Cyberwatch,
Infraguard, etc.). List involvement for the last 3 years.

Point Value: 2 points per review or membership/2 points mandatory/6
points maximum

e. Writing Cyber Defense Grants and external funding

Provide evidence that CD faculty members write grants and obtain funding
for CD education and/or research or lab equipment. Provide a synopsis of the
grant to include date and approximate monetary value. Provide links to
organization providing the grant or links to a news article. Provide an
explanation if funding or grants are not obtained.

Point Value: 2 points per award or funding/6 points maximum

f. Support to Cyber Defense Student activities

Provide evidence that CD faculty members support their student by serving
as mentors or advisors to student led activities. Evidence can include links to
student clubs, Cyber Defense Exercises, etc.

Point Value: 1 points per program/1 mandatory/3 points maximum



Cyber Defense is a Multidisciplinary practice at the Institution

M EASU REM E NT C RITE RIA 6 Cyber Defense is a Multidisciplinary practice at the Institution

The institution must demonstrate that CD is not treated as a separate
discipline, but integrated into related fields.
Overall Point Value: 7 points mandatory/15 points maximum

a. Cyber Defense Concepts taught in other fields of study

Provide evidence that CD topics are taught in courses outside the CD program
of study department and its courses. Courses taught outside the CD program of
study could be technical or non-technical. For example: health practitioners
learning about privacy and patient data protection; accountants learning about
data backup and protection; or non-credit continuing education courses on IT
security basics. Provide course name and syllabus with cyber modules
highlighted.

Points: 2 point per course/2 courses mandatory/up to 10 points.

b. Non-Cyber Defense courses encourage papers or projects in CD topics.
Courses taught outside the CD program require papers/projects/posters/etc.
For example: health care practitioners write a paper on the importance of
safeguarding patient health care records. Provide links to 5 to 10 best papers or
projects on CD within 3 years of application. Link to actual papers required — not
a subscription service. Paper/projects should correspond to courses provided in
6a.

Points: 1 point per item (3 mandatory)/only 2 items per course/up to 5 points.



Institution Information System (IS) Security Plan
Click here to return to KU Listing

Institution Information System (IS) Security Plan
M EAS U RE M E N T C R I T E RIA 7 Overall Point Value: 16 points minimum/20 points maximum

a. Security plans or polices

Provide links to the CD/IS Security Plan(s) or policies for the institution to
show how it practices institutional security.

Points: 5 points mandatory

b. Institutional Cyber Security/Information Security Officer

Provide the name, title and job description for the individual responsible for
the information IS program at the institution.

Points: 5 points mandatory

c. Implementation of Cyber Security Practices

Provide evidence of how the institutional implements its CD Security plan
through awareness, training and tutorials, log in security banners, user
acknowledgements, on- line help and good security practice guides. (e.g.,
Students, faculty and staff are required to take computer based training or on-
line tutorials; a security banner statement is present on institution or
department computers; security related help screens are available; students
are provided with a guide on good security practices, etc.)

Points: 6 points mandatory/10 points maximum



MEASUREMENT CRITERIA 8

MC8 Outreach/Collaboration c.  Sponsorship or participation in Cyber Defense Exercises and Competitions

Click here to return to KU Listing Provide evidence of participation in or sponsorship of CD exercises and competitions

Cyber Defense Outreach Beyond the Institution

The institution must demonstrate how CD is extended beyond the normal
boundaries of the institution.

Overall Point Value: 15 mandatory/30 maximum

a.  Shared Curriculum and advancing Cyber Defense Educational practice.

Show how the institution shares it CD curriculum or faculty with other schools, to
include K-12 schools, community colleges, technical schools, minority
colleges/universities within the last 3 years. Provide information about sponsorship
or participation in CD curriculum development workshops or colloquia or faculty
sharing events for any of the types listed above within the last 3 years.

Point Value: Up to 5 points/3 points mandatory

b. Reciprocity of Credit

Provide evidence of written agreements showing that the institution accepts credit
in CD courses and/or prerequisite courses from other academic institutions. (e.g.,
Accepting academic credit in CD courses from minority institutions, two-year
community colleges, or technical schools). Must show the course designator and how
it translates to the accepting school.

Point Value: Up to 5 points/3 points mandatory

within the last 3 years.
Point Value: Up to 5 points

d. CAE Collaboration

Show how the institutions partners in CD research or shared classes/events with
other CAE institutions.

Point Value: Up to 5 points

e. Cyber Defense Business/Industry Collaboration

Show how the institution partners with companies and other employers to identify
CD needs of potential employers and encourage student internships. Show how the
institution works with employers and students to support job placement.

Point Value: Up to 5 points

f. Community Outreach

Show how the institution sponsors CD events for the community at large. Events
could include CD awareness and education for local schools, adult education centers,
and senior centers. Examples of events could be computer “check-up” days,
protecting personal information in cyber space, or preventing and recovering from a
“virus”.

Point Value: Up to 5 points/2 mandatory
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1
Unit 4: Criminal Law (session 10 and 11)

Key Content Topics:

SYLLABUS e Students will describe the problems related to criminal investigation in cyberspace
e Students will be able to prepare logical profiles of internet unsubs

e Students will create an effective forensic investigation process

e Students will create a set of standard responses to cybercrime incidents

e Students will create an effective chain of custody

¢ Students will be able to identify specific areas of criminal exploitation

e Students will be able to perform end-to-end investigations leading to trial
Highlighted each Unit and e Students will implement oversight and control of evidence collection and preservation

only those objectives that
were mapped to the KU’s Unit Learning Objectives:

Apply forensic techniques to cyber-criminal investigation
Apply the rules of evidence to cyber-criminal investigation

Perform effective evidence gathering

Execute systematic chain of custody and evidence assurance
Generate appropriate and useful cyber-criminal profiles

Ensure a stable state of evidence preservation

Perform standard testimony in a cyber-criminal case

Execute systematic evolution of cyber-criminal investigation

Ensure compliance with the rules of court in all cyber-criminal cases
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MAP KNOWLEDGE UNIT: BASIC DATA ANALYSIS
SANDBOX UNIVERSITY

RBeturn to CAE IA/CD Progress List

KU MAPPING
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KU MAPPING

TOPICS

 Justification Box—only
required when a
course topic is not
explicitly covered in
the course material

The “Justification™ box (Fig. 30) is only required when a course topic matching the KU topic 1s not
explicitly covered in the course matenial but is either required prerequisite knowledge for the course.
(e.g.. CCNA, CISSP. Network+, etc.) or will be achieved through an activity in the course.
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alternative Coursework, exposure o labs, mternship apportuniies or any information that establishes an

eguivalency thal adegualely prepares the siudent lo meel the oulcomes of this Knowledge Unil

Reminders!

You musl specify whether you will be mapping 10 a course.

If you select 'Yes' to mapping a Course, you MUST select at least one Major Topic OR Objective

If you selact 'No' to mapping @ Course, you MUST enter a Justincation

If you "Select another Course” you can continue 1o enter information. but the information entered on this
screen Is not saved untl you select the "Save” button.

= Selecting "Cancel” at any" point In tis process will Gelete all the Information entered since your 1ast "Save "

@ 7 seecrAnor@ cancel




MAP KNOWLEDGE UNIT: BASIC DATA ANALYSIS
SANDBOX UNIVERSITY

KU MAPPI NG Return to CAE IA/CD Progress L

Legend

w

OUTCOMES

T  You will see the B top-level icon (up arrow) next to Top-Level tems that do NOT need to be mapped

B | You will see the B lowerlevel icon (bent-p pe) next to Lower-Level tems that need to be mapped
* Selected KU-Basic v  You will see the ¥ completed icon (checkmark) next 1o tems that have been mapped
Data Analysis

Knowledge Unit Topics & Qutcomes

Craphing/Charts

 Select each Outcome

Problem Solving

Spreadsheel Funclions

Summary Statistics

Students will be able o apply standard statistical inference procedures {o draw conclusions from
\2la

\ Return to CA




KU MAPPING

OUTCOMES

Selected KU-Basic
Data Analysis

Map the Course - CIS
5100 Object Oriented
System Design

ADD KU JUSTIFICATION AND
SANDBOX UNIVERSITY

COURSE MAPPING

I''ve irmdeantd <& howledge Uit is to pro

informmation

= Srudents will be able 10 apoly starndard

General Instructions

vide studants with Dasic abilities to manipulate data into vrn.-.uﬁuul’,‘f

tatistical infsreance procedures to draw con icns from data

. b TR eCily whether you wil be mapping 1 1 COurse
o If you select ‘Yes' to mapping a Courss MUST seiect at least one Wajor Topic OR Objectiv
f you select 'No' to mappin 1 Cowrse you MUS T emter a Jushhcation
« |1 you "Select Another Course”™ you can contimue 1o enter iInkormabo Dut tne information entered on s
screen 5 not saved untll you sciect ihe "Save” button
. 1 n il any T in IS pr il £ tr lamMmation 1 1
Bold® il afa i 1
r— Step 1: Map a course
L i W= n J i ( o K/ SOOI i i (= ¥ ¥ ] ' (50
i ¥ el e st 1
| o ) M T provide a justification
i b =L yo UL dTi
v

— Select Course -

Fig. 33 Add Justification and Course Mapping — Outcomes




KU MAPPING

OUTCOMES

&:\H‘I
* Selected KU-Basic
Data Analysis /
* Map the Course Topics S e e
* Map the Course o ohcting the “RemoveBlign
. . \
Objectives 9

Fig. 34 Add Justification and Course Mapping — Outcomes
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LUNIVERSITY OF DETROIT MERCY

Bengn vp CAE 18000 Progeess List
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lons

Devignated
5

KU MAPPING

- sl Cryptography
Naruemit nse M Gr

Lrses Frofike
Lespomt

KU - Cyber oo

CAE Message Cenier

Defense

Course - CIS 5750/ e o

Cyber Defense
Technologies

1o ALS (Objecthvn)

Major Topic -
Cryptography

Topic: Appropriste Couniermessures

Objectives (9)

&/ distribuied DOS / BOT: &

a3 aitacks & Sniffing

spoolisg { seasion hijacking d. Denlal of servt



CHECKLIST

STEP 1 - Add New Courses

Add (9) New Courses

CIS 5100, Object Oriented Development
Edit Syllabus, save as .PDF

Step 2 - Map KU's to Courses

(22) KU/OKU Topic and Outcomes Mapping

Add New Course
Upload syllabus
KU2, Basic Scripting
KU17, Programming

Entered in
NIETP

x

Reviewed

Completed

x

CIS 5300, Software Assurance
Edit Syllabus, save as .PDF

Add New Course
Upload syllabus
OKU1, Software Assurance

CIS 5400, Secure Software Management
Edit Syllabus, save as .PDF

Add New Course
Upload syllabus
OKUS, Life-Cycle Security

CIS 5700, Information Security Principles
Edit Syllabus, save as .PDF

Add New Course
Upload syllabus
KU1, Basic Data Analysis
KU16, Probability and Statistics

CIS 5730, Cyberlaw
Edit Syllabus, save as .PDF

Add New Course
Upload syllabus
0OKU2, IA Compliance
OKU3, IA Standards
KU9, Policy, Legal, Ethics, and Compliance

CIS 5740, Secure Acquisition
Edit Syllabus, save as .PDF

Add New Course
Upload syllabus
OKU3, IA Standards
OKU4, Supply Chain Security

CIS 5750, Cyber Defense Technologies
Edit Syllabus, save as .PDF

Add New Course
Upload syllabus

KU3, Cyber Defense

KU4, Cyber Threats

KUS5, Fundamental Security Design Principles
KUS6, Information Assurance Fundamentals
KU7, Introduction to Cryptography
KU8, Information Technology System Components
KU10, Networking Concepts

KU12, Databases

CIS 5770, Cyber Defense Operations
Edit Syllabus, save as .PDF

Add New Course
Upload syllabus

KU3, Cyber Defense

KU4, Cyber Threats

KU11, Systems Administration
KU13, Network Defense
KU14, Network Technology and Protocols
KU15, Operating Systems Concepts

CIS 5910, Information Audit
Edit Syllabus, save as .PDF

Add New Course
Upload syllabus
OKU2, IA Compliance
OKU3, IA Standards

X X X X[[>X X X X X X X X[IX X X X X X X X X X[X X X XX X X X XX X X X|[IX X X|X X X|[X X X

X X X X[[>X X X X X X X XX X X X X X X X X X[>X X X XX X X X XX X X X[IX X X|X X X|X X X X

X X X XX X X X X X X X[|[>}X X X X X X X X X X[|[>X X X X[IX X X X X[[>X X X X|X X X|X X X|X X X
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MEASUREMENT

CRITERIA

For each
Criteria, you
enter links, .pdf
docs, and text
in a text box

ADD SELECTED CAE CRITERIA
SANDBOX UNIVERSITY

Selected Criteria

1. Outreach/Collaboration
Outreach/Collaboration. The institution must demonstrate how IAJ/CD is extended beyond the normal
boundaries of the Institution.

(Overall Point Value: 15 Minimum/25 Maximum)

a Shared curnculum

sShared cumculum (e g, IA/CD teaching matenals prowdad fo mnonty colleges/unwersties, bwa-year community
colleges. technical schools. or K-12 schools) or sharad faculty {e.g.. Faculty on IA/CD curriculum development
committes and/or teaching WA/CD at minoniy colleges and universities, two-year community colleges, techmca
schools or K-12 schools )

{Up to 5 points/} points required)

Note® Bold* items below are requirad

r—Add Up to 10 Link{s

nks Must o “hitp 4/~ or "hitps./”

A u
A

Add More Link
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Criperia 1

Critedia 1: "Conier” for Cyber Defende Education
Tha istinuhon sy have an olficially established orgenization serving as the (ool point for its OO0 sdicatinal peogram
{Cnverall Point Valwe: 10 Minimumy 10 Maxbmsm)

 Foamal documentation of Cyvber Cemter
Shirw foieal dociimedtaion of the desigrathon of 1h WA TD/Cybersedionity “Cantes.” This can b= includid in the lenter of intand. IFof the gafpase of this documan, the word “Centioi™ 5 widd 0 @ ptaaral semsel Thie "Centel™ Mist have endodsement
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* Link
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The Centen for Cyher Security amd mawligesce Studies was spenod cn May 2k 2010, The ©
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What's New?

o CAE Submitted Successfully!

CAE Application Website Now Open!

The CAE Application Website iz now open for subm

issions through 11:59PM EST on 15 January 2016.




