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AGENDA

 Tamara Shoemaker, Director Center for Cyber Security & Intel 
Studies
 My Role with University of Detroit Mercy - Recertification 

Coordinator
 The New Academic Requirements 
 The NIETP Online Application 
 Information to Gather Beforehand
 Sample Syllabi
 The Application Components
 Discussion / Q & A



NEW ACADEMIC REQUIREMENTS FOR CAE CD

 11 Mandatory Knowledge Units (2YR)

 5 Additional Mandatory Knowledge Units (4YR)

 5 Optional (Actually, 4YR must have these)

 1 or more Focus Areas (truly optional)

 Letter of Designation

 8 Measurement Criteria

 NIETP online application submission



NEW ACADEMIC REQUIREMENTS: CORE KNOWLEDGE UNITS (KU’S)

11	CORE	KU’s +	 6	CORE	KU’s	for	4	year	programs	for	a	total	of	17	KU’s



Also, you must choose 
5 Optional Ku’s

17+5 = 22 KU’s for 4 Yr

Plus, optional focus 
areas

CAE_IA-CD_KU.pdf



17 FOCUS AREAS (FA’S)

• These are truly optional and an 
institution may differentiate itself 
by offering one or more Focus 
Areas (FA’s)



MEASUREMENT CRITERIA (0 – 8)
0. Letter of Intent that Shows Eight Measurement Criteria
1. Outreach/Collaboration

a. Shared curriculum
Add links
Add pdf's
Justification for Selectd Criteria

2. Center for IA/CD Education
Add links/pdf's/justification for selected criteria

3. A Robust and Active IA/CD Academic Program
Add links/pdf's/justification for selected criteria

4. IA/CD is Multidisciplinary Within the Institution
Add links/pdf's/justification for selected criteria

5. Practice of IA Encouraged Throughout the Institution
Add links/pdf's/justification for selected criteria

6. Student-based IA/CD/Cybersecurity Research
Add links/pdf's/justification for selected criteria

7. Number of IA/CD/Cybersecurity faculty and course load
Add links/pdf's/justification for selected criteria

8. Faculty active in current IA/CD/Cybersecurity practice and research
Add links/pdf's/justification for selected criteria



DATA GATHERING PROCESS

 Start with the CAE 
Requirements and 
Resources link on the NIETP 
site

 A Guide for Mapping 
Courses to Knowledge Units 
(Ku’s)

 New User Registration

 Identify and Update All 
Syllabi



DATA GATHERING PROCESS

 Obtain spreadsheet = CAE_KU_Mapping_Matrix

 Obtain Mapping Guide (screen shots of online application)
 Determine what fields are necessary for online application
 Determine 5 Optional KU’s
 Determine what courses to map the KU’s
 Obtain Measurement Criteria = CAE CD 4Yr Criteria – 2016

 Course Syllabi



DATA GATHERING



BASIC DATA ANALYSIS



SOFTWARE ASSURANCE





ADDED THE FIELDS

Add Courses



Add Course Topics Add Objectives





CIS	5300	Software	Assurance

ADD	NEW	COURSE
Add	Course	Information

Course	Number CIS	5300	
Title Secure	Software	Assurance
Course	Created	Date 1991‐1992	AY	AY
Course	Review	Date fall	2015	‐	by	McNichols	Faculty	Assembly	(MFA)

** Course	Link https://knowledge.udmercy.edu
Course	Login
Description This	course	is	rooted	in	the	monitoring	and	control	principles	that	are	itemized	in	the	

Software	Support	Process	of	the	ISO/IEEE	12207	‐2008	Standard	and	detailed	by	various	
national	standards	cited	above.	Essentially,	rather	than	assurance	what	we	are	studying	is	
the	mechanism	that	is	used	to	make	the	software	process	visible	and	reliable.	This	is	
normally	established	at	three	levels	in	the	software	organization,	strategic	processes,	project	
infrastructure	and	individual	testing.	We	are	going	to	examine	all	three	of	these	from	a	top	
down	perspective.	We	will	move	from	the	model	that	defines	and	relates	all	of	these	
processes,	through	the	specific	itemization	of	the	activities	and	tasks	embodied	within	this	
framework,	down	to	specific	practices	used	to	verify,	validate,	audit	and	resolve	software	
assurance	issues.	In	addition	we	are	going	to	examine	the	software	sustainment	process	as	
an	adjunct	to	monitoring.	Upon	completion	of	this	course,	students	will	be	able	to:	Create	a	
software	architecture	that	embodies	the	principles	of	software	security,	minimizes	attack	
surfaces,	and	presents	an	adequate	defense	in	depth	against	common	attacks;	Analyze	and	
prepare	a	comprehensive	response	to	risk	across	the	development	lifecycle	that	incorporates	
conventional	best	practices	for	software	security;	Differentiate	weaknesses	in	code	and	the	
associated	practices	that	create	those	weaknesses	and	execute	a	set	of	tool‐based	unit	testing	
methodologies	to	ensure	that	exploitable	code	is	caught	and	fixed;	Perform	end‐to‐end	
security	verification	and	validation	activities	that	incorporate	various	standard	certification	
and	accreditation	solutions;	Design	a	measurement	program	that	produces	a	reliable	set	of	
quantitative	data	for	use	in	business	decision	making

Is	this	course	currently	being	taught? Yes	‐	Taught	Winter	2015	‐	next	taught	Spring	2016
Course	Length	 35	contact	hours	per	semester	‐	one	2.5	hour	meeting/week
Evaluation	Methods Five	section	quizzes	‐	four	projects	‐	final	team	project	‐	final	examination
Instruction	Methods Asynchronous	lectures	‐	synchronous	recitations	‐	team	project	work
Current	Enrollment 17	Winter	2015
Past	Enrollment 12	Winter	2014
Course	syllabi upload	file
Are	the	online	and	syllabi	the	same? yes
Course	Outline upload	file

Add	Major	Topics	(Multiple	topics	are	entered	separately)
Topic	Number Unit	1 Unit	2 Unit	3 Unit	4 Unit	5 Unit	6
Major	Topic Basic	Concepts	and	Principles	(sessions	1	and	2) 	Building	Rugged	Software	(sessions	3	and	4) Adopting	Secure	Coding	Practices	(session	5	through	7) Secure	Software	Verification	&	Validation	(session	9	and	10) Measurement	and	Metrics	for	Software	Assurance	(session	11	and	12) Secure	Sustainment	(session	13	and	14)
Topic	Description

The	student	will	know	Fundamental	Software	Security	Concepts.	The	student	will	enumerate	
functional	and	Operational	Dangers	to	Software.	The	student	will	utilize	the	Common	
Weakness	Enumeration	(CWE)/Common	Vulnerability	Enumeration	(CVE)	to	understand:	
Attacks,	o	Attackers:	Types	and	Motivations,	Attack	Methods,	Probable	Points	of	Attack,	Attack	
Surfaces

The	student	will	know	how	to	do	Threat	and	Risk	Understanding.	
The	student	will	know	how	to	build	an	Assurance	Case.	The	
student	will	know	how	to	development	of	defense‐in‐depth	
mitigation	strategies	based	on	assurance	objectives.	The	student	
will	know	how	to	develop	evidence	based	confidence	estimates.	
The	student	will	know	how	to	do	security	Requirements	
Development	and	Analysis.	The	student	will	understand	the	
principles	of	Secure	Design

The	student	will	understand	common	vulnerabilities	in	code.	The	
student	will	know	common	weaknesses	in	code.	The	student	will	
know	common	coding	errors.	The	student	will	understand	how	to	
execute	patch	Management.	The	student	will	know	how	to	do	
vulnerability	Prioritization.	The	student	will	understand	application	
Configuration	issues.	The	student	will	know	how	to	execute	unit	
testing.	The	student	will	be	able	to	use	common	coding	Tools	and	
Technologies	

Student	will	be	able	to	Document	the	Assurance	Case.	Student	will	be	able	to	design	the	
Verification	and	Validation	Plan.	Student	will	be	able	to	plan	and	develop	Test	Cases.	
Student	will	be	able	to	design	test	and	Review	Follow‐up	Procedures.	Student	will	be	able	
to	integrate	system	and	Acceptance	Testing	including;	Dynamic	Analysis	Methods;	Static	
Analysis	Methods;	Tools	and	Technologies	for	Verification	&	Validation;	and	Other	Testing	
Processes.	Student	will	understand	the	use	of	penetration	Testing	and	Ethical	Hacking.	
Student	will	be	able	to	execute	reviews	and	Audits	for	the	purpose	of	certification	and	
accreditation	(C&A)

Student	will	be	able	to	define	the	Metrics	and	Measurement	Process	for	
software	assurance.	The	student	will	understand	the	relationship	between	
Metrics	and	Software	Security	including;	Metrics	and	Management	Control,	
Benchmarks	for	Process	Improvement,	Formal	Certification	of	Secure	Systems,	
Formal	Measurement	Data‐Gathering	Processes.	The	student	will	know	criteria	
for	Selection	of	Measures	including;	Lifecycle	Classifications,	FIPS	199	
Classifications,	Common	Criteria	classifications.	The	student	will	understand	
software	Reliability	Management.	The	student	will	know	qualitative	Security	
Characteristics

The	student	will	understand	Baselining	and	Baseline	Management.	The	student	will	know	how	to	do	
Operational	Assurance	(sensing).	The	student	will	know	how	to	do	operational	Testing.	The	student	
will	know	how	to	do	vulnerability	identification	and	monitoring	of	Latent	Vulnerabilities.	The	student	
will	know	how	to	do	change	Analysis	and	Authorization	(SOW).	The	student	will	know	how	to	do	
change	Evaluation	and	Re‐integration

Is	this	Topic	covered	in	a	textbook? Yes Yes Yes Yes Yes Yes
Is	this	Topc	covered	in	Supplemental	Material? Yes	 Yes	 Yes	 Yes	 Yes	 Yes	

Book/Supplemental	Material	Title

McGraw,	Gary,	Software	Security	–	Building	Security	In;	Grembi,	Secure	Software	
Development:	A	Security	Practitioner’s	Guide

McGraw,	Gary,	Software	Security	–	Building	Security	In;	Grembi,	
Secure	Software	Development:	A	Security	Practitioner’s	Guide

McGraw,	Gary,	Software	Security	–	Building	Security	In;	Grembi,	
Secure	Software	Development:	A	Security	Practitioner’s	Guide

McGraw,	Gary,	Software	Security	–	Building	Security	In;	Grembi,	Secure	Software	
Development:	A	Security	Practitioner’s	Guide

McGraw,	Gary,	Software	Security	–	Building	Security	In;	Grembi,	Secure	Software	
Development:	A	Security	Practitioner’s	Guide

McGraw,	Gary,	Software	Security	–	Building	Security	In;	Grembi,	Secure	Software	Development:	A	Security	
Practitioner’s	Guide

Chapter/Title
Chapter	1,	“Defining	a	Discipline”	Chapter	4,	“A	Risk	Management	Framework,”	pp.	42‐73 Chapter 5, “Knowledge for Secure Software,” ;Chapter 3,

“Introduction	to	Software	Security	Touchpoints
Chapter 4, “Code Review with a Tool”; dynamic testing of an
application

Chapter 7, “Risk Based Security Testing” pp. 187‐204; Chapter 9, ”Software Security Meets
Security	of	Operations”	pp.	223‐235 Part	III:	Chapter	10	“An	Enterprise	Software	Security	Program”	pp.	239‐256 Chapter	Nine	"Software	Security	Meets	Security	Operations"	

Supplemental	Material	Author Saltzer	&	Schroeder,”	The	Protection	of	Information	in	Computer	Systems”,	“Software	
Assurance:	A	Curriculum	Guide	to	the	Common	Body	of	Knowledge	to	Produce,	Acquire	and	
Sustain	Secure	Software”;	Chapter	1,	“Introduction”;	Chapter	2,	“Dangers	and	Damage”,	
Common	Attack	Pattern	Enumeration	and	Classification:	CAPEC	List	Release	1.6	

The	Open	Web	Application	Security	Project:	Threat	Risk	Modeling,	
http://www.owasp.org/index.php/Threat_Risk_Modeling;	Arguing	
Security	–	Creating	Security	Assurance	Cases	
https://buildsecurityin.us‐
cert.gov/bsi/articles/knowledge/assurance/643‐BSI.html	SQUARE‐
Lite:	Case	Study	on	VADSoft	Project	
http://www.sei.cmu.edu/reports/08sr017.pdf;	Improving	Web	
Application	Security:	Threat	Modeling	
http://msdn.microsoft.com/en‐us/library/ff648644.aspx	

Creating	a	Patch	and	Vulnerability	Management	Program	
http://csrc.nist.gov/publications/nistpubs/800‐40‐Ver2/SP800‐
40v2.pdf;	CVSS:	A	Complete	Guide	to	the	Common	Vulnerability	
Scoring	System,	pp.	6‐9	http://www.first.org/cvss/cvss‐guide.pdf;	
WE‐352:	Cross‐Site	Request	Forgery	(CSRF)	
http://cwe.mitre.org/data/definitions/352.html

Technical	Guide	to	Information	Security	Testing	and	Assessment;	
http://csrc.nist.gov/publications/nistpubs/800‐115/SP800‐115.pdf.	The	OWASP	Top	10:	
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project

FIPS	199:	Standards	for	Security	Categorization	of	Federal	Information	and	
Information	Systems	http://csrc.nist.gov/publications/fips/fips199/FIPS‐PUB‐199‐
final.pdf;	NIST	800‐60:	Guide	for	Mapping	Types	of	Information	and	Information	
Systems	to	Security	Categories,	pp	9‐33	
http://csrc.nist.gov/publications/nistpubs/800‐60‐rev1/SP800‐60_Vol1‐Rev1.pdf;	
NIST	800‐55:	Performance	Measurement	Guide	for	Information	Security,	pp.	9‐19,	
31‐33,	A2‐A24	http://csrc.nist.gov/publications/nistpubs/800‐55‐Rev1/SP800‐55‐
rev1.pdf;	NIST	800‐53:	Recommended	Security	Controls	for	Federal	Information	
Systems	and	Organizations,	pp,	6‐25,	E1‐E4,	
http://csrc.nist.gov/publications/nistpubs/800‐53‐Rev3/sp800‐53‐rev3‐final.pdf

NIST	SP	800‐128:	Guide	for	Security	Configuration	Management	of	Information	Systems	
http://csrc.nist.gov/publications/drafts/800‐128/draft_sp800‐128‐ipd.pdf;	“Software	Assurance:	A	
Curriculum	Guide	to	the	Common	Body	of	Knowledge	to	Produce,	Acquire	and	Sustain	Secure	Software”‐	
Chapter	12,	“Secure	Software	Sustainment”	https://buildsecurityin.us‐cert.gov/bsi/940	
SI/version/default/part/AttachmentData/data/CurriculumGuideToTheCBK.pdf

Add	Objectives	(each	entered	separately)

Objective	Number
1.						Evaluate	the	applicability	of	Saltzer	and	Schroeder	to	software	development	life	
cycle	elements

1.						Prepare	a	threat	model	to	evaluate	and	prioritize	
security	threats

1.						Evaluate	vulnerabilities	and	weaknesses	for	future	
remediation	 1.						Prepare	a	specific	assurance	case	for	a	given	software	security	application 1.						Prioritize	security	risk	and	impact	based	on	a	sensitivity	level	[D] 1.						Create	a	practical	and	valid	change	request	process

Objective	Number 2.						Evaluate	the	effect	of	software	exploitation	in	real‐world	terms	[A] 2.						Develop	an	assurance	case	and	mitigations	for	security	
threats	 2.						Evaluate	proper	patch	management	practices 2.						Interpret	static	test	cases	to	prove	the	validity	of	an	assurance	case 2.						Select	an	appropriate	set	of	measures	for	an	application	[A] 2.						Create	a	practical	change	authorization	process

Objective	Number 3.						Apply	the	CWE/CVE	to	appropriate	places	in	life	cycle	elements	[A] 3.						Synthesize	and	justify	a	design	traceable	to	security	
mitigations	

3.						Develop	an	assurance	case	and	an	appropriate	set	of	tests	
for	unit	testing 3.						Prepare	an	appropriate	set	of	static	tests 3.						Develop	a	persistent	set	of	measurement	benchmarks	[A] 3.						Create	a	coherent	and	correctly	labeled	baseline	and	Baseline	Management	Ledger

4.						Justify	a	design	based	on	risk	prioritization 4.						Perform	unit	testing	on	code 4.						Interpret	the	results	of	static	tests	and	suggest	mitigations 4.						Develop	a	comprehensive	set	of	measures	of	qualitative	correctness 4.						Create	a	focused	analysis	process	that	generates	meaningful	decision	data	about	status
5.						Evaluate	common	coding	tools	and	technologies

Click	here	to	return	to	KU	Listing



VERIFY DATA – LOOK AT IT THROUGH THE EYES OF AN AUDITOR

 Course syllabi

 Created 9 DEV courses in Blackboard and populated each course

1. CIS 5100 Object Oriented Development

2. CIS 5300 Software Assurance

3. CIS 5400 Software Management

4. CIS 5700 (Information Assurance) Cybersecurity Principles

5. CIS 5730 Cyberlaw

6. CIS 5740 Advanced Topics in Information Systems

7. CIS 5750 Information Assurance Technologies

8. CIS 5770 Cyber Defense Operations

9. CIS 5910 Information Audit



VERIFY DATA – LOOK AT IT THROUGH THE EYES OF AN AUDITOR

 Is the Bb course complete?  Is anything missing? 
(syllabus/module/PPT’s/lectures/assignments/quizzes/etc.)

 Does the course description match what is in the syllabus?

 Where is the KU taught?  What course? What 
module/week/chapter/session?

 What are the assignments?  Does the assignment teach/reinforce/apply 
the KU?  



MEASUREMENT CRITERIA 0

Letter of Intent

Letter of Intent as CAE-CDE and statement of CAE-CDE mission and purpose.
Provide official notice regarding the institutional intent to participate in the CAE-CDE program. 
Provide formal documentation showing the establishment of an official “Cyber Center” within the 
institution. Letter should be on institution letterhead, signed by the Dean or higher, contain 
information about the Cyber Defense program and name the POC from the institution. Letter 
should also state accreditation information and any pertinent accomplishments in the cyber 
defense field. The letter should be addressed to:

National Security Agency Attn: CAE Program Office 9800 Savage Road
Ft. Meade, MD 20755-6804

Mandatory requirement

Click here to return to KU Listing



MEASUREMENT CRITERIA 1

Center for IA/CD Education

“Center” for CD Education.

The institution must have an officially established organization serving as the focal point for 
its CD educational program (physical or virtual). The center should provide the following 
services: program guidance and oversight, general cyber defense information, and 
collaboration and outreach opportunities among students, faculty, and other institutions. 
Additionally, the center must be supported by a website that is dynamic, current and visible 
within the institution and the community at large.
Overall Point value:  10 points mandatory

a. Cyber Center
Show formal documentation of the designation of Cyber “Center.” This can be included in 
the letter of intent. (For the purpose of this document, the word “Center” is used in a general 
sense). The “Center” must have the endorsement from a Dean or higher. Point Value: 5 
points mandatory

b. “Cyber Center” Website

Provide an operational hyperlink to the “Cyber Center” website. This “Cyber Center” 
should provide program guidance, general CD information and promote collaboration 
and interaction with other students, faculty, and programs. The “Cyber Center” and its 
website must be operational, dynamic, current and visible within the institution and 
to the community at large. Evidence provided should include, but is not limited to:

information about the CD program of study and faculty, “Cyber Center” points of 
contact, links to student CD activities, institutional security resources and awareness, 
as well as up‐to‐date links to key CD resources such as other academic institutions, 
government sites, conferences, workshops, and CD news.
Point Value: 5 points mandatory

Click here to return to KU Listing



MEASUREMENT CRITERIA 2

Cyber Defense Academic Program

Cyber Defense Academic Program
The CD program of study is central to a vibrant and mature CAE for Cyber Defense 
Education program. The institutional must show its CD academic requirements and 
explain how students participate and successfully complete the CD curriculum.
Overall Point value: 17 mandatory/20 maximum

a.       Cyber Defense Program of Study
Describe the CD program of study offered by the institution.  What department(s) 
oversee the program?  What types of CD curriculum paths are offered, i.e., CD major, 
minor, certificate program?  What courses are required for those paths that satisfy 
the CAE requirements for all the mandatory KU requirements and at least five 
operational KU requirements? Provide the course path that map to the KUs. Provide a 
sample of a student transcript, completion letter or certificate. (Please note – Only 
the CD curriculum program(s)/path(s) identified in this criterion, are allowed to be 
marketed as CAE‐CDE Curriculum Path(s)/Program(s) at an institution, if application is 
approved. If additional curriculum path(s)/program(s) are identified after this 
application is submitted, the onus is on the institution POC to confirm all core KUs are 
covered and the POC must identify the additional path(s)/program(s) in the re‐
designation application).
Point Value: 10 points mandatory

b.      Availability of Subscription‐based, on‐line CD publications
Provide evidence that students and faculty have access to subscription‐based, on‐line 
CD journals, books and other publications. How are these resources integrated into 
the curriculum and provided to students? Provide sample course materials showing 
references to these resources or hyperlinks to instructor webpages offered to 
students. Point Value: Up to 5 points/2 mandatory

c.       Overview of Student Participation in program
Provide information on the student enrollment over the last 3 years to include 
current participants and graduates. Provide numbers of students that have 
participated/graduated in the last 3 years.
Point Value: 5 points mandatory

Click here to return to KU Listing



MEASUREMENT CRITERIA 3

Student-based Cyber Defense Research

Student‐based Cyber Defense Research

The institution must show how it fosters student research in CD. This item focuses on
STUDENT‐ based research as it contributes to evolution of theory and practice in the
field of cyber defense. Research should related back to one or more of the KUs.
Overall Point value: 12 mandatory/25 maximum

a.       Research requirements for CD program participants
Although the depth of the research may vary, both undergraduate and graduate 
students should be encouraged to analyze Cyber Defense issues and offer solutions 
or recommendations.   What are the research requirements for students participating 
in the CD program of study? Provide links to 5 to 10 of the best CD theses, 
dissertations, papers or projects produced by these students within the last 3 years. 
Link to actual papers required – not a subscription service.
Point Value: Up to 10 points/1 point per paper or project/5 points mandatory

b.      Cyber Defense Physical/Virtual Labs
Show that physical and/or virtual labs and equipment are available and demonstrate 
how these resources are used by students and faculty to support the Cyber Defense 
program of study.  Evidence provided should include either a description or links to 
information about the lab resources available as well as samples of lab projects or 
exercises.
Point Value: Up to 5 points/2 points mandatory

c.       List of courses requiring research and/or labs
Provide a list of CD courses that require research papers or labs and links to the 
course syllabi.  Courses need to be either current or taught within the last 3 years.
Point Value: Up to 10 Points/1 point per course/5 courses mandatory

Click here to return to KU Listing



MEASUREMENT CRITERIA 4

Cyber Defense Faculty and Course load

Cyber Defense Faculty and Course load

The institution must demonstrate that it has someone responsible for 
the overall CD program of study and sufficient faculty members, either 
full‐ or part‐time, teaching at least one CD course. The criterion 
requires a link to the biography or curriculum vitae for each faculty 
member.  It must be possible to locate all faculty members from the 
University website.
Overall Point Value: 9 points mandatory/20 points maximum

a.       Head of the Cyber Defense Program of Study
Identify by name the full‐time employee or employees with overall 
responsibility for the CD program of study at the institution. Evidence 
must include a job description and biography or CV.
Point Value: 5 points mandatory

b.      Additional full‐time Cyber Defense faculty members
Identify by name full‐time faculty members teaching the courses in the 
CD program of study.  Evidence must include a job description and 
biography or CV. Also required is the department where they teach and 
course load.
Point Value: 2 point each/4 points mandatory/10 points maximum

c.       Part‐time or Adjunct Cyber Defense Faculty members
Identify by name part‐time or adjunct faculty members teaching the
courses in the CD program of study. Evidence must include a job
description and biography or CV. Also required is the department
where they teach and course load.
Point Value: 1 point each/5 points maximum

Click here to return to KU Listing



MEASUREMENT CRITERIA 5

b.      Published books or chapters of books on Cyber Defense/Cybersecurity  
Books/chapters must focus on Cyber Defense/Cybersecurity and have been 
published within the last 5 years. Provide title, authors and date published. 
Identify specific chapters if authoring a chapter of a book. Papers published 
in a conference proceedings will be accepted in 5A, not 5B.
Point Value: 5 points per book/1 point per chapter/10 points maximum

c.       Cyber Defense Presentations
Provide evidence that faculty members present CD content at major 
Regional/National/International conferences and events within the last 3 
years. Provide a synopsis of the involvement. This can include guest lecturer 
at other institutions or government organizations.
Point Value: 1 point per conference/2 presentations mandatory/6 points 
maximum

d.      Professional societies
Provide evidence that faculty members are CD subject matter experts for 
accrediting bodies and professional societies. (e.g., ACM, IEEE, regional 
accreditation, professional accreditation, etc.). Faculty members are active 
members in CD/Cybersecurity organizations (e.g., ISSA, Cyberwatch, 
Infraguard, etc.). List involvement for the last 3 years.
Point Value: 2 points per review or membership/2 points mandatory/6 
points maximum

e.      Writing Cyber Defense Grants and external funding
Provide evidence that CD faculty members write grants and obtain funding 
for CD education and/or research or lab equipment. Provide a synopsis of the 
grant to include date and approximate monetary value. Provide links to 
organization providing the grant or links to a news article. Provide an 
explanation if funding or grants are not obtained.
Point Value: 2 points per award or funding/6 points maximum

f.        Support to Cyber Defense Student activities
Provide evidence that CD faculty members support their student by serving 
as mentors or advisors to student led activities. Evidence can include links to 
student clubs, Cyber Defense Exercises, etc.
Point Value: 1 points per program/1 mandatory/3 points maximum

Cyber Defense Faculty Expertise and Research

Cyber Defense Faculty Expertise and Research
The institution must show that the faculty members are CD experts and are 
active in current CD practice and research.  Cyber Defense faculty members 
should be contributing their CD knowledge to publications, presentations, 
and professional societies as well as seeking grants for CD resources and 
mentoring CD students.
Overall Point Value: 9 points mandatory/41 points maximum

a.       Faculty authored Cyber Defense publications

Provide evidence of faculty contributions to peer reviewed publications on 
CD topics to include refereed journals and conference proceedings within 
the last 3 years. Provide links to actual papers not a subscription service.
Point Value: 2 points per paper/2 papers mandatory/10 points maximum

Click here to return to KU Listing



MEASUREMENT CRITERIA 6

Cyber Defense is a Multidisciplinary practice at the Institution

Cyber Defense is a Multidisciplinary practice at the Institution
The institution must demonstrate that CD is not treated as a separate 
discipline, but integrated into related fields.
Overall Point Value: 7 points mandatory/15 points maximum

a.       Cyber Defense Concepts taught in other fields of study
Provide evidence that CD topics are taught in courses outside the CD program 
of study department and its courses.   Courses taught outside the CD program of 
study could be technical or non‐technical.  For example:  health practitioners 
learning about privacy and patient data protection; accountants learning about 
data backup and protection; or non‐credit continuing education courses on IT 
security basics. Provide course name and syllabus with cyber modules 
highlighted.
Points: 2 point per course/2 courses mandatory/up to 10 points.

b.      Non‐Cyber Defense courses encourage papers or projects in CD topics.
Courses taught outside the CD program require papers/projects/posters/etc. 
For example: health care practitioners write a paper on the importance of 
safeguarding patient health care records.  Provide links to 5 to 10 best papers or 
projects on CD within 3 years of application. Link to actual papers required – not 
a subscription service. Paper/projects should correspond to courses provided in 
6a.
Points: 1 point per item (3 mandatory)/only 2 items per course/up to 5 points.

Click here to return to KU Listing



MEASUREMENT CRITERIA 7

Institution Information System (IS) Security Plan

Institution Information System (IS) Security Plan
Overall Point Value: 16 points minimum/20 points maximum

a.       Security plans or polices
Provide links to the CD/IS Security Plan(s) or policies for the institution to 
show how it practices institutional security.
Points: 5 points mandatory

b.      Institutional Cyber Security/Information Security Officer
Provide the name, title and job description for the individual responsible for 
the information IS program at the institution.
Points: 5 points mandatory

c.       Implementation of Cyber Security Practices
Provide evidence of how the institutional implements its CD Security plan 
through awareness, training and tutorials, log in security banners, user 
acknowledgements, on‐ line help and good security practice guides. (e.g., 
Students, faculty and staff are required to take computer based training or on‐
line tutorials; a security banner statement is present on institution or 
department computers; security related help screens are available; students 
are provided with a guide on good security practices, etc.)
Points: 6 points mandatory/10 points maximum

Click here to return to KU Listing



MEASUREMENT CRITERIA 8
MC8 Outreach/Collaboration

Cyber Defense Outreach Beyond the Institution
The institution must demonstrate how CD is extended beyond the normal 
boundaries of the institution.
Overall Point Value: 15 mandatory/30 maximum

a.       Shared Curriculum and advancing Cyber Defense Educational practice.

Show how the institution shares it CD curriculum or faculty with other schools, to 
include K‐12 schools, community colleges, technical schools, minority 
colleges/universities within the last 3 years.  Provide information about sponsorship 
or participation in CD curriculum development workshops or colloquia or faculty 
sharing events for any of the types listed above within the last 3 years.
Point Value: Up to 5 points/3 points mandatory

b.      Reciprocity of Credit
Provide evidence of written agreements showing that the institution accepts credit 
in CD courses and/or prerequisite courses from other academic institutions. (e.g., 
Accepting academic credit in CD courses from minority institutions, two‐year 
community colleges, or technical schools). Must show the course designator and how 
it translates to the accepting school.
Point Value: Up to 5 points/3 points mandatory

Click here to return to KU Listing
c.       Sponsorship or participation in Cyber Defense Exercises and Competitions
Provide evidence of participation in or sponsorship of CD exercises and competitions 
within the last 3 years.
Point Value: Up to 5 points

d.      CAE Collaboration
Show how the institutions partners in CD research or shared classes/events with 
other CAE institutions.
Point Value: Up to 5 points

e.      Cyber Defense Business/Industry Collaboration

Show how the institution partners with companies and other employers to identify 
CD needs of potential employers and encourage student internships.   Show how the 
institution works with employers and students to support job placement.
Point Value: Up to 5 points

f.        Community Outreach
Show how the institution sponsors CD events for the community at large.  Events 
could include CD awareness and education for local schools, adult education centers, 
and senior centers.  Examples of events could be computer “check‐up” days, 
protecting personal information in cyber space, or preventing and recovering from a 
“virus”.
Point Value: Up to 5 points/2 mandatory



NEW USER REGISTRATION

 Establish the point of contact (POC) 
on the National IA Education & 
Training Programs (NIETP) website

 New User Registration

 Create a login with POC 
permissions – only one individual 
can be the POC

 AskCAEIAE@nsa.gov = Karen 
Leuschner, National CAE Program 
Manager = extremely helpful!!



IDENTIFY THE KNOWLEDGE UNITS FOR YOUR INSTITUTION



ADD COURSES



ADD TOPICS

Labeled each Topic with:
• Course name
• Unit



ADD OBJECTIVES

Labeled each Objective with:
• Course name
• Unit
• Objective #



SYLLABUS

Highlighted each Unit and 
only those objectives that 
were mapped to the KU’s 



READY TO MAP TO THE KU’S



KU MAPPING

• KU’s were selected
• Courses entered
• Topics entered
• Objectives entered

• Now you can map.



KU MAPPING
TOPICS

• Selected KU-Basic 
Data Analysis

• Select each Topic



KU MAPPING
TOPICS

• Selected KU-Basic 
Data Analysis

• Map the Course – CIS 
5100 Object Oriented 
System Design



KU MAPPING
TOPICS

• Select Topics

• Select Objectives



KU MAPPING
TOPICS

• Justification Box—only 
required when a 
course topic is not 
explicitly covered in 
the course material



KU MAPPING
OUTCOMES

• Selected KU-Basic 
Data Analysis

• Select each Outcome



KU MAPPING
OUTCOMES

• Selected KU-Basic 
Data Analysis

• Map the Course – CIS 
5100 Object Oriented 
System Design 



KU MAPPING
OUTCOMES

• Selected KU-Basic 
Data Analysis

• Map the Course Topics 

• Map the Course 
Objectives



KU MAPPING

• KU – Cyber 
Defense

• Course – CIS 5750 
Cyber Defense 
Technologies

• Major Topic –
Cryptography

• Objectives (9)



CHECKLIST

STEP 1 ‐ Add New Courses Step 2 ‐  Map KU's to Courses

Add (9) New Courses (22) KU/OKU Topic and Outcomes Mapping Entered in 
NIETP

Reviewed Completed

CIS 5100, Object Oriented Development Add New Course X X X
Edit Syllabus, save as .PDF Upload syllabus X X X

KU2, Basic Scripting X X X
KU17, Programming X X X

CIS 5300, Software Assurance Add New Course X X X
Edit Syllabus, save as .PDF Upload syllabus X X X

OKU1, Software Assurance X X X
CIS 5400, Secure Software Management Add New Course X X X

Edit Syllabus, save as .PDF Upload syllabus X X X
OKU5, Life‐Cycle Security X X X

CIS 5700, Information Security Principles Add New Course X X X
Edit Syllabus, save as .PDF Upload syllabus X X X

KU1, Basic Data Analysis X X X
KU16, Probability and Statistics X X X

CIS 5730, Cyberlaw Add New Course X X X
Edit Syllabus, save as .PDF Upload syllabus X X X

OKU2, IA Compliance X X X
OKU3, IA Standards X X X

KU9, Policy, Legal, Ethics, and Compliance X X X
CIS 5740, Secure Acquisition Add New Course X X X
Edit Syllabus, save as .PDF Upload syllabus X X X

OKU3, IA Standards X X X
OKU4, Supply Chain Security X X X

CIS 5750, Cyber Defense Technologies Add New Course X X X
Edit Syllabus, save as .PDF Upload syllabus X X X

KU3, Cyber Defense X X X
KU4, Cyber Threats X X X

KU5, Fundamental Security Design Principles X X X
KU6, Information Assurance Fundamentals X X X

KU7, Introduction to Cryptography X X X
KU8, Information Technology System Components X X X

KU10, Networking Concepts X X X
KU12, Databases X X X

CIS 5770, Cyber Defense Operations Add New Course X X X
Edit Syllabus, save as .PDF Upload syllabus X X X

KU3, Cyber Defense X X X
KU4, Cyber Threats X X X

KU11, Systems Administration X X X
KU13, Network Defense X X X

KU14, Network Technology and Protocols X X X
KU15, Operating Systems Concepts X X X

CIS 5910, Information Audit Add New Course X X X
Edit Syllabus, save as .PDF Upload syllabus X X X

OKU2, IA Compliance X X X
OKU3, IA Standards X X X



MEASUREMENT 
CRITERIA

Access the 8 
Measurement 
Criteria (Called 
Program Criteria in 
App)



MEASUREMENT 
CRITERIA

For each 
Criteria, you 
enter links, .pdf 
docs, and text 
in a text box



MEASUREMENT 
CRITERIA 0



MEASUREMENT 
CRITERIA

• Links

• .pdf docs

• Text



CAE SUBMITTED
SUCCESSFULLY!


