WOB505-0415

wc-2
Py=36,6 g

Fp=34, -
Ip=80,16 =

£,

WO3-H-8,674-15,0-25-375-0,3

h__ b

o
3
2
3

-

222:415,9-20-318,-0.3
H410,4-18,0-25-450-0 4

NYM-5x16 L=6m




Al 3

L g W=

Bubonic Plague Black Death




+1500 years

1796 : &
RN

200 years to
reach population

- pre-plague

<
=
[
£
—
)
-]
oTo
-
o.

2000 years to solve
the problem?

.......................................................................................................................................................................... >

Unravel the Enigma of Insecurity




Elimination vs. Erradication vs. Control

e

E

Elimination

@ The reduction of

prevalence of a disease in
a defined area to zero or
the reduction of global
prevalence to a negligible
amount, e.g. Poliomyelitis
and measles

A

Q

Erradication

2 The permanent
reduction of the
worldwide
prevalence of a
disease to zero, e.g.
Smallpox
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(o

Control

The reduction in the
incidence, prevalence,
morbidity or mortality
of an infectious
disease to a locally
acceptable level

VN




Disease Prevalence é

Flrst successful vaccme for dlphtherla in 1913 Dlphtherla has Iargely been eradlcated in
|ndustr|aI|zed natlons :

Polio |s now on thegverge of eradication due tc a vaccine developed in the 1950s

Smallzpox was ofﬁdially eradicatied in 1977

Measles was declared to have been ellmlnated in North Central, and
. South Amerlca : :

Surgery, radlotherapy, and chemotherapy, Cancer
have hlgher cure rates

nghly actlve anti- retrowral therapy (HAART) has made AIDS a: tractable dlsease in many, 5
dlscovery of post-exposure prophylaxns or PEP

Time )
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FAMILIES (CUMULATIVES)

Cumulative Mobile Android Malware, 2010 to 2012

VARIANTS = FAMILIES

(SINILYININND) SLNVIYVA

JAN,2010

A

Mac-specific Threats by Year

JAN,2011 JAN,2012

Year Wise Cyber Attacks Incidents Reported By Federal Agencies

2008

2009 2010

2006-2012 : +782%

2011
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Hydraq Sykipot/Taidoor Attacks

£ January 2010 £ Targeting Defense Industry
£ Operation “Aurora” and Governments

Flamer and Gauss

& May 2012-Aug 2012
@ Highly Sophisticated Threat
@ Targets Middle East

RSA Attacks

Ghostnet Elderwood Project

£ March 2009 Stuxnet ©1 September 2012

£ Large-scale Cyber spying Nitro Attacks © Main Target: Defense
operation = June 2010 & July-October 2011 ©1 Same group identified using

2 Against Chemical Industry Hydraq(Aurora) in 2009

Timeline of Targeted attacks
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Attacks

The Massive @\
nazall

BIGGEST DDoS ATTACK IN HISTORY hammers

Spamhaus
Plucky mail scrubbers battle internet carpet bombers
By JOhn Leydén, ZTth March 2013 http.//www.theregister.co.uk

RELATED
STORIES

Eparmhaus-siyle

CDoS attacks
A8 ke MBckars
e dog it

Rolten spam
CAUSING mia
infacticns than
R — sludy

Call centars
undir Alack n
targoted &ybebr
Elackmail
schame

finalysin
BIKEGEST DDoS
in histary FAILS
to slash inberweb
arlenas

Ainalysis
FEpamhpug and
IEP spa dwie
email DoS’
bHackhstng

=z

Anti-spam organisation Spamhaus has recoverad from possibly the langest DDOS
attack in history

A massive 300GLs was thrown agains! Spamhaus' wisbsile bul the anb-spam
organisalion was able 1o recover nom the allack and gel its core sarvices back up
and running  ClowdFlare, the conlent deliverny firm hired by Spambaus s week o
guard Againgt an earier run of DDOS afAcks, was algo h forcing i into taking the
highly unuzual step of aropping London &t A hub in its nebwark - a8 3 Twitter update
by CloudFlare on Monday explained

our paering in London has
been dropped dus to a large
attack. Modifying routes to
aveid degradation. Alfecting
lecation: Lendon, GB

Apamhaus supples lists of IP
addresses for servers and
Computers on the naf linked 10 the
distabution of spam. The blackiists
supplied by the not-fd-profit
arganisaton ane used by 15Ps
lArge cofpoations and spam
fiitering vendars lo block the worst Sources of junk mail before other spam fillering
measures ane brought inlo play

Spammers. of course. hale this practice so if's no bag surprise that 3pamhaus gels
threasened, sued, and DDoSed regularty. Those affected by what they regard as
Incorract istings 50 Gbpait aboul Spaminaus’ alleged vigilanta tachcs

Twitter: Hackers target 250,000
users

BB COMMENTS (251) http://www.bbc.co.uk

The BBC's technology correspondent Rory Cellan-Jones is one of those affected

A quarter of a million Twitter users have
had their accounts compromised in the
latest of a string of high-profile internet

security breaches. Google boss on China
'IT menace’

Related Stories

Twitter's information security director Bob Lord
said about 250,000 users' passwords had been

stolen, as well as usernames, emails and other
data. China condemns NY

'China hackers' attack
NY Times

Times 'smear’
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The Massive Attacks

Apple suffers largest hacking attack in its history

By Jim Finkle and Joseph Menn
Reuters
Posted:

Updated:

02/19/2013 11:40:58 AM PST
02/19/2013 03:29:57 PM P5T

BOSTON/SAN FRAMCISCO — Apple (AAPL) was recently attacked by hackers
who infected Macintosh computers of some employees, the company said
Tuesday in an unprecedented disclosure describing the widest known cyber
attacks targeting Apple computers used by corporations.

Unknown hackers infected the computers of some Apple workers when they
visited a website for software developers that had been infected with malicious
software. The malware had been designed to attack Mac computers.

The same software, which infected Macs by exploiting a flaw in a version of
Oracle’s (QRCL) Java software used as a plug-in on Web browsers, was usedto
launch attacks against Eaceboaok, which the social network disclosed on Friday.

The malware was also employed in attacks against Mac computers used by
“other companies,” Cuperino-based Apple said, without elaborating on the
=rcale ofthe assault.

More Apple coverage

]

=]

@ Apple said to begin iP

@ Apple to sel audio ad

Apple, Google, Faceb
denv giving NSA&, FBI

to servers

Cuperting: Apple’s ne
headguarters wil gen

‘unacceptable level o

280, report savs
Officials to zeek cure

smartphene thefts in 1

Apple, Google

this manth

music service, sourcy

http://www.mercurynews.com

Infecting MAC Computers

g

Chameleon botnet steals S6M
per month in click fraud scam

More than 120,000 Windows-based computers running Internet
Explorer 9 are infected in the U.S., researchers say.

£l o

by Steven Musil | March 19, 2013 8:55 PM PDT

Follow @stevenmusil

m -

http://news.cnet.com

Mare + Comments ~ 0

o+t 17

Security researchers say they have identified a botnet that steals more than $6 million
per month by generating fake customer clicks on online display ads.

Dubbed Chameleon. the botnet has infected more than 120,000 Windows-based
computers in the U.S., mimicking human behavior on select Web sites fo generate
billions of ad impressions and fraudulent income for its creators, according to security
firm Spider.io.

Click fraud costs Web advertisers in lost revenue by making them pay for illegitimate
clicks. Spider.io reported that advertisers paid an average of 69 cents per one thousand
impressions generated by the botnet. Researchers estimate Chameleon was responsible
for two-thirds of the 14 billion ad impressions served by the 202 affected Web sites,

nearly all of which are located in the U.S.
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http://usnews.nbcnews.com

This image provided by the US Navy shows a modified Standard Missile 2 interceptor
is launched in 2008 from the guided-missile cruiser USS Lake Erie during a test. A new
report says Chinese hackers have stolen designs for several U.S. weapons systems.

»,

By Terril Yue Jones, Bill Trott and
Rob Taylor, Reuters

Chinese hackers have gained access
to designs of more than two dozen
major U.S. weapons systems, a

U.S. report said on Monday, as
Australian media said Chinese
hackers had stolen the blueprints
for Australia's new spy
headquarters.

Citing a report prepared for the
Defense Department by the
Defense Science Board, the '
Washington Post said the
compromised U.S. designs included
those for combat aircraft and ships,
as well as missile defenses vital for
Europe, Asia and the Gulf.
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An Analogy: WE ARE LOSING THE FIGHT'!

Spread of Cyber Threats

Prevalence ———>

— —> Spread of Diseases

Time ———>
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Cvyber Plague

Large Giants being taken out with hacks
invented a long time ago

Linkedff]] facebook.

cHaseO () BE Microsoft l
Che New lork Cimes é 2

l
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Cyber Hygiene
Firewall .

Educﬁtion
e

IDS
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Wrong Code vs. Correct Attack

l Vulnerable Code (Non-Parameterized stored procedure) '
1: | 1oy Vulnerable to
. ".' . Dim command As SglCommand = new e e -
*. 2; SglCommand ("sp getAccountBalance (CustomerName.Text)", connection); 9 SQL InjECthn
3: Dim reader As SglDataReader = command.ExecuteReader () ;
4: Catch se As SglException attaCk
5: " error handling
6: End Try

‘ Secure Code (Parameterized stored procedure) '
ThiS parameteriZEd 1: | Try Dim command As SglCommand = new SglCommand ("sp getAccountBalance", connection);
stored procedure 2: | command.CommandType = CommandType.StoredProcedure;
approach helps in 3: | command.Parameters.Add (new SglParameter ("@CustomerName", CustomerName.Text)) ;
. 4: | Dim reader As SglDataReader = command.ExecuteReader ();
preventlng SQI' 5: | Catch se As SglException {_,
injection attacks 6: ' error handling :
7: | End Try
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= Wrong Code vs. Correct Attack

If cookieless is set to true, then
the URL is used to transfer session
tokens, which are vulnerable to
Session Hijacking and MITM attack

If cookieless is set to false, then
cookies are used to transfer the
session token, which secures the
session tokens

*
1
Vulnerable Code i Secure Code
1
1
1: | <configuration> : 1: <configuration>
1
1
2: <system.web> : 2: <system.web>
3. <sessionState mode = <"inproc" | : 3. <sessionState mode = <"inproc" |
* "sglserver" | "stateserver"> : * "sglserver" | "stateserver">
. 1 .
lt 4: cookieless=“true"> 1 # 4: cookieless=“"false"> |
u 1 n
. . .
5: </system.web> 1 5: </system.web>
1
1
6: | </configuration> C : 6: </configuration> .
: 1 Z
A4 i \ 4
1
1
1
1
1
1
1
1
1
1
1
1
1
1
¢
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Type’s of Vaccine

..‘:-\.\'\.

oy,

N\ 7 |

ACTIVE IMMUNIZATION

Measles, Mumps, Yellow Fever, Rotavirus Ethical Hacker (Antigen and Antibody)
\\ #

......

Secure Code (Antibody)

PASSIVE IMMUNIZATION .
Immunological Memory

Tetanus
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My conversation with a VP Security of a
LARGE Banking Group in the US
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CASE STUDY

r__ dd O B - Ll N
| My discussion with the VP of
a Large Software Development
House in the US that works for a

MAJOR Mobility company
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A review of

curricula globally
on secure coding
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Secure Coding Education: Are We Making
Progress?

/e ol
*® While current computer science (CS) programs are adept at

teaching programming skills including exposing students to
languages commonly used in industry, the focus is often on “making
programs work”. Students are typically given an assignment with a
set of functional goals such as to create a program that reads
records from a file, and then performs some calculation based on
the values retrieved. In such cases little consideration is given to
secure programming issues, and as such students do not learn how
to write programs that would be resilient to accidentally or
maliciously malformed input in real world conditions. ??

K - Proceedings of the I6th Colloquium for Information Systems Security Education. 201 y
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‘ ¢) World's Best Universities I

| '
|
|
___ No Comprehensive
Secure Coding Program
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The Point

q—

& The Vaccine ]

—— . —

—— e —

Secure Coding ]
e e —
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Manufacturing
the Panacea

Unravel the Enigma of Insecurity



1 |'|| | |/ I [ | L} ) L}
p1 ; 9 1 10D xfq1] 1V 1
0 g Il oy 1-1|;[It'1[I'I ]

Preliminary, Semi Finals, and
4 Final

All India Secure Coding
Competition 2013

|
|

We want HOD across colleges

Across Colleges All Over
5 to be part of it

India

We wanted question
contributions

Across 4 regions

] | 1 L]

ECC India Event: Code and Uncode

1
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Code Uncode Partnerships 4

maodi naturals
NASSCOM' I% AP FACE | 2P0 ] |6

|_l_l_||_v

SRISHTI INNOVATIVE = 2 "] RYON NS
-

Powerful Thoughts » Simple Solutions

‘o \ =OVELY b — (’ ) t
SYNERZIP f ROFESSIONAL 4 neptune
Proguct Devalopment Pastner /I .N|VERS TY LFILAI.SQESITY - UNNERSITY Neptuneg&ware Group

Tren, ,rm»g Edducation Transforming i
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Process
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Solution:

Start Manufacturing the Panacea now!
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