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Bubonic Plague – Black Death 
Es@mated	
  30–60%	
  of	
  the	
  European	
  

popula@on	
  was	
  killed	
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Elimination Erradication Control 

Elimination vs. Erradication vs. Control 
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The Massive 
Attacks 



The Massive Attacks 
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Chinese hackers steal U.S. weapons 
systems designs, report says 

This	
  image	
  provided	
  by	
  the	
  US	
  Navy	
  shows	
  a	
  modified	
  Standard	
  Missile	
  2	
  interceptor	
  	
  
is	
  launched	
  in	
  2008	
  from	
  the	
  guided-­‐missile	
  cruiser	
  USS	
  Lake	
  Erie	
  during	
  a	
  test.	
  A	
  new	
  
report	
  says	
  Chinese	
  hackers	
  have	
  stolen	
  designs	
  for	
  several	
  U.S.	
  weapons	
  systems.	
  

By	
  Terril	
  Yue	
  Jones,	
  Bill	
  Tro0	
  and	
  
Rob	
  Taylor,	
  Reuters	
  
Chinese	
  hackers	
  have	
  gained	
  access	
  
to	
  designs	
  of	
  more	
  than	
  two	
  dozen	
  
major	
  U.S.	
  weapons	
  systems,	
  a	
  
U.S.	
  report	
  said	
  on	
  Monday,	
  as	
  
Australian	
  media	
  said	
  Chinese	
  
hackers	
  had	
  stolen	
  the	
  blueprints	
  
for	
  Australia's	
  new	
  spy	
  
headquarters.	
  	
  
CiPng	
  a	
  report	
  prepared	
  for	
  the	
  
Defense	
  Department	
  by	
  the	
  
Defense	
  Science	
  Board,	
  the	
  
Washington	
  Post	
  said	
  the	
  
compromised	
  U.S.	
  designs	
  included	
  
those	
  for	
  combat	
  aircraU	
  and	
  ships,	
  
as	
  well	
  as	
  missile	
  defenses	
  vital	
  for	
  
Europe,	
  Asia	
  and	
  the	
  Gulf.	
  	
  

h1p://usnews.nbcnews.com	
  



An Analogy: WE ARE LOSING THE FIGHT ! 



Cyber Plague 





Try 

Dim command As SqlCommand = new 

SqlCommand("sp_getAccountBalance(CustomerName.Text)", connection); 

Dim reader As SqlDataReader = command.ExecuteReader();  

Catch se As SqlException  

‘ error handling  

End Try  

Try Dim command As SqlCommand = new SqlCommand("sp_getAccountBalance", connection); 

command.CommandType = CommandType.StoredProcedure;   

command.Parameters.Add(new SqlParameter("@CustomerName", CustomerName.Text));  

Dim reader As SqlDataReader = command.ExecuteReader();  

Catch se As SqlException  

‘ error handling  

End Try 

Wrong Code vs. Correct Attack 



<configuration>  

 <system.web>   

   <sessionState mode = <"inproc" |  
   "sqlserver" | "stateserver"> 

    cookieless=“true"> 

  </system.web>  

</configuration> 

<configuration>  

 <system.web>   

   <sessionState mode = <"inproc" |  
   "sqlserver" | "stateserver"> 

    cookieless=“false"> 

  </system.web>  

</configuration> 

Wrong Code vs. Correct Attack 



Type’s of Vaccine 
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A	
  review	
  of	
  
curricula	
  globally	
  
on	
  secure	
  coding	
  

The Problem 



Secure Coding Education: Are We Making 
Progress?  

-  Proceedings of the 16th Colloquium for Information Systems Security Education. 2012  

While current computer science (CS) programs are adept at 
teaching programming skills including exposing students to 
languages commonly used in industry, the focus is often on “making 
programs work”. Students are typically given an assignment with a 
set of functional goals such as to create a program that reads 
records from a file, and then performs some calculation based on 
the values retrieved. In such cases little consideration is given to 
secure programming issues, and as such students do not learn how 
to write programs that would be resilient to accidentally or 
maliciously malformed input in real world conditions.  

ept at



World's Best Universities 



The Point 
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ECC India Event: Code and Uncode 



Code Uncode Partnerships 
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Process 
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The Result!!! 
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Start	
  Manufacturing	
  the	
  Panacea	
  now!	
  	
  

Solu@on:	
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