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Abstract

We propose a new method to enforce the fault-tolerant and recovery capabilities of
critical network services in a distributed computing environment. With our approach a
service can be dynamically dispatched onto any available host, and at any time, each service
isnot only viable but aso consumes the normal amount of resources without duplication.
In the events or indications of system failures, services would reestablish themselves onto
other hosts via a non-preemptive remote execution process. The basic smulation isto have
avital service reside on aprimary host, with a secondary host designated as standing by.
The primary host performs the service until the occurrence or indication of fatal faultsin
the system. Then, the secondary host resumes the service and becomes the primary host,
with yet another host being designated as the new secondary host for that service. The
cluster monitor and failover function is the center of our simulation and itself a critical
service. Such a recovery scheme can improve the current failover and load-balancing
network technology by reducing the resource usage and cluster-support overhead.

Backgrounds and I ssues

As computer networks gain ubiquitous importance in the work place, operations of
network services become vital and must be constantly guarded. In the events of network
service failures, a set of contingency procedures must be carried out in a timely and
effective manner [1-3]. The objective of our smulation and analysisisto find an efficient
and effective method with a small implementation overhead for recovery of vital network



services of our usual concerns, namely, E-mail, World Wide Web, and domain name
service (DNYS).

E-mail serviceiswidely considered as the most indispensable way of inter and intra-
office communication. Without such service, office work will be greatly hindered. World
Wide Web is the portal to an organization from the world. The discontinuation of Web
service can be regarded as virtually shutting down an organization. DNSis responsible for
providing road maps for all other network services in an organization, aswell asfor remote
networks that wish to establish communication with that organization. Thus, DNS is
essentia to computer networks and without it, al network services may halt.

The commonly used recovery methods for network services are inefficient and
sometimes ineffective. The cost associated with these methods is usually high. Two
conventional solutions are immediately available: Periodical data backups and configuration
of static secondary service hosts (secondary DNS hosts and mail exchange hosts.)

Thefirst general recovery approach relies on performing periodical storage backups on
all thefile systems without discrimination or distinction made to selective network facilities.
Since the storage requirement has been constantly growing in a network realm, the
duplication and the restoration of such massive data have become an excessively expensive
process in both time and money. Further, the recovery of data constitute the major network
services does not guarantee the resumption of the operations in a seamless and continuous
fashion. Thisis usually caused by the incremental and periodical natures of the backup
schedule [4]. In general, a periodical file system backup is usually the last resort since
besides having inefficiency and storage overhead, it suffers discontinuity of service.

Designation of secondary service hosts (mail exchange and secondary DNS hosts) as
the second general recovery approach does not guarantee that the services, continued on the
new hosts, will not be susceptible to the same factors that brought down the primary hosts.
In addition, DNS registry is a set of fixed information that cannot be dynamically altered
[5-6]. We need arecovery system which isflexible in nature, namely, has the capability to
select and assign each vita network service to any available candidate on the intranet of the
organization within avery short time frame in order to resume services seamlessy [7-10].

Recent network technology introduced two new recovery methods: A virtual router
redundancy protocol (VRRP) to perform afailover and load-balancing dynamic network
routing scheme, and an | P teaming based on a Beowulf cluster [11-13]. Both methods are
again costly due to the redundant structure in the configuration (Figure 1). Also, each
VRRP channel provides only alimited recovery support such as apair of hosts responsible
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Figure 1. A serviceis performed by agroup of hostsin which each has duplicate resources.

for al vital services. It is possible to configure more VRRP channels, but the redundancy
lends itself impractical in cost. The same can be said with the IP Teaming. What we truly
need is a dynamic dispatch of services across hosts, so that at any given time, each critical
service consumes only asingle set of (or much limited) resources without duplication.

Recovery Methodology
The basic version of our proposed recovery strategy can be described in the following:

In adistributed or clustered computer network configuration each major network serviceis

established dynamically on asingle host. At any given time, each selective network service

resides on one of the hosts asits primary server, with a secondary host in a stand-by mode.

The primary host performs the service until eventsindicating the occurrence of fatal faults

in the host’s system. Then, the secondary host resumes the service and becomes the

primary host, with yet another host designated as the new secondary host for that service.
Major issues of this strategy may include:

1. Fault detection of the service to initiate the process migration. This can be
accomplished viaa collection of fault detection processes running either on the service
host or a remote system (preferably, the secondary or stand-by host) to verify the
server status[1].



2. Service quality and coherency. A service failover can be contrived as process migration
between hosts on the network. Therefore, the process context along with other
resources must be provided to start the service process on the secondary host (to
become the primary host of that service.) Service quality is usually measured by the
responsiveness and coherency is the resumption of the service. An example of
coherency isthe mail queue and mail aliases that should also be transferred to the new
host besides the mailboxes [4], [9], [14].

3. Designating a succeeding secondary host and establishing its readiness. Triggered by
the fault detection processes, a normal working host can be selected as the new
secondary host. A scheduling table can serve the purpose. The table can be updated at
intervals as the cluster is monitored and during each service switch.

4. The functions which monitor and switch a service are themselves a critical service
(typically called a cluster monitor [13]) which must also be monitored (by itself) and
designated with a primary and a secondary service hosts (in case of afailover.)

Our method is suitable for acommon network of workstations supported by reliable
file systems. The file service is usually a redundant mirror storage system capable of
recovering itself. The recovery scheme presented here can tolerate transient processor
failures and other types of failureswith alow overhead.

A set of functions monitor and test services periodically, and dispatch services if
needed. These functions constitute a cluster monitor which isitsalf vital and needs be tested
and dynamically dispatched. When the cluster monitor detects lacking or slowing down of
aservice. Thefollowing procedures are taken:

1. Shutdown the service process or deactivate the IP address in the network interface of the
guestionable primary host.

2. Initiate the new primary host (from the secondary host):

2.1 Ready the required resources for the service (e.g., mount NFS directories to include

the needed config and doc files such as mail aliases, mail queue, web/CGI docs, DNS

records, etc.)

2.2 Wake up the stand-by service process viaremote procedura calls (RPC).

2.3 Configure the network interface and activate the service IP address (e.g.,

ifconfigl).

3. Select a new secondary host from a pool of available hosts. Preferably, a host with

1 The network interface configuration we perform here is simply assigning an additional |P address on
top of the IP address currently used by the host, and not the usually lengthy reconfiguration in which a
router cache flush is occasionally required. For more detail, refer to UNIX administration documentation.



adequate resources and light overall loads, and not currently designated as either a
primary or a secondary host of any service. A scheduling table can be used for this
purpose. However, the currently condition of a candidate must be verified.

4. Initiate the new secondary host:

4.1 Test the availability of the required resources.

4.2 Create a new service process via RPC but sleep the processin order to reduce the

processor overhead.

The requirement of starting up the process in 4.2 may require mounting certain file
systems to obtain the executable and configuration files (typically in the case of a web
server.) Although the service process can be started in the primary host stage (instead of
creating it and put it to sleep in 4.2, and then wake it up in 2.2,) a sleeping process would
provide better response time especialy with its resources ready (file systems mounted).

The network interface hardware can accommodate multiple IP addresses. The IP
address of a service defined in DNS can be added into the network interface of the primary
host. This IP address can be the DNS server address itself. Thus, the DNS can also be
served dynamically using our approach. In case of aslow network interface configuration,
we can prepare the work by adding an extra step:

4.3 Configure the network interface to include the service |P address but keep it

inactivated.

So that in 2.3 we need only activate the IP address instead of having to configure it at the
same time. However, the recent improvement in the network hardware seems to have
eliminated such performance concern.

Simulation Results and Analysis

The results of the average completion time for detection and failover in our smulation
implemented on a workstation cluster is shown in tables 1 and 2. There are four stand-
alone network services (as oppose to inetd-spawned processes,) namely, Apache httpd for
web service, Berkeley sendmail for mail service, the system-included named for DNS, and
our cluster monitor service.

Table 1 is based on the event of a transient failure in the primary host2. At each
monitor interval aping utility program is deployed to detect if there is atotal failure of the
primary host. If there is, the service process migration is carried out and the statistics are
recorded. The deterministic time, is the period from the failure to when migration starts, and

2\Wes mply just disconnect the host from the network to simulate system down time.



Table 1. Average response time at transient failures (in seconds)

Stand-alone Services

Apache httpd

Berkeley sendmail

DNS named

Cluster Monitor

Monitor Interval

4

8
16
32

4

8
16
32

4

8
16
32

4

8
16
32

Deterministic

Migration

Response

3.7
6.1
10.3
18.2

Table 2. Average response time at system overloads (in seconds)

Stand-alone Services

Apache httpd

Berkeley sendmail

DNS named

Cluster Monitor

Monitor Interval

4

8
16
32

4

8
16
32

4

8
16
32

4

8
16
32

Deterministic

Migration

Response

4.7
7.3
115
19.8

4.3
7.0
11.2
19.7

3.9
6.6
10.6
18.8

37
6.4
104
185

Table 3. Cost-effectiveness: (/R)/(1/M) R: Response M: Monitor Interval

Apache httpd Berkeley sendmail DNS named Cluster Monitor
Moniter 4 8 16 32 4 8 16 32 4 8 16 32 4 8 16 32
Interval
Transient 1.08 131 1.55 1.76 125 143 1.63 181 133 1.48 1.70 1.83 1.48 154 1.72 1.86
Failure
Overload 0.85 1.10 1.39 1.62 0.93 1.14 1.43 1.62 1.03 121 151 1.70 1.08 1.25 1.54 1.73




the response time is the period from the failure to the completion of the migration, equals to

the deterministic time plus the migration time [16].

Table 2 is based on the event of system overloads. Such a condition isusually heuristic
and based on the number of service processes and the overall load of the system. For the
mail service, we also take into account the size of the mail queue3. Again, aping process
isfirst used before looking into the system and service loads. Also the migration process
must include shutting down the current service or disable the service IP address. All these
extrarequirement lengthen both the deterministic and migration time.

The secondary host establishment is carried out after the critical service migration, and
hence, it is not counted toward the response time. In general, services of smaller footprints
migrate faster. Our cluster monitor has the least resource consumption among the four
services, and resides on a separate host (as other services). Hence, its migration time tends
to be the smallest of the four.

The analysis can be summarized in the following:

1. Our proposed recovery scheme can achieve predictable performance. The results also
reveal the impact of process migration latency on the quality of the service. To our
knowledge, no analysis on the performance impact from process migration latency has
been carried out previoudly.

2. With performance measurement of service responsiveness and coherency (resuming
the mail serviceincluding the mail queue) in mind, we test the smulation from the user
ends and find the desirable cluster monitor configuration and recovery strategies.

3. By taking the inverse of the response time over the monitor frequency, we obtain the
distribution of the cost effectiveness of our approach (Table 3). It appears to be almost
linear. This indicates that the performance of our approach is highly predictable and
expectable [14].

Concluding Remarks

Our failover and recovery approach performs well in simulations with very little
overhead and resource waste. The ease of implementing our method is due to the smplicity
of non-preemptive remote execution [17], and having only one host per service. However,
the advantage of preemptive process migration and having multiple hosts per service should
also be considered to extend our approach.

3 Fortunately, the mail queue can also be recovered in the new host by mounting the corresponding
directories.



The basis of service process switching is a policy of distributed process scheduling,
with the enhancement from the process and thread migration, for achieving service
responsiveness and coherency [18-19]. The obvious tradeoffs are the performance versus
computing resources [20]. In order to achieve better response time and service coherency
through process migration, more computing resources must be granted in the entire
procedure, namely, process priority, shared memory space, etc [21]. Currently, the analysis
of this resources-performance tradeoff is not clearly known, and the cost-to-efficiency
factor has not been analyzed.

The loads of the network services have to be smulated in a considerably large scale of
heavy random user requests in order to obtain more accurate analysis.

Based upon the aforementioned criteria, our future work may include the following:

1. Extend our simulation to accommodate a set of hosts per service for load sharing. In
order to assign the same service | P address redundantly on multiple hosts, we need to
incorporate the VRRP dynamic routing technology. We would like to retain the
capability to dynamically dispatch services onto any set of hosts.

2. Incorporate preemptive process and thread migration instead of remote execution that
interrupts and terminates the current service processes.

3. Employ multiple service process migration upon simultaneous failures of multiple
services, with the complexities of having multiple services switched among multiple
hosts, and the combinations of single/multiple-services primary/secondary hosts.
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