


 Education and certification are often 
insufficient for students seeking work in 
the field after graduation as the majority 
of cyber security positions require some 
experience. 

 

 Traditional internship opportunities are 
not feasible for many cyber security 
students – especially those in community 
college programs 



 Capstone projects that allow student 

teams to perform security 

assessments/follow-up hardening 

activities for businesses 



 Semester-long team project, assessing 

security posture for a college partner 

business 

› Students sign NDAs 

› Students run Nessus scans (both internal and 

external), do wireless scans with NetStumbler 

› Limited social engineering activities 

performed (dumpster diving) 

› Findings and recommendations are 

presented in front of the client and a Board 



 Advertise for local residents to bring PCs 

into NVCC to have students clean them 

up from viruses and spyware 

 Done in conjunction with A+ classes to 

also provide troubleshooting (hard disk 

defragmentation) services. 



 Develop student-led Security Center 

 Provide security assessment  and 
hardening services for small businesses 
and non-profit organizations 

 Students develop security 
documentation (Incident Response, 
Contingency Plans, System Security 
Plans, etc.) 

 Funding to support background checks 

 Coordination with Legal offices a must 



  

 Cyber Watch 
Second Life 
Island  - 
simulated 
security 
assessments 
(exercises 
relative to CNSS 
4012 and, 
eventually, 
4013) 

 

 



   

 



   

 





   

 



   

 



 







 Develop a simulated Security Operations 

Center (SOC) with sanitized data feeds 

to train on Incident Response/Signature 

Analysis 

 Integrate classrooms with CyberWatch’s 

Virtual Lab environments for a one-stop 

training shop 

 



 Use of the site is free to CyberWatch 

members, including the sandbox, 

however registration is required 

 

Contact:   

 

Margaret Leary   

mleary@nvcc.edu 

 




