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Importance of Software Security

» SANS Institute Top 20 Internet Security
Vulnerabilities are due to poor coding

» 90% of security vulnerabilities are the result of
known software defects

- According to a study conducted by SEI at Carnegie
Mellon Univ.

» It is important to educate programmers to
produce high quality, secure and reliable
software




Secure Software Engineering
Track

The required courses:

Course Number Credit Hour Course Title
COMP 710 (3) Software Specification, Analysis & Design
COMP 727 (3) Secure Software Engineering
COMP 725 (3) Software Security Testing
COMP 796/797/COM711/COMP712/COMP620/COMP621/COMP626
(3) Software Engineering or Information

Assurance Elective




Courses on Software Security

» COMP727 Secure Software Engineering
» Offered since Spring 2010
» Textbook

» Software Security: Building Security In, by Gary
McGraw

» COMP725 Software Security Testing

» Offered since Fall 2010, once a year
» Textbook
» The Art of Software Security Testing: Identifyin/g
Software Security Flaws by Chris Wysopal, et al., 2007

» The Web Application Hacker's Handbook: Discovering

and Exploiting Security Flaws, by Dafydd Stuttard and
Marcus Pinto, 2008




Software Security Topics

» The secure software development process

» Risk management for software security

» Architectural risk analysis

» Attack patterns and abuse cases

» Code review/static analysis tools

» Risk-based security testing with threat modeling
» Taxonomy of coding errors

» Common design and implementation
vulnerabilities

» Security testing methods
» Web application vulnerability assessment
» Fuzz testing




Hands-on Laboratory Exercises

Code Review with Tools Lab 1. Code review with RATs and
Flawfinder

Lab 2. Code review with Fortify

Web Application Lab 3. Information gathering with
Vulnerability Assessment WebScarab

Lab 4. Exploiting hidden value

Lab 5. Vulnerability assessment of
Tunestore and BOG

Fuzz Testing Lab 6. Fuzz testing with WebScarab
Threat analysis and Lab 7. Threat analysis with TAM
modeling Lab 8. Threat modeling with Microsoft

SDL Threat modeling tool




Code Review with Tools

» Two methods of code review
> Using security checklists (Security Injection Project)
- Using tools
- RATS (for C/C++, PHP code)
- Flawfinder (for C/C++)
- Fortify (for C/C++, Java, C# code)

» Lab 1. Code review with RATS and Flawfinder

» Scan a C program with RATS and Flawfinder
» Compare the two tools
» Correct the code




Code Review with RATS

43 Applications Places System Mo Ty SunFeb 19, 8:37 AM @ student O

student@ubuntu: ~

File Edit View Search Terminal Help
student@ubuntu:~% rats test.c

Entries
Entries
Entries
Entries
Entries

in
in
in
in
in

perl database: 33
ruby database: 46
python database: 62
¢ database: 334

php database: 55

Analyzing test.c

test.c:16: High: gettext h

test.c:21: High: gettext

Environment variables are highly untrustable input. They may be of any lengt
h, and contain any data. Do not make any assumptions regarding content or le
ngth. If at all possible avoid using them, and if it is necessary, sanitize
them and truncate them to a reasonable length. gettext() can utilize the LC
_ALL or LC MESSAGES environment variables.

test.c:16: High: strcpy

test.c:17: High: strcpy

Check to be sure that argument 2 passed to this function call will not copy
data than can be handled, resulting in a buffer overflow.

L.C:20: High: sprintf
t.c:21: High: sprintf
test.c:22: High: sprintf
Check to be sure that the format string passed as argument 2 to this functiofg




Code Review with FlawFinder

t} Applications Places System ’} ¢ B TpsSunFeb19, 8:34AM € student O

M@ student@ubuntu: ~

File Edit View Search Terminal Help

student@ubuntu:~% flawfinder test.c

Flawfinder version 1.27, (C) 2001-2084 David A. Wheeler.

Number of dangerous functions in C/C++ ruleset: 166

Examining test.c

test.c:32: [5] (buffer) gets:
Does not check for buffer overflows. Use fgets() instead.

test.c:56: [5] (buffer) strncat:
Easily used incorrectly (e.g., incorrectly computing the correct
maximum size to add). Consider strlcat or automatically resizing strings.
Risk is high; the length parameter appears to be a constant, instead of
computing the number of characters left.

test.c:57: [5] (buffer) tcsncat:
Easily used incorrectly (e.g., incorrectly computing the correct
maximum size to add). Consider strlcat or automatically resizing strings.
Risk is high; the length parameter appears to be a constant, instead of
computing the number of characters left.

test.c:60: [5] (buffer) MultiByteToWideChar:
Requires maximum length in CHARACTERS, not bytes. Risk is high, it
appears that the size is given as bytes, but the function requires size a

s
characters. g

test.c:62: [5] (buffer) MultiByteToWideChar:
Requires maximum length in CHARACTERS, not bytes. Risk is high, it
appears that the size is given as bytes, but the function requires size afg




Lab. 2 Code Review with Fortify

» Use Fortify Source Code Analyzer (SCA) and
Audit Workbench to analyze a web
application TuneStore

> Scan source code and generate the vulnerability
report
- Correct code to prevent SQL injection attack

> Scan code again and demonstrate SQL injection
attacks are no longer successful
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Example Application: Tunestore

3} Java EE - http:{flocalhost: B0BO0/tunestore/ - Eclipse

Flle Edit Mavigate Search Project Run ‘Window Help

il

i¥-0-Q G680 IR Y G

Pt Exgorer £

= 7

1 Servers
=] Ypd tu

@ Tunestore::List 23 m Logoutéction. java !

& {http:Hlocalhost:SOBOItunestoreIIist.do,'jsessionid=49606E66027EB73AEF4BAB?ZSSBSABAA

the tunestore

buy some tunes - give some tunes
]
B

Tunestore::List

Classic Songs My fhe Ultimate Tony
Way Bennett
Paul Anka Tony Bennett
Buy/Gitt ($9.99) Buy/Gitt ($9.99)
Comrments Comments

Chumbawamba’s
Only Hit
Chumbawamba

Buy/Gift ($9.99)
Comments

=
.

DI DAL MESM

= .

rat l 99 JavatE ‘
= arl[’.g'__' Outine 52 \E TaskList“ =g
‘ T =
o> e
= [ An outline is not available,
v

2 Markers [ = properties [ 4 servers ‘w Data Source Explorer | [ Snippets ‘E Console &3

B X% &EEE e =0

Tomcat v6.0 Server at localhost [Apache Tomcat] C:\Program Files\Javaljresibintjavaw.exe (Mar 2, 2011 12:26:44 AM)

INFO: Tiles process complete; forward to /WEB-INF/layouts/mainlayout.jsp
INFO:
WARNING:

Resource MessageResources_en US.properties Not Found.

WARNING: Resource MessageResources en.properties Not Found.

Mar 2, 2011 12:27:22 AN org.apache.struts.chain.comands.servlet.Createdction createlction
Initialize action of type: org.springframework.web.struts.DelegatingActionProxy
Mar 2, 2011 12:27:22 AN org.apache.struts.util.PropertyMessageResources loadLocale

Mar 2, 2011 12:27:22 AN org.apache.struts.util.PropertyMessageResources loadLocale

-




Static Analysis with Fortify

#3 Fortify Audit Workbench - Tumestore - [C:\Program Files\Forti

File Edit

Hol
25

iaroup by

S0L
St
HTT

= Opbions  Help
AuditGuide, ..

Tune SCA Confidences. .
Project Summary
Result Certification Al

aenerate Fepart...

Irnport Mew SCA Analysis...
Merge Audits, .

Excport SCA Filker File, .
Configure Source Path...
Manage Rulepacks. .. 1]

Sumrnary

B8 Fortify Audit Workbench - Tumestore - [C:\Program F

File Edit Tools Opkions Help

B Issues - Broad (Fortify Default) X =0
Hot Warning Infi All
[28] [55] [E9] [152)
faroup by | Category L4 P
= S0L Injection {Data Flow) - [0 25] ~

|._'?'] fddBalancesction, java: 93 (SOL Injection)
|ﬁ AddFriendaction, java: S0 (0L Injection)
|ﬁ AddFriendAction. java:6l (0L Injeckion)
m AddFriendAction. java: 77 (0L Injection) {mulkiple iss
m BuyAction.java:59 {SGL Injeckion)
m BuyAction. java:ds (SGL Injeckion)
m Commentsdckion. java:d? (0L Injeckion)
m Commentsdckion. java:ad (0L Injeckion)
|._3] DBUL java: 110 (5L Injeckion)
m GiftSetupdction. java:en (3QL Injeckion)
|ﬁ GiftSetupdction. java: 69 (3L Injection)
m Givedction, java: 56 (S0L Injection)
m Givedction,java: 74 (0L Injection) (multiple issues)
m Givedction, java:da (SOL Injection)
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Web Application Vulnerability
Assessment

» Common web application vulnerabilities
- Use hidden HTML form fields
- Broken authentication
- Broken access control
> SQL injection
- Cross site scripting
- Information leakage

» WebScarab

- An open source tool that implements
- a basic intercepting proxy
- a website spider
- A rudimentary fuzzer

13



Lab 3. Information Gathering with
WebScarab

» Use WebScarab’s spidering function to
enumerate TuneStore’s content and
functionality

» Compare mapping web application manually
with using a spidering tool

14



Webspidering with WebScarab

42 Applications Places Syste = : e Sep 2 2; €L student O

wWebScarab
File Wiew Tools Help

SessionlD Analysis | Scripted [ Fragments | Fuzzer | Compare | Search |
Summary | Messages | Proxy | Manual Request | Spider | Extensions | XSS/CRLF |

Allowed Domains|. *localhost.* |Forbidden Paths| |
Synchronise cookies Fetch Recursively
o= ] http://localhost: 2080/
¢ ] http:/flocalhost. localdomain: 2080/

¢ [ tunestore/

o (fpuy.do]
o= comments.do
o 5] css/
o- [ giftsetup.do
o= [ images/
o= [jsf
[y registerform.do

Fetch Tree Fetch Selection

| Stop |

[Updat... [Tunes... . [stude...

| Headers |

WebsSc...

| £



Lab 4. Exploiting Hidden Value

» HTML hidden form fields are not displayed on
screen

» They are sent to the application when user
submits the form

» Can be manipulated by intercepting proxy

» This lab uses WebScarab’s intercepting proxy
to manipulate hidden value




Example Application: ECommerce

e i s

43 Applications Places System 2)

Baker Contact Management System Application - Windows Internet Expl

ECOMMERCE

Product: |‘5-:‘m VAIO A217S
Please enter your order quantity:

Quantity: EI—

$1224 95

Please enter your order quantity:

Product: I‘E- ONY VAIO VGN-C290

Quantity: | Buy! |

$1464.90




Exploiting Hidden Value with WebScarab

42 Applications Place:

Edit Requeskt

Intercept requests : Intercept responses : [ ]|
1/ Parsed [ Raw |
Method URL Version
[PosT | |http:#flocalhost:20/Ecommerceforder.php | [HTTP/.1 | Transform
Header walues |
Accept image/qgif... - | Insert
Host localhost _" Delete
Content-| 51 =1
TS e e T e T T T e T T T T e T T T T T e T T T T T T T T T T T T e T T T T T T T T T T T T T T T T T T T T T T T T T T T T T e T T T T T T T T T T T T T T T T T T T e T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T e T T T T T T T
URLEncoded | Text | Hex
“wariable Walue
model Sony WAID WPCEGLBFX
quantit 5
Unit Price S00.00]
[:} Insert
Delete
T e e T T T e T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T e T T T T T T T T T T T T T T T T T T T T T T T T T T e T T T T T T T T T e T T T T T T T T T T T T T T T e T T e e S e T e S e S e S e e e S e e e e e Tt -
Accept changes Cancel changes Abort request Cancel ALL intercepts

Baker Co... Edit Requ...

[studentk... webScarab i




Lab 5. Vulnerability Assessment of
TuneStore and BOG

» Assess the vulnerabilities in terms of

- Authentication

- Bad passwords, brute force login, verbose failure
message, vulnerable transmission of credentials

- Access control

- Vertical and horizontal privilege escalation
> SQL injection
> Cross site scripting
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Example Application: BOG

5

Fri Oct 14, 7:53PM o) 3 @ student (O

e

Bog :: Post or Edit - Windows Internet Explorer
j 2| X ILi'-;r:- search PRk
w o € Bog :: Post or Edit @

e G The Bog

Blogging Secrets Revealed

i
I

- E|g, http://localhost:8080/6og2] admin/admin. jsp

T Eé.}' ,'_;}‘Eﬂgf: v '&;}Tguls e

Home

Post or Edit

Create a new Post

Mew Post |

Edit a Post

Posts you are allowed to edit
II wonder j

I just love .NET
PHP is the one for Me
Java EE for Me

[Web-http... /2 Bog:Post... [£] [student@... [ [webScarab]




Lab 6. Fuzz Testing with
WebScarab

» Tester supplies malformed and unexpected
input data to a program in order to find
defects

» Use WebScarab Fuzzer plugin to test
WebScarab for SQL injection and XSS
vulnerabilities
> Create attack strings
> Discuss testing results

21



Fuzz testing with Web Scarab

(] WebScarab g8 _d—
File View Tools Help

| —— — (= | & i)

fSummanr ruessages |/Proxy rHanuaI Request rWehSewioes |/Spider rExtensbns |/XSS!{'.RLF rSessanDAnalysis rScriMed |/Fragments rruner |/{'.ompare |/Sear{:h |
Method URL

Version
IPOST | |hitp:/Mocalhost -2080/unestore2Nagin.do | [HrTPHO |
Header Yalue
Accept i -
Referer hitp:Mocalhost 8080funestore2ilogout.do 1 Add
Accept-Language en-Us —| Delete
User-Agent Mozilla/4.0 {compatible; MSIE 8.0, Windows NT 6.1; Trident/4.0; SIMBAR={9DE9CCEG-0A24-47AA-OT2B-6D...| |
Content-Type applicationf-www-form-urlencoded hd
Parameters
Location Name Type Yalue Priority Fuzz Source
Cookie JSESSIONID STRING 92C4BDBEBETI3BDABF11D14261...{0
Body usemame STRING sefrs 0 SQL Attack File
Body password STRING sds 0 S0L Attack File
Add
Delete

Total Requests: 5

Current Reguest: 5 ‘ srces | sart | swp |
D Date Method Host Path Parameters Status Qrigin
197 2010M11/26...|POST hitp:Mocalh... funestore2iogin.do 200 0K Fuzzer
196 2010111/26...|POST hitp:Mocalh... funestore2ilogin.do 200 0K Fuzzer
198 2010111/26...|POST hitp:Mocalh... funestore2ilogin.do 500 Interna... |Fuzzer
189 2010M11/26...|POST hitp:Mocalh... [funestore2iogin.do 500 Interna...|Fuzzer
2010M11/26...|POST hitp:Mocalh... [funestore2iogin.do 200 0K Fuzzer




Threat Analysis and Modeling

» The Microsoft’s Security Development Lifecycle
(SDL)
- is a software development security assurance process

» SDL Threat Modeling Process

- Use STRIDE technique to classify the types of threats

- Spoofing, Tampering, Repudiation, Information
disclosure, Denial of service, Elevation of privileges

> Risk Assessment based on DREAD

- Damage potential, Reproducibility, Exploitability, # of
Affected users, Discoverability




Lab 7 Threat Analysis with TAM

» TAM - Microsoft Threat Analysis and
Modeling tool

» Given the description of a system, or a real
system

- Create user roles, data, use cases, access control
matrix, and architectural design

- Use TAM to generate threat model, threat tree, and
the comprehensive report




Threat Analysis with TAM

’ Threat Analysis and

File

Edit

Threat Model  Analytics

Visualizations

Reports  Tools Help

HE-d|E s

) e e

50

@ Bxtemal Dependencies
=M Application Use Cases

----- 1! Administrator, Customer Read invoic

-4 Corfidertisliy

1! Administrator Create invoice
210 Administrator, Customer Update invo
Administrator Delete invoice

. Administrator Create catalog
Administrator, Customer Read catalo
Administrator Update catalog
Administrator Delete catalog

. Administrator Create inventony

* Administrator, Customer Read invent
!0 Administrator Update inventory
11 Administrator Delete inventory
Threats

@ Unauthorized disclosure of <sen
@ Unauthorized disclosure of <edit
Integrity
D Nlegal execution of <sends> usir
() llegal execution of <edits> using
Availability
() Ineffective execution of <sends:
i) Ineffective execution of <edits>
Attack Librany

Attacks
Relevancies
m

-

m

Step 8 - Threats

Based on the define calls, the following threats have been identified in the application.

Unauthorized disclosure of <sends® using <Serviets> by <Administrators

Unauthorized disclosure of <edits> using <Shopping Cart> by <Customers
Integrity Threats

-1 llegal execution of <sends: using <Serviets: by <Administrators

~ 1 llegal execution of <editss using <Shopping Cart by <Customer:

Availability Threats

1 Ineffective exacution of <sends> using <Serviets> by <Administrator>

L 1 Ineffective execution of <edits> using <Shopping Cart» by <Customer:

Cancel

< Back

Next =




Lab 8: Threat Modeling with SDL

- Given a software system description/real system
- draw data flow diagram
- analyze model
- describe environment
- generate reports

- Discuss the generated fuzzing report
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Threat modeling with SDL - 1

New Model 1 - SDL Threat Modeling Tool v3.1.8
File Edit Actions View Help

€ Draw Diagrams

© Analyze Model

©) Describe Environment

‘Draw Diagrams E Shapes <
Diagrams 2 Quick Shapes X
| Threat Modeling Stencil ]
(] Context E| Threat Modeling Stenci 2| p
Threat Modeling Stencil 3 , .
- 1 Commands Configuration
Hel N 1 User Data
elp S =
A @ E esponses esults
Getting started creatinga [ Process Multiple -
process E \
model E \
[l _ E \ B
— — 4 A
E|th§r|et|||tthe thagram we've External Data store E
provided or create your awn. interactar E
. A
Start with a whiteboard diagram f_ / E =
with: ! E
+§ DataFlow Trust ]
Baundary 4
Diagram Validation & 7 - Jr,—' =
I I E L
Process Machine —
Mo diagram validation errors found, Boundary Boundary E
Other ™
Boundary ]
]

) Generate Reparts




Threat modeling with SDL - 2

Tunestare Applicaiton Model - SDL Threat Modeling Tool v3.1.8

File Ecdit Actions Help

@ All Elements
] Adm Create (Administrator te Song Selection)

% Adm Delete (Administrator to Profile Selection)

¢ Adm Delete [Administrator to Song Selection)

% Adm Read (Profile Selection to Administrator)

¢ Adm Read (Song Selection to Administrator)

¢ Adm Update (Administrator to Song Selection)

¢ Cust Buy Song (Customer to Song Selection)

#* Cust Create (Customer to Profile Selection)

~* Cust Delete (Customer to Profile Selection)

~ Cust Read (Sang Selection to Customer)

#* Cust Read {Profile Selection to Custamer)

* Cust Update (Custamer to Profile Selection)

o Playing Song(s) (Custamer Playlist Selection to Customer)

# Playlist/Song Request (Customer Playlist Selection to Customer Purchased Songs)
# Playlist/Song Retrieve (Customer Purchased Songs to Custorer Playlist Selection)
< Profile Request (Profile Selection to Profiles)

< Profile Retrieve (Profiles to Profile Selection)

#* Request Song Play {Customer to Customer Playlist Selection)

#* Song Brought (Song Selection to Customer Purchased Songs)

¢ Song Request {Song Selection to Songs)

#* Song Retrieve {Songs to Song Selection)

—— Customer Purchased Songs

— Profiles

— Songs

[ Administratar

[ Custamer

() Customer Playlist Selection
) Profile Selection

) Song Selection

52 < = = = = 3 3 < = 3 < = 3 3

Adm Create
Subject to: Tampering, Information Disclasure, Denial Of Service

Data Flow from "Administrator™ to "Song Selection™

[ Do not auta generate threats for this element because |

& Crasses haundaries: (TrustBaundary),

Threat type: Tampering
Same questions to ask about this threat type
@ Tampering is altering the bits on the wire or between processes
@ Is the dataflow timestamped,/sequenced and inteqrity protected?
@ Da yau check the dataflow far duplicate/overlapped data?
@ Are all endpoints mutually authenticated with keys abtained ar validated out of baned?
@ Is there a cryptagraphically strong message integrity system?
@ Is there a cryptagraphically strong channel integrity system?

Certify that there are no threats of this type

Learn more about Tampering

»

E
]
0

E
]
0

El
E]
L

=
H
i

E]
]
i

=
H
0

10: Impact: Solution: Add Threat

59 Campletion:
1
[ Finished

Describe the threat impact and how you will mitigate it. Bug:  File bug Delete Threat

Draw Diagrams
(1] g

9 Analyze Maodel

e Describe Environment

) Generate Reports

"Vl start

Threat type: InformationDisclosure

Some questions to ask about this threat type
@ Infarmation disclasure is when the infarmation can be read by an unautharized party,
@ Are all endpoints mutually authenticated with keys obtained or validated out of band?
@ Is there a cryptographically strong channel confidentiality system?
@ Have you performed a side channel analysis?

@ Is there a cryptagraphically strong message confidentiality system?

Certify that there are no threats of this type

Learn more about InformationDisclosure

»

=
H
i

E]
H
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=
H
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E
]
0

E
]
0

1D: Impact: Solution:

Add Threat




The Software and OS Environment

for the Labs
Lab

Lab 1. RATS, Flawfinder Linux

Lab 2. Fortify Windows

Lab 3. WebScarab Linux/Windows

Lab 4. WebScarab Linux/Windows
ECommerce

Lab 5. TuneStore Linux/Windows
BOG

Lab 6. WebScarab Linux/Windows
TuneStore

Lab 7. Microsoft Threat Analysis and Modeling  Windows
Tool (v 3.0)

Lab 8 Microsoft’s SDL Threat Modeling Tool Windows

v3.1.8
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Teaching Experiences

» Students were asked to rate the degree of their

agreement from 1(strongly disagree) to 5 (strongly
agree)
> | know better about putting the technologies or

concepts/theories being taught in practice after finishing
the related lab exercise/projects

- Average rating: 4.25

- The exercises stimulate my further interests in learning the
technology and theories behind software security
- Average rating: 4.44

» Students liked using virtual machines for these labs
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Related Work

» The Security Injection project at Towson Univ.
> Include lab exercises and security checklists for integer errors,
input validation and buffer overflow

» The OWASP WebGoat Project

> Provides a set of web application security lessons using the
deliberately vulnerable application WebGoat

» The Secure Web Development Teaching Modules(SWEET)
> Include labs that use Paros to crawl web pages, and intercept and
tamper requests, labs on SQL injection and Cross Site Scripting
attacks

» The SEED project

> Include cross site scripting attack labs using a vulnerable web-
based message board phpBB.
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Conclusion

» We described eight hands-on exercises for
teaching software security

» Our future work will be

- Develop more hands-on labs and case studies for
teaching software security

- Evaluate the effectiveness of these hands-on labs
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