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Supervisory Control and Data
Acquisition (SCADA)

Critical infrastructure
(water, nuclear, gas,
electricity, etc.)

Wireless network
expansion

Connecitivity: the
tradeoff of
vulnerability for
convenience




@Nuclear Plant Control o

Motor Clutch
PowerFlex

L1 a7 Rl
TS -

Cooling Towers

Feedwater Pump

OFFLINE

Igu—' -l-llﬁl_ili-' g

Safety Injection Pump Circulating Water Pump

IRUNNING

OFFLINE

Wednesday, May 23, 2012 3:09:29 PM

h... || & Nuclear Plant Cont...



(®) Jacksonville State University

Wednesday, May 23, 2012

Jacksonville System Map

COMMUNICATION STATUS TO PLANT SCADA PLC: OK
PLANT SCADA PLC BATTERY STATUS OK
SCADA SYSTEM OVERVIEW

®

2 - Node2 Demo Lift Station A
3 - Node3 Demo Lift Station

6 - Node6 Demo Lift Station
7 - Node7 Demo Lift Station
8 - Node8 Demo Lift Station
9 - Node9 Demo Lift Station

Boozers

Py Wiod g

Uake.

B fve

Pelham Rd N
IN 3N G0L

Nisbet StNW/
10 - Node10 Demo Lift Station

12 - Node12 Demo Lift Station >

21 - Node21 Demo Lift Station 5 —
e Cedar Spring®

22 - Node22 Demo Lift Station r El

23 - Node23 Demo Lift Station

Mountan St NE

Cedar Spnge O Francis StW

Jacksonville

P¥ W 13vpenig

/,Waste Water Treatment Plant

&

Martin Wor

Broadwell Mill Rd

Fuuds 2epad
oa®

George Douthit Dr SW

\*{b& o
Stratix [ E&H | Downtawn
8000 FMUS0 Tank |




(®) Jacksonville State University

Wednesday, May 23, 2012 3:05:18 PM

Downtown Tank

S
Level Control PowerFlex 755
Auto
: Fault - Forward
e — Reverse
4 s RESET
T Jog &
e Speed (%) ' .
UV Start |
Stop

',
m thut (Hz) Current(A) N
0.00 K

\n
Output (V) DC Bus (V)
655.5

-

* ol
YL 8
L) ie 7

System Hlstorlcal Alarm
Map Trends Summary

=] Clear uea.gul
distart| | (& @ || || O Jacksonville State ... 1 node3.PNG - Paint B ,4 Y& 2Ok 3:05rm

:_,,.. s

|| 3) Display Downtown_Tank_Screen




General Wireless Threats

Shared medium
WEP / WPA / WPAZ2 cracking

Resource-depletion and denial of
service

Rogue access points
Injection attacks
Analog wireless eavesdropping



Threats Particular to SCADA

Standardization
Shared networking

Low-speed connections with long polling
cycles

Alternative communications technology
Radio communication
Easily programmable RTUs



Laboratory Setup

Central station connects to RTUs via the
following technologies:

Cellular

900 MHz radio

802.11 wi-fi
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Warning! Resistors can get hot!! Please

do not touch them.
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Proof-of-concept Attacks

Cellular Communications (Modems)
Industrial Radios (900 MHz)
Wi-Fi Networks (802.11)



Cellular Communications

Accessible via IP

Used Hydra to crack password
Passwords often left default
Password maximum length too short




Industrial Radios (900 MHz)

Trio radios
Can be located by “war-driving”

Serial number required, but easily
crackable (again, due to short length)



Wi-Fi Networks (802.11)

Man-in-the-middle attacks
Passive attack (surveillance)
Active attack (misinformation)



Conclusions and Future Plans

SCADA more vulnerable than ever

Plan to investigate:

Advanced protocols (CIP, Modbus TCP, DNP3,
etc.)

Crafting packets to enable fuzz testing

Plan to produce:

Body of best practices for critical infrastructure
security

Collection and analysis of digital forensic data
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