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Supervisory Control and Data 

Acquisition (SCADA) 

 Critical infrastructure 
(water, nuclear, gas, 
electricity, etc.) 

 Wireless network 
expansion 

 Connectivity: the 
tradeoff of 
vulnerability for 
convenience 
 









General Wireless Threats 

 Shared medium 
 WEP / WPA / WPA2 cracking 
 Resource-depletion and denial of 

service 
 Rogue access points 
 Injection attacks 
 Analog wireless eavesdropping 



Threats Particular to SCADA 

 Standardization 
 Shared networking 
 Low-speed connections with long polling 

cycles 
 Alternative communications technology 
 Radio communication 
 Easily programmable RTUs 



Laboratory Setup 

 Central station connects to RTUs via the 
following technologies: 
 Cellular 
 900 MHz radio 
 802.11 wi-fi 





 Modicon 
 Siemens 
 VersaMax 
 Micrologix 
 Allen Bradley 















Proof-of-concept Attacks 

 Cellular Communications (Modems) 
 Industrial Radios (900 MHz)  
 Wi-Fi Networks (802.11)  



Cellular Communications 

 Accessible via IP 
 Used Hydra to crack password 
 Passwords often left default 
 Password maximum length too short 



Industrial Radios (900 MHz)  

 Trio radios 
 Can be located by “war-driving” 
 Serial number required, but easily 

crackable (again, due to short length) 
 
 



Wi-Fi Networks (802.11) 

 Man-in-the-middle attacks 
 Passive attack (surveillance) 
 Active attack (misinformation) 



Conclusions and Future Plans 

 SCADA more vulnerable than ever 
 Plan to investigate: 

 Advanced protocols (CIP, Modbus TCP, DNP3, 
etc.) 

 Crafting packets to enable fuzz testing 
 Plan to produce: 

 Body of best practices for critical infrastructure 
security 

 Collection and analysis of digital forensic data 
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