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About Me 

• 22+ years in IT.  

• Masters of Science in Computer Science Emphasis in Software 

Engineering. 

• CCE – Certified Computer Examiner and GCFA – GIAC Certified Forensic 

Analyst. 

• Board Member ISFCE. 

• Expert Witness. 

• Owner RedWolf Computer Forensics. 

– Provide 15+ Programs used by Forensic Examiners around the world 

• Drive Prophet, Skype Log Parser, Chrome, Firefox, Flock Browser Parsers, Etc… 

• Adjunct Instructor Davenport University. 



What is a Forensicator? 

Definition of FORENSICATOR 

 
Individual who understands and enjoys the 
employment of advanced techniques in the 
investigation or analysis of artifacts contained 
within digital media (computers, networks, 
smart phones, removable/portable storage, 
etc) . 
 



The Program We Are Creating 

• New major within Information Assurance. 

• Consists of 10 new classes. 

• Create a virtual investigation platform using as 
many open source and free tools as possible. 

• Presentations with speaker notes, labs and 
homework assignments. 

• The Key is teaching concepts, what they mean 
in a forensic examination and then build on 
those concepts. 

 



“I Don’t Know” 



Ethics 

• Inculpatory 

 

• Exculpatory 

 

• Software Licensing 

 

• Skill Set/Level 

 



Understanding Concepts 

• What is happening behind the scenes? 
 

• What artifacts are left behind? 
 

• What does this mean to us? 
 

• What does the absence of artifacts tell us. 
 

• Testing/Validation/Verification. 



Lectures 

• All lectures/slides will have notes attached to 
them so the student can actively listen to the 
lecture. 

 

• Most lectures will have labs/demos associated 
with them. 

 



Software/Tools 

• SIFT – SANS Investigative Forensic Toolkit – 
Linux Based VMWare Appliance. 

 

• Windows OS Roll your own. 

 

 



Hands On 

• Most topics will have some hands on 
component. 

• Labs and Assignments will be assigned that 
will reinforce concepts learned. 

• Verbal Assignments at higher levels to prepare 
students for dealing with attorneys and 
managers. 

• Stress note taking during assignment. 



Report Writing 

• Case Notes 
 

• Executive Summary 
– Goal of examination. 
– Data to support your opinion. 
– Your Opinion.  

 
• Technical Section 

– How we did the exam, software used, data found. 
– Technical explanation of concepts, etc… 

 

• Validation/Verification 
 



Act Like a 2 Year old 



Failure is an Option 



LE Not only Game In Town 



Online/Inseat Training 



Online Groups/Blogs/Podcasts 

 



Certifications 

 



Other Resources 

• NIST is developing Computer Forensic 
Reference Data Sets (CFReDS) for digital 
evidence. 

• Digital Corpora. 

• Enron Email Dataset 

• DC3 Cyber Crime Challenge past years 



Contests/Challenges 

 



Questions? 

Contact 

Mark.McKinnon@RedWolfComputerForensic.com 

Mark.McKinnon@Davenport.edu 

Twitter: @MarkMcKinnon 

Google+: Mark.McKinnon 
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