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Who am |?

» Michael A. Davis
— CEO of Savid Technologies
» IT Security, Risk Assessment, Penetration Testing
— Speaker
» Blackhat, Defcon, CanSecWest, Toorcon, Hack In The Box
— Open Source Software Developer
e Snort
* Nmap
e Dsniff
» Savid Technologies
— Risk Assessments, IT Security Consulting, Audit and Compliance
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Author

“A harrowing guide to where the bad guys hide, and how you can find them.™
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InformationWeek Contributor

Storage Stockholm syndrome 12 Review: Win 7 deployment tools 37 ' Dr. Dobbs Report:
team building 47 'Who's in your da 43 | The most strategic IT vendors 56

NOV. 23,2009
FEB. 22,2010

THE BUSINESS VALUE OF TECHNOLOGY

If you think walls will kccpg ’
your treasured data secure,

Our survey finds wide a you're livingin a fairy tale. p.29

By Michael A. Davis

grudging at best. Companies can,
and must, do better.

ORACLE-SUN
Do ClOs want Integrated stacks?
p-22
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Where we got our data

» March 2012 And November 2011 Survey
» Over 1,000 Security Professionals

» Follow-up Interviews With Fortune 1000
CSO/CISOs

» Wide Variety Of Industries
— Financial
— Healthcare
— Business Services

savidtechnologies

4



T T

What is everyone concerned with?

®m Managing the
complexity of security

m Enforcing security
policies

® Preventing data
breaches from outside
attackers

m Getting management
buy-in/adequate
funding

Assessing risk

Source: Savid/Information Week Data Survey, 2011
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Complexity is everywhere

Services TEE: accenture perotsystems’ :-.!9 sieMeNs [NfOSYS asavvis _Tlr‘-'F,-_!:-,t #GLASSHOUSE
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Applications AP m Bloomber MISYS @ SUNGARD'
sales ﬁrcg‘: .com sloomberg
juccess On Demand.”
( N/ )
Microsoft ORACLE ( Storage X Security )
Collaboration ﬁ <bme IDS AV/Spyware Anti-Spam
AV|STAR [+ ? ©r
Autonomy poq“ gg"i SOURCE e MchAfee (2 jpastini|
\ J J| EMC ®smn. '
7~ " N\ 7 - N \ ) Content Filtering Identity Management
_ Business 5Hsas. iy ( N\ Sure oracle B
intelligence/ INFORMATICA Network & Systems o st Bent 4
Analytical COCNOS Management - vhrisign
apphca“ons Wl iw AN IBM® COMPANY prp— =
_) t i Management Vendors Vulnerability Assessment Regulatory Compliance
Application N A & Loisi - P
integl‘ation é mTlBCO Microsoft P il 12T’ W% Orchestria Autonomy -,
L y ‘:tl'l‘l‘. CISCO. Monitoring Firewalls
Application f N\ | ovamicprovisioning || vERINT . NIGE  BE@uetnr NERTEL
development H R Management
symantec. net(
1001 \ J k Sbme g QnetD
: W\ | @sun
Database ORACLE SYBASE MUSOL - Microsoft _
0s Microsoft: @redra. A ©Sun  Novell @ wvmware CITRIX
Hardware Computer Network Storage . . .
platform os5un B rufisuD@LL avaya “dith’ NERTEL EMC T ®Sunid B ® Hitachi Data Systems

Source: CA, 2009

.
O, o,
¢ '.5 Sawdtechnologles




T
Complex IT Projects Fail - A lot

Out Of 200 Multi-nationals:

 67/% Falled To Terminate Unsuccessful Projects
* 61% Reported Major Conflicts

« 34% Of Projects Were Not Aligned With Strategy
« 32% Performed Redundant Work

1 In 6 Projects Had A Cost Overrun Of 200%!
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The Issue

“Single biggest security related
problem is a lack of Senior
Level commitment to enterprise
wide security policies.”

H

Source: 2011 InformationWeek Strategic Security Survey, June 2011



Execs Are Paying Attention

40%

35%

30%
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Exec Involvement

Source: Information Week Data Survey, 2011

Budget Constraints

w2010
W 2011
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We Protect, They Are Criticized

According to Bloomberg News, Sony has been subpoenaed by New
York attorney general Eric Schneiderman, who is "seeking information
on what Sony told customers about the security of their networks, as
part of a consumer protection inquiry." (source: informationweek.com)

Rep. Mary Bono Mack (R-Calif.), the subcommittee chair, said that
Sony should have informed its consumers of the breach earlier and
said its efforts were “half-hearted, half-baked.” She was particularly
critical of Sony’s decision to first notify customers of the attack via its
company blog, leaving it up to customers to search for information on
the breach. (source: washingtonpost.com)
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We All Do Them

% that perform Risk Assessments
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Don't Know

Source: 2011 InformationWeek Analytics Strategic Security Survey
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The Reality

Risk Assessment

Effectiveness Not At All
3%

.
.o .

Source: 2011 InformationWeek Analytics Strategic Security Survey . |
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Phishing Still Works ' | .—

r
;.C!g- _H;'LL? ey 2011 Recrutment plat fessage (HTML =
4" —— o=
; ‘ Message ‘ @
i e e aTn T El Vi | HAFind |
| = 2 Related ~ ‘
Reply Reply Forward | Delete Moveto Other Block | 4 Not Jund Categorize Follow Markas || | |
to All Folder - Actions~ || Sender - Up~ Unread || W Select~ |
Respond Actions Junk E-mail 4 Options F Find |
From: web master [webmaster @beyond.com] Sent: to3.3.2011 18:48
To: ————@emc.com
Cc : mp—
Subject: 2011 Recruitment plan
| Message | E)2011 Recruitment plan.xis
a~
I forward this file to you for review. Please open and view it.
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Lack of Failure Analysis

Failure analysis is the process of collecting and
analyzing data to identify the failed condition of a
complex system

« “Cause and Effect relationships govern everything that
happens and as such are the path to effective problem
Solving” — Dean Gano

« Every Problem in our lives have the three basic elements
connected through causality

 Each Effect, has at least two causes: an Action and
Condition

4
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Conditions and Actions exist along a
continuum of Time and space

Action
— Match
| Match Strike | Sirike
' |
|
. | u'"""ﬁe | — )
E
i : Condition | - Exum_
I I Fire ”
Condition |
| || Combustive
| Material
Condition l
CondBon
Time =-10 T ] Time=10 B — Oxypen
ITE "E I'I'E
—

Futura

 Conditions can exist at various times, but the effect is the result
when the action occurs and the conditions exist at the same time
and space.
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Infinite Continuum

« As we continue our investigation

we find baby steps, Nl G [roe
« Leading to inserting causes inside Wyt L case |poo
of causes, or T [
Wyl o case |poo
« Each cause leads to another set ' cae _[
of causes in the form of action and o P Gl [v00

conditions, cave
« Developing an infinite continuum ! { caser |00
w1 | L { e (p00
Point of ighorance: The more =1 __w e [voo
we know the more we know = { =
Feedback Loop

we don’t know!
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T
Typical Problem Solving Short Comings

* A myth of there being only ‘one root cause’

« ‘Common sense’ and a single reality

* Placing greater value on our current beliefs and bias
« Stopping too soon during problem solving

« Assumptions that all team members are effective
problem solvers

* Need to place blame

« Categorical thinking; our tendency to view problems as
good or bad, and refrain from further investigations

e
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Stop The Confirmation Bias

* Risk Perception Is Bad

— Tornado V. Kitchen Fire

— Less Familiar Are Perceived As Greater Risk
Favor Info That Match Preconceptions

Cause And Effect Processing

Correlation Does Not Equal Causation

We Manage Risk Using Metrics That Don’t
Matter
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The Formula Of Successful Risk
Management

Pa, = A X P+ Ay X P+ Az X3



Hazard vs. Speculative Risk

Suggested Allocation Breakdowns

Moderate

N I NN

Aggressive

I

= 20% Large-Cap Stocks

20% Mid-Cap Stocks

20% Small-Cap Stocks

20% International Stocks

10% Emerging Markets Stocks
10% Intermediate Bonds

0% Short-Term Bonds

B
= e

20% Large-Cap Stocks

B 20% mid-Cap Stocks
D 10% Small-Cap Stocks
[] 15% International Stocks

. 5% Emerging Markets
Stocks

B :0% intermediate Bonds
D 0% Short-Term Bonds

U I EEREE E©

Conservative

N
R

25% Large-Cap Stocks

10% Mid-Cap Stocks

10% Small-Cap Stocks

5% International Stocks

0% Emerging Markets Stocks
40% Intermediate Bonds

10% Short-Term Bonds
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Linking to Business Goals

Context
f —————————————————————————— —
[ Acceptable \
Outcome 1 |
| A
Conditions i
| \‘ Outcome2 ¢ Success |
| Execution Outcome 3 threshold :
| Potential /”/v Outcome 4 |
| events :
Outcome 5 v |
l Unacceptable
'h..- ___________________________ "‘i
Copyright Carnegie Mellon SETI MOSAIC Whitepaper .:) ®
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Outcome Management

Programmatic Drivers

the Success State
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5 Signs You Have a Confirmation Bias

* Using Quantitative Risk Scores To
Make Decisions

* Look At Security Events Instead Of
Probability Of Vulnerabilities

 Talk About Risk In Terms Of
“Industry Data”

» Lack Of Risk Management
* [nability To Communicate Risk
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Conclusion
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Contact Information

Michael A. Davis
mdavis@savidtech.com
708-532-2843

Twitter: @mdavisceo
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