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Who am I? 

» Michael A. Davis 

– CEO of Savid Technologies 

• IT Security, Risk Assessment, Penetration Testing 

– Speaker 

• Blackhat, Defcon, CanSecWest, Toorcon, Hack In The Box 

– Open Source Software Developer 

• Snort 

• Nmap 

• Dsniff 

» Savid Technologies 

– Risk Assessments, IT Security Consulting, Audit and Compliance 
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Where we got our data 

» March 2012 And November 2011 Survey 

» Over 1,000 Security Professionals 

» Follow-up Interviews With Fortune 1000 

CSO/CISOs 

» Wide Variety Of Industries 

– Financial 

– Healthcare 

– Business Services 

 

 



What is everyone concerned with? 

Source: Savid/Information Week Data Survey, 2011 



Complexity is everywhere 
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Complex IT Projects Fail - A lot 

Out Of 200 Multi-nationals: 

• 67% Failed To Terminate Unsuccessful Projects 

• 61% Reported Major Conflicts 

• 34% Of Projects Were Not Aligned With Strategy 

• 32% Performed Redundant Work 

 

1 In 6 Projects Had A Cost Overrun Of 200%! 

Source: 2011 Harvard Business Review – Berlin Univ Technical survey 



The Issue 

 

“Single biggest security related 

problem is a lack of Senior 

Level commitment to enterprise 

wide security policies.“ 

Source: 2011 InformationWeek Strategic Security Survey, June 2011 



Execs Are Paying Attention 
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We Protect, They Are Criticized 

 

According to Bloomberg News, Sony has been subpoenaed by New 

York attorney general Eric Schneiderman, who is "seeking information 

on what Sony told customers about the security of their networks, as 

part of a consumer protection inquiry." (Source:  informationweek.com) 

 

Rep. Mary Bono Mack (R-Calif.), the subcommittee chair, said that 

Sony should have informed its consumers of the breach earlier and 

said its efforts were “half-hearted, half-baked.” She was particularly 

critical of Sony’s decision to first notify customers of the attack via its 

company blog, leaving it up to customers to search for information on 

the breach.  (Source:  washingtonpost.com) 



We All Do Them 

Source: 2011 InformationWeek Analytics Strategic Security Survey 
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The Reality 

Source: 2011 InformationWeek Analytics Strategic Security Survey 
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Phishing Still Works 



Lack of Failure Analysis 

• Failure analysis is the process of collecting and 

analyzing data to identify the failed condition of a 

complex system 

• “Cause and Effect relationships govern everything that 

happens and as such are the path to effective problem 

Solving” – Dean Gano 

• Every Problem in our lives have the three basic elements 

connected  through causality 

• Each Effect, has at least two causes: an Action and 

Condition 



Conditions and Actions exist along a  

continuum of Time and space 

 

 

 

 

 

 

 

 

 

 

 

 

• Conditions can exist at various times, but the effect is the result 
when the action occurs and the conditions exist at the same time 
and space. 



Infinite Continuum 

• As we continue our investigation 

we find baby steps,  

• Leading to inserting causes inside 

of causes, or  

• Each cause leads to another set 

of causes in the form of action and 

conditions,  

• Developing an infinite continuum 

 

Point of ignorance: The more 
we know the more we know 
we don’t know! 



Typical Problem Solving Short Comings 

• A myth of there being only ‘one root cause’ 

• ‘Common sense’ and a single reality 

• Placing greater value on our current  beliefs and bias 

• Stopping too soon during problem solving 

• Assumptions that all team members are effective 

problem solvers 

• Need to place blame 

• Categorical thinking; our tendency to view problems as 

good or bad, and refrain from further investigations 



Stop The Confirmation Bias 

• Risk Perception Is Bad 

– Tornado V. Kitchen Fire 

– Less Familiar Are Perceived As Greater Risk 

• Favor Info That Match Preconceptions 

• Cause And Effect Processing 

• Correlation Does Not Equal Causation 

• We Manage Risk Using Metrics That Don’t 

Matter 

 



The Formula Of Successful Risk 

Management 

PBL  = l1 x p1 +  l2 x p2 +  l3 x p3 



Hazard vs. Speculative Risk 



Linking to Business Goals 
  

Copyright Carnegie Mellon SETI MOSAIC Whitepaper 



Outcome Management 

 

Copyright Carnegie Mellon SETI MOSAIC Whitepaper 



5 Signs You Have a Confirmation Bias 

• Using Quantitative Risk Scores To 
Make Decisions 

• Look At Security Events Instead Of 
Probability Of Vulnerabilities 

• Talk About Risk In Terms Of 
“Industry Data” 

• Lack Of Risk Management 

• Inability To Communicate Risk 



Conclusion 
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