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Service Learning in Security

Susan J Lincke, University of Wisconsin-Parkside

Abstract — Service learning enables students to provide real
service to the community as part of their learning/educational
experience. Service learning can take many forms in security,
including maturity assessment, security planning, awareness
training, product research, product evaluation, and facilities or
procedural audit. These projects help students learn to
communicate with non-technical staff, apply security training,
obtain experience in a real world environment, develop
professional documentation, and contribute to their
neighborhood. This paper describes the benefits and challenges
the author has experienced for each type, but also discusses
tools that can help security instructors in implementing service
learning in their security courses.

Index terms — Service Learning, Security, Audit, Security
planning, COBIT, CISA, CISM, Security Awareness
training, Small business security.

I. INTRODUCTION

Service learning and security are an excellent
combination, because together they generate student
learning and practical experience, and service for the
community. Small businesses make excellent community
partners, because they offer smaller-scale problems.
Small businesses are also more willing to work with
students, since they often lack skill and money for
security. This paper reviews different forms of service
learning that University of Wisconsin-Parkside has tried
relating to security.

The need for security in small business is very evident.
Barlett and Fomen [1] report in their literature review that
small and medium businesses have been found to lack
security, often because they lack expertise and time. Less
than 20% have a business continuity plan or disaster
recovery plan. They lack internal IS expertise and
security awareness. They therefore have problems
performing effective risk management. They often need
to outsource security competencies, which they cannot
afford. They also are not aware of security regulation
they must adhere to. Johnson and Koch [2] agree that
small business security is very poor, in part due to lack of
training and time. Baker and Wallace [3] developed a set
of security questions based upon a number of standards
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and polled various businesses of different sizes and types.
Businesses in general performed according to their size:
large best, medium next best, and small worst. Our own
research [4] also confirms the need for security help for
small business.

Service learning can help both small businesses and
students gain competence in security. With service
learning, students are graded on authentic, real projects
related to the program or course learning goals. Service
learning is established in engineering projects and
software engineering development [7-10]. In our security
courses, community partners select projects from the
following list of project types. They select one or more
options, according to their needs. Students work in teams
of 2-4 with the community organizations.

1. Security Maturity Assessment: An interview helps
the organization determine their level of security
maturity, and helps them to understand where they
could improve.

2. Security Planning: Students work with an
organization using the Small Business Security
Workbook in planning for security policy, risk
management, information security, network security,
business continuity, etc.

3. Security Awareness Training: Students present to an
audience to educate non-technical staff in security
awareness.

4. Security Product Research: Students research and
write a paper that evaluates multiple variants of a
security tool. They recommend a product based on
organizational needs.

5. Security Product Evaluation: Students evaluate one
or more products that an organization is planning to
adopt. Students prepare an audit plan and audit
report.

6. IT Facilities Audit: A portion of the community
partner’s IT network is audited. This may include
their wireless network, server, external border router,
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and/or social engineering. Students prepare an audit
plan and audit report.

The first three projects are done as part of our Information
Systems Security course, while the last three have been
done as part of our Network Security course. These
projects help to train undergraduate and graduate students
to become security analysts or security architects. Each
of these project types will be reviewed in more detail in
Section 1.

A A Review of Service Learning

This section briefly describes the format and benefits of
service learning as practiced in the information systems
and engineering world. Service learning can take three
forms:

e Service projects implemented as part of the university
independent of course work: These often consist of
short-term projects and may be associated with a
separate organization on or off campus.

e Service required as an integral part of a course: These
projects can be short or longer-term. The advantage
is that teaching for the projects can occur during the
semester. However less class time is spent on lecture
and more on project, compared to other lecture-based
courses.

e Service that is dedicated as part of a class: Courses
such as capstone or project courses still earn credit
and involve learning through group project work.
These courses involve longer term projects, little
lecture, and may be inter-disciplinary.

At our university, we have implemented service learning
according to the second format [4-5]. However, the third
format is also common for many universities, including
Purdue University [8], Illinois Institute of Technology,
and Point Loma Nazarene University [7].

Service learning has many benefits, of which the
following references are simply examples. At Point
Loma Nazarene University, Carter summarizes that in the
technology areas, service learning has helped students
gain valuable job experience and group and
communication skills, and assisted students in clarifying
career goals [7]. At Purdue University, service learning
also has been useful in teaching ethics and standardized
documentation techniques [8]. Mikelic and Boras found
that not only do the students benefit, but service learning
also provides skills for the instructor and trained help for
the community partners, and establishes a better
relationship between the university and community [9].
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The author is not aware of many publications concerning
service learning projects in security, except for [4-6],
which are described later in this paper.

The main purpose of a service learning project is to
advance the learning that students receive. Therefore, the
projects must be related to the subjects discussed in the
course or program, and not simply be service projects.
Grading is done on what the students have learned related
to the course objectives, and not on how much time or
effort they put into the project.

Il. SECURITY SERVICE LEARNING PROJECTS

This section discusses each of the security project types,
including the benefits and complications that we have
discovered from each.

A Security Maturity Assessment

COBIT (Control Objectives for Information and Related
Technology) is an I1S/IT maturity model developed by
ISACA for Sarbanes-Oxley legislation [11]. Working
with this maturity model enables students to learn what
best practices are, to see where organizations rank, and to
practice communication skills, often with non-technical
management.

We have created a questionnaire with a selected subset of
COBIT questions, which were simplified for easier
understanding. This questionnaire is included as an
Appendix of the Small Business Security Workbook. The
community partner is directed to answer each question
with the status of their implementation: Do not do; do,
undocumented; and do, documented; etc. Also an
intention is recorded: would like to improve; fine as is.
From these answers a maturity score is derived using the
answers.

Most organizations that we have worked with were poor
or woefully poor, raising the question whether our model,
based on COBIT, is too advanced. However, our studies
with schools or school systems have shown that for each
question, some school (system) did find the
implementation relevant, although higher maturity levels
may not be as important [4]. Schneider and Wagner have
used other surveys and service learning to contribute to
the Findlay, Ohio community, by discovering the level of
security maturity of area businesses [6].

Benefits: This questionnaire was beneficial to
community organizations. They could see where they
ranked relative to other organizations that semester, learn
what the best practices were, and consider where they
would like to improve.
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This project requires only one to two hours with the
community partner. It can convince the partner to work
with you on more extensive projects.

Challenges: The smallest businesses are often poor at
security, so they tend to rate low with the questionnaire,
and may be overwhelmed both by the questionnaire and
their results.

These COBIT-level questions can be difficult for a new
security instructor, students, and a small business
manager to fully understand. In some cases there is a
tradeoff between the question being general or specific.
For example, “is authentication implemented” versus “do
all persons have unique login with complex passwords of
at least 8 characters”? The second is easier to understand
if you are not a security professional, but may not address
all authentication issues.

B. Security Planning

Security planning with students is possible using the
Small Business Security Workbook. This Workbook
leads the students through the security design process. It
includes sections on policy, risk, business continuity,
information security, network security, physical security,
metrics, incident response, and audit. By working with
the Workbook and a small business, students see how the
different aspects of security planning fit together, build
their understanding of security concepts, and practice
communication with each other and non-technical
management.

The Workbook was developed from the ISACA study
guides for the Certified Information Systems Auditor
(CISA), Certified Information Security Manager (CISM),
and NISTIR 7621 [12-14]. Our experience is that
partners choose to work with risk, information security,
network security, and business continuity during a
semester.

To prepare students to work with a section of the
Workbook, the instructor gives a lecture on each topic.
Next, students work with the associated case study section
during the second half of the class, which enables students
to become familiar with the topic and Workbook before
encountering a real community partner. Then, the
students are prepared to work with the partner.

An easy way to ease into this more extensive project is to
use the Health First Case Study with the Workbook,
before attempting service learning. In this case, students
submit weekly case study chapters as homework. A
solution manual is available for the case study. When the
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teacher is ready, the teacher can adopt the service learning
component.

When attempting the service learning aspect, | attend the
first couple of meetings with the community partner, and
try to talk with the partner at the end of the semester to

make sure the partner has benefited from the partnership.

Benefits: The Small Business Security Workbook and
Health First Case Study are freely available, since the
project was funded by NSF. Security planning helps
organizations to define security policies, standards, and
programs. It is difficult to audit an organization without a
security framework. Our experience is that people are
impressed in general with the Security Workbook.
Customers who have participated with this have reported
high satisfaction with the students’ work. Students also
benefit, since the Workbook and associated lecture
materials are derived from the CISA and CISM materials
[12-13]. Thus, these materials help to train students for
professional certifications.

Challenges: Many small organizations have no time or
see no need for security planning. Therefore, finding
partners can be challenging. It may be challenging to find
time in the small business manager’s schedule for the 4-6
meetings that are required for the project (which assumes
1-2 hours per functional area). A release form is required
in order to release students, professor, and university from
liability, since security cannot be completely defended
against, even for the most professional work. (After all,
criminals are also professionals!)

C. Security Awareness Training

Security training can occur at three levels: security
awareness with a procedural focus for general personnel;
security awareness with a management focus for
management, and security ideology and implementation
training for IT. We have developed the first two types of
security awareness presentations. These PowerPoint
presentations are about 40 minutes to 1 hour each, and are
freely available by contacting the author. Students must
memorize the concepts within the presentation, and
practice their presentation.

Both presentation materials review common attacks and
security definitions (viruses, phishing, social
engineering), and security techniques recommended by
NISTIR 7621 Small Business Information Security: The
Fundamentals [14]. Questionnaires can be given before
and after the training, to determine how much attendees
have learned.
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Since the PowerPoint presentation and questionnaires are
already available, students need only learn the material
and give the presentations. Notes under the PowerPoint
slides help to prepare students for presenting each slide.

Benefits: This is a popular option with community
partners, including the university. End-users are often
interested in learning security, not only for business use,
but also for home use.

Challenges: To turn this presentation into organization-
specific training (not security-generic), it is required that
the organization have risk analysis, information security,
and physical security policies, and that the trainers have
access to this information. In addition, potentially
business continuity and/or incident response policies
could be added for extended training, if available.

D. Security Product Research

Students learn from the community partner about the
security concerns that they have, or which security
products they are considering implementing. Students
then research the different products and write a report on
what they find. Students practice continuous learning and
research skills, as well as writing and organizing skills.

Benefits: Students perform research off the Web and
write a paper and/or present on the topic.

Challenges: Often students cut and paste marketing
information for various security tools. It is not a valid
analysis, and often involves plagiarism. A Security
Product Evaluation is much preferred!

E. Security Product Evaluation or Facility Audit

Audits involve students working with real equipment and
security tools to execute an audit plan (formatted similar
to a test plan). They must research more about the
product(s) they are testing, evaluate audit results, and
prepare/organize audit plans and audit reports.

There are different types of audits: audits of existing
infrastructure [5], procedural audits, and evaluations of
security products. An evaluation of a security product is
not really an audit, but works similarly in that students
create a test plan (or audit plan), do the evaluation, and
then write an audit report. Procedural audits can involve
one student surveying users to ask how they do their jobs,
while another student actually tests the security actions of
the employees, by phone, e-mail, and/or in person.
Audits can include social engineering attacks, when
written into the audit plan. For all types of audits, the
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students work according to the needs of the community
partner.

Facility or equipment types of audit projects work well
when the class trains students in the use of security tools
and audit. Students test first in a classroom lab
environment, and then implement testing in a real live
environment. Auditing existing infrastructure is a
challenge for students because they must set the test up in
a foreign environment, and interpret results, which is
often half of the total work. Evaluating a security product
requires researching the respective tool(s) and being
creative in writing the audit plan.

It is helpful if the instructor has a working relationship
with the community partner, to mitigate communication
problems. The audit plan must be signed by the
community partner. This ensures that students have
discussed testing with the partner, and the community
partner is in accord with the audit plan. If the audit is to
be done on site, the partner’s signature gives permission
for the students to actually perform the audit. Students
must also understand that regardless of the signed release,
they can only do what is defined in their audit plan. The
signed release should contain a provision that the
community partners always have a knowledgeable
representative with the student, if the student works on the
organization’s computers.

Professional audit plans and reports must be provided to
the community partner, and this can be achieved via the
grading policy. This instructor gives feedback to students
before the document is delivered to the customer.
Students have a week to correct the document based on
the feedback. These corrections help to improve student
grades, in addition to achieving a professional level of
documentation.

All three types of audits can be assigned the same
semester and with the same audit plan/report outline, so
students can choose which type to perform. For security
product evaluations, student can give very interesting
presentations to the class at the end of the semester — the
other types of audits may be restricted by non-disclosure.

Benefits: Product evaluations can be performed in the
university lab or student’s personal lab, and does not
threaten the community partner’s infrastructure or
security privacy.

Challenges: Larger companies are not interested in
having students audit their infrastructure, but may be
willing to have students review security products for them
in the school’s security lab. Smaller organizations with
no security expertise, and often no IT staff, are more often
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willing to allow students to audit their facilities.
However, these organizations rarely have security policies
or plans to test against.

F. Other Projects

Security projects can involve requirements/design,
implementation, test/audit, and support. We have not
performed projects relating to implementation and
support. Implementation could include configuring
security tools (firewalls, wireless LANS, servers).
Support could include recovery or forensic work,
including rebuilding a computer. Since the author’s
courses do not emphasize these skills, these types of
projects are not described.

From our experience, new types of projects arise with
every new community partner.

I11. LOGISTICS AND SPECIAL CONCERNS

Since our computer science program is fairly small, these
elective security courses are offered to both
undergraduate and graduate students. Projects will likely
succeed when more mature students are paired with less
experienced students in teams of 2-4 people. Mature
students generally include those with work experience,
graduate students, or better-performing students.
Alternatively, weaker student teams can be assigned
easier projects. The author usually attends the first
community partner meeting, and possibly additional
meetings, depending on the team maturity. Therefore, it
is infeasible to manage more than 5 projects in a semester,
unless some projects are associated with the student’s
workplace and require less attention.

A release form is important, which releases students,
faculty, and university, from responsibility if the
organization’s security is attacked. This release form
should include a confidentiality clause specifying that
when students go on interviews, it is most important that
the students do not describe the security details of their
project work. However, they may use their community
partners as references. If the instructor includes findings
as part of his or her research, then human subjects review
is also a concern.
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V. CONCLUSION

Service learning benefits students by helping them to gain
experience actually implementing security with
community partners. Students learn to apply their
security skills toward a specific environment — and
interpret results. Students also learn communication skills
by communicating with non-technical partners and in
developing professional documentation. Service learning
also helps community partners who cannot afford
professional help or who are insufficiently aware of the
need. Security service learning has helped the
author/instructor to actively practice security, thereby
offering experience, confidence, and research material.

We have developed a number of tools to assist security
courses in implementing service learning projects. These
include the Small Business Security Workbook, the
Health First Case Study, a COBIT maturity model
evaluation, lecture materials, and two security awareness
training presentations. We would be willing to not only
share these materials, but work with other universities to
enhance these materials. Please contact lincke@uwp.edu
for more information.
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